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Expressive Attribute-Based Encryption with Constant-Size
Ciphertexts from the Decisional Linear Assumption®

SUMMARY  We propose a key-policy attribute-based encryption (KP-
ABE) scheme with constant-size ciphertexts, whose almost tightly semi-
adaptive security is proven under the decisional linear (DLIN) assumption
in the standard model. The access structure is expressive, that is given by
non-monotone span programs. It also has fast decryption, i.e., a decryp-
tion includes only a constant number of pairing operations. As an applica-
tion of our KP-ABE construction, we also propose an efficient, fully secure
attribute-based signatures with constant-size secret (signing) keys from the
DLIN. For achieving the above results, we extend the sparse matrix tech-
nique on dual pairing vector spaces. In particular, several algebraic prop-
erties of an elaborately chosen sparse matrix group are applied to the dual
system security proofs.

key words: attribute-based encryption, constant-size ciphertexts, attribute-
based signatures, constant-size signing keys, non-monotone span pro-
grams, decisional linear assumption

1. Introduction
1.1 Backgrounds

The notion of attribute-based encryption (ABE) introduced
by Sahai and Waters [2] is an advanced class of encryp-
tion and provides more flexible and fine-grained function-
alities in sharing and distributing sensitive data than tradi-
tional symmetric and public-key encryption as well as re-
cent identity-based encryption. In ABE systems, either one
of the parameters for encryption and secret key is a set of
attributes, and the other is an access policy (structure) over
a universe of attributes, e.g., a secret key for a user is asso-
ciated with an access policy and a ciphertext is associated
with a set of attributes. A secret key with a policy can de-
crypt a ciphertext associated with a set of attributes, iff the
attribute set satisfies the policy. If the access policy is for a
secret key, it is called key-policy ABE (KP-ABE), and if the
access policy is for encryption, it is ciphertext-policy ABE
(CP-ABE).

All the existing practical ABE schemes have been con-
structed by (bilinear) pairing groups, and the largest class of
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relations supported by the ABE schemes is non-monotone
span programs (or non-monotone span programs with inner-
product relations [3]). Non-monotone predicates should be
used in many ABE applications, for example, in CP-ABE,
some individuals or group members can be easily excluded
from decryptable users just by using non-monotone predi-
cates on attributes in ciphertexts.

While general (polynomial size) circuits are supported
[4], [5] recently, they are much less efficient than the
pairing-based ABE schemes and non-practical when the re-
lations are limited to span programs. Since our aim is to
achieve constant-size ciphertexts in the sizes of attribute
set or access policy in expressive ABE, hereafter, we fo-
cus on pairing-based ABE with span program access struc-
tures. Here, “constant” is valid as long as the description of
the attribute or policy is not considered a part of the cipher-
text, which is a common assumption in the ABE application.
Hence, we use “constant” in this sense hereafter.

While the expressive access control (span programs) is
very attractive, it also requires additional cost in terms of
ciphertext size and decryption time. Emura et al. [6], Her-
ranz et al. [7], and Chen et al. [8] constructed ABE schemes
with constant-size ciphertexts, but their access structures
are very limited. Attrapadung, Libert and Panafieu [9]
first constructed a KP-ABE scheme for span programs with
constant-size ciphertexts and fast decryption which needs
only a constant-number of pairing operations.

While Attrapadung et al.’s KP-ABE scheme (and sub-
sequent works [10]-[14]) show an interesting approach to
achieving constant-size ciphertexts with expressive access
structures, the security are proven only based on g-type as-
sumptions (e.g., n-DBDHE assumption with n the maxi-
mum number of attributes per ciphertext and more com-
plex EDHE assumptions). Previously, since the introduc-
tion by Mitsunari et al. [15] and Boneh et al. [16], various
kinds of g-type assumptions have been widely used in or-
der to achieve efficient cryptographic primitives [7], [17]-
[20]. However, the assumptions (and also the associated
schemes) suffered a special attack which was presented by
Cheon [21] at Eurocrypt 2006. Subsequently, Sakemi et
al. [22] have shown that the attack can be a real threat to
g-type assumption-based cryptographic primitives by exe-
cuting a successful experiment. Consequently, it is very
desirable that the above schemes should be replaced by an
efficiency-comparable alternative scheme based on a static
(non-g-type) assumption instead of a g-type assumption.

In concurrent and independent work, Chen and Wee
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Comparison of our scheme with KP-ABE for span programs with constant-size ciphertexts

in [9], [11], [23], where |G|, |Gr|, n,£,x, vi and v represent size of an element of a bilinear source
group G, that of a target group Gr, the maximum number of attributes per ciphertext, the number of
rows and columns in access structure matrix for the secret key, the maximum number of the adversary’s
pre-challenge key queries, and that of the adversary’s all key queries, respectively. PK, SK, CT, and
(N)M-SP stand for public key, secret key, ciphertext, and (non-)monotone span program, respectively.

[ALPI1[9] [ CWI14[23] | ACI6[24] | A16[12] | AC17(13] [ A19014] [[ Proposed |
Universe large small large large large large large
Security selective | semi-adaptive | semi-adaptive adaptive adaptive adaptive semi-adaptive
Reduction factor O(n) O(n) O(n) o(v1) o®W) o) O(n)
Order of G prime composite prime prime prime prime prime
. static EDHEp3 & 4 . .
Assumption n-DBDHE k-LIN g-ratioggg g-ratio DLIN
assump. parametrized by n, €, v
Access
NM-SP M-SP M-SP M-SP M-SP NM-SP NM-SP
structures
PK size O(n) (Gl O(n) |Gl O(kn) |G| O(n) |Gl Om) |G| 0(n*) |G O(n) |Gl
SK size O(¢n) |G| O(¢n) |G| O(ktn) |G| O({n) |G| O((n) |G| o(tn®) |G O((n) |G|
CT size 3|Gl+ 2|Gl+ O(k) |G|+ 18 |G|+ o) |G|+ o) |G|+ 17 |G|+
LGzl 11Gr| 11Gr| 11Gr| 11Gr| 11Gr| 1|Grl

* In a subsequent work [10], CT size is reduced to 2 |G| + 1 |Gr|.

[23] introduced the notion of semi-adaptive security for
ABE, where the adversary specifies the challenge attribute
set after it sees the public parameters but before it makes any
secret key queries. In [23], they also constructed a small-
universe, almost tightly semi-adaptive KP-ABE scheme
with constant-size ciphertexts on composite-order groups,
where almost tight security means that the reduction factor
from a static assumption is a polynomial in security parame-
ter A and does not depend on the (maximum) number of key
queries [25]. Agrawal and Chase [24] presented a generic
construction for several kinds of ABE including KP- and
CP-ABE with constant-size ciphertexts (which are given in
Appendice E and D in the full version [24]). While the
generic approach is attractive, however, the obtained short-
ciphertext ABE schemes treat with only monotone span pro-
grams for access policies.

Hence, to construct an (almost) tightly secure,
constant-size ciphertext KP-ABE scheme with non-
monotone span program access policies from a static as-
sumption in the prime-order groups remains an interesting
open problem in terms of practical and theoretical aspects
on ABE.

The above technique can be applied to construct a new
attribute-based signature (ABS) scheme. The concept of
ABS was introduced by Maji et al. in 2008 [26]. Since
then, many ABS constructions have been proposed includ-
ing [27]-[33]. A generic construction given in [30] is inter-
esting, however, it cannot achieve the standard ABS secu-
rity, i.e., unforgeability and anonymity, simultaneously, as
pointed out in [31]. El Kaafarani-Katsumata’s scheme [31]
is proven just in the random oracle model. While most of
existing works (in the standard model) [27], [28], [32], [33]
give no constant-size secret key ABS schemes, Sakai et al.’s
ABS scheme [29] not only has expressive policies but also
has constant-size keys. However, as pointed out in Remark
3.1 in [33], it is impractical for using in real world ap-

plications, since the available policies are given by binary
circuits. Hence, our target w.r.t. ABS is as follows: Can
we construct a constant-size secret key ABS scheme which
is proven fully secure in the standard model and efficient
enough for real world applications ?

1.2 Our Results

o We propose a KP-ABE scheme with constant-size ci-
phertexts, whose almost tightly semi-adaptive security
is proven from the DLIN assumption in the standard
model (Sects. 5 and 6). The access structure is expres-
sive, that is given by non-monotone span programs. It
also has fast decryption: a decryption includes only a
constant number of pairing operations, i.e., 17 pairings
independently of the sizes of the used attribute set and
access structure. For comparison of our scheme with
previous KP-ABE for span programs with constant-
size ciphertexts, see Table 1 (in which a composite or-
der group based one given in [11] is omitted since it is
surpassed by a more desirable prime-order based one
[12] by the same author).

e Asan application of our KP-ABE construction, we also
propose a fully secure ABS scheme with constant-size
secret (signing) keys from the DLIN assumption in the
standard model (Sect. 7). The policies for the ABS are
also given by non-monotone span programs with in-
put attributes from large universes, and the proposed
scheme is efficient enough for using in real world ap-
plications.

e For achieving the above results, we extend the sparse
matrix technique on dual pairing vector spaces (DPVS)
[3], [34], [35] developed in [36]. In particular, several
algebraic properties of an elaborately chosen sparse
matrix group Hy(n,F,) are applied to the dual system
security proofs. For the details, see Sects. 1.3, 4 and
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6.4.

1.3 Key Techniques

We extend the sparse matrix technique on DPVS devel-
oped in [36], in which constant-size ciphertext zero/non-
zero inner-product encryption are constructed from DLIN
on a sparse matrix master key pair. Using the basic con-
struction [36], to achieve short ciphertexts in our KP-ABE,
(with n > n’ + 1) vector ¥ := (yi,...,y,) such that
Z;Zé Ynjzl = 271 H;’:l(z—xj). Each (non-zero) attribute
value v; (for i = 1,...,¢) associated with a row of access
structure matrix M (in S) is encoded as U; := (v;“l, e, 1),
S0y -U; = v;”l’”' H;?;l(ui — x;), and the value of inner prod-
uct is equal to zero if and only if v; = x; for some j, i.e.,
v; € I'. Here, the relation between S and I' is determined
by the multiple inner product values 5 - U; for one vector i
which is equivalent to I'. Hence, a ciphertext vector ele-
ment ¢, is encoded with wy (for random w), which is rep-
resented by twelve (constant in n) group elements (as well
as ), and key vector elements k; are encoded with ; and
shares s; (i = 1,...,¢) for a central secret s¢, respectively
(see Sect.5.1 for the key idea). A standard dual system
encryption (DSE) approach considers each pair of vectors
in the semi-functional space, (4, r;é; + ¥,0;) or (Tif, r;v;)
with secret shares r; of a secret ry and random 7, ;, and
then the vector pair is randomized with preserving the in-
ner product values based on a pairwise independence ar-
gument. Since we must deal with a common 7y in all the
above pairs, we should modify the original argument for our
scheme, which is based on a modified form of pairwise in-
dependence lemma (Lemma 3) for a specific matrix group
Hy(n,Fy) of size n X n.

The security of our scheme is reduced to that of DLIN
through multiple reduction steps (Theorem 1). A techni-
cal challenge for the security is to insert random (sparse)

..........

the underlying matrix for the basis B, is sparse. For the
purpose, first, only n randomness {Z}.=1, ., are sequen-
tially inserted in a consistent manner with the security con-
dition on the challenge i and key queries, and then, they
are amplified to any polynomial number of random matri-
ces, {Znitn=1..v:i=1,..¢, by making linear combinations of
{Z}k=1,...- The above steps are accomplished by apply-
ing computational (swap) game changes and information-
theoretical (or conceptual) changes alternatingly, and by ap-
plying four nice algebraic properties of elaborately chosen
sparse matrix group Hy(n,F,) to the security proof. The
two key techniques are described in detail in Sects. 6.4.1 and
6.4.2, respectively.

1.4 Notations

. . e ey . R
When A is a random variable or distribution, y < A de-
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notes that y is randomly selected from A according to its

distribution. When A is a set, y A A denotes that y is uni-
formly selected from A. When A is a set and B is a sub-
set of A, A\ B is the difference set. We denote the finite
field of order ¢ by F,, and F, \ {0} by F. A vector sym-
bol denotes a vector representation over Fy, e.g., X denotes
(x1,...,xy) € E). For two vectors ¥ = (xi,...,xy) and
U = (v1,...,vy), X- U denotes the inner-product Zf;l XV;.
The vector 0 is abused as the zero vector in IF‘;V for any
N. XT denotes the transpose of matrix X. A bold face
letter denotes an element of vector space V, e.g., x € V.
When b, ¢ V (i = 1,...,N), span{by,...,by) C V
(resp. span{xy, ..., Xy)) denotes the subspace generated by
by,...,by (resp. X,...,Xy). For bases B := (by,...,by)
and B* := (b],...,b}), (x1,...,xn)8 = Zf\il x;b; and
Wiy Yn)pe = Zfil yib?. é; denotes the canonical ba-
sis vector (0---0,1,0---0) € ]F(’] GL(N,F,) denotes the
general linear group of degree N over F,.

2. Dual Pairing Vector Spaces and Decisional Linear
(DLIN) Assumption

For simplicity of description, we will present the proposed
schemes on the symmetric version of dual pairing vector
spaces (DPVS) [34], [35] constructed using symmetric bi-
linear pairing groups. For the asymmetric version of DPVS,
see Appendix A.2 of the full version of [3].

Definition 1: “Symmetric bilinear pairing groups” (g, G,
Gr,G,e) are a tuple of a prime ¢, cyclic additive group G
and multiplicative group G7 of order g, G # 0 € G, and a
polynomial-time computable nondegenerate bilinear pairing
e:GxG — Grie., e(sG, tG) = e(G,G)* and e(G,G) # 1.
Let Gopg be an algorithm that takes input 11 and outputs a
description of bilinear pairing groups (g, G, Gr, G, e) with
security parameter A.

“Dual pairing vector spaces (DPVS)” of dimen-
sion N by a direct product of symmetric pairing groups
(¢,G,Gr,G,e) are given by prime g, N-dimensional vec-

N

——
tor space V := G x---x G over F,, cyclic group Gr of
order ¢, and pairing ¢ : V XV — Gr. The pairing is de-
fined by e(x,y) := HZ] e(G;, H;) € Gy where x := (G4, ...,
Gy) e Vandy := (Hy,...,Hy) € V. This is nondegenerate
bilinear i.e., e(sx,ty) = e(x,y)* and if e(x,y) = 1 for all
yeV,thenx =0.

Definition 2 (DLIN: Decisional Linear Assumption [16]):
The DLIN problem is to guess 3 € {0, 1}, given (paramg,
G, £G, kG, 6¢G, okG, Yg) il Gp-N(1"), where GpHN(1Y)
param; = (¢.G.G1.G,e) < Gopg(INk.6.6.0
Fy, Yo := (6+0)G, 1, <E G, return(paramg, G, £G, kG, 6¢éG,

okG, Yp), for 5 <E {0, 1}. For a probabilistic machine &, we
define the advantage of & for the DLIN problem as:
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Adng'N(/l):z'Pr et 1 'g Eghnan |-

Pr [8(14, 0)— 1 'Q & g?L'N(lﬁ)” . The DLIN assumption is:

For any probabilistic polynomial-time adversary &, the ad-
vantage AdvE-N(2) is negligible in A.

3. Definitions of Key-Policy Attribute-Based Encryp-
tion and Attribute-Based Signatures

3.1 Span Programs and Non-Monotone Access Structures

Definition 3 (Span Programs [37]): U (c {0, 1}*) is a uni-
verse, a set of attributes, which is expressed by a value of
attribute, i.e., v € IF;(:: F, \ {0}). A span program over F,
is a labeled matrix S := (M, p) where M is a (£ X tr) matrix
over F; and p is a labeling of the rows of M by literals from
{v,v',...,—w,—',...} (every row is labeled by one literal),
ie,p:{l,....¢} > {v,v,....,-0,=,...}.

A span program accepts or rejects an input by the fol-
lowing criterion. Let I' be a set of attributes, i.e., I' :=
{xjhi<j<w. When I' is given to access structure S, map
v o {1,...,¢} — {0,1} for span program S := (M,p)
is defined as follows: For i = 1,...,¢, set y(i) = 1 if
[o() = vi] A [v; € T] or [p(i) = —w;] A [v; ¢ T']. Sety(i) =0
otherwise.

The span program S accepts I' if and only if [ e
span{(M;),=1), i.e., some linear combination of the rows
(M;)yqi)=1 gives the all one vector T. (The row vector has the
value 1 in eciphertextsach coordinate.)

A span program is called monotone if the labels of the
rows are only the positive literals {v, v, . ..}. Monotone span
programs compute monotone functions. (So, a span pro-
gram in general is “non”-monotone.)

We assume that no row M; (i = 1,...,¢) of the matrix
M is 0. We now construct a secret-sharing scheme for a
non-monotone span program.

Definition 4: A secret-sharing scheme for span program
S :=(M,p)is:
1. Let M be ¢ x r matrix. Let column vector f'T =
U > .
(fire oo f)F & FL Then, so == T+ fT = 3| fiis the
secret to be shared, and 57 := (sy,...,85)  :=M - fT is
the ¢ shares of the secret sy and the share s; belongs to
p(). R
2. If span program S := (M,p) accepts I, ie., 1 €
span{(M;)ym=1) withy : {1,..., £} — {0, 1}, there exist
constants {«; € F, | i € I} suchthat I C {i € {1,...,{}|
y(i) = 1} and Y ;c; @;s; = so. Furthermore, these con-
stants {a;} can be computed in time polynomial in the
size of the matrix M.

3.2 Key-Policy Attribute-Based Encryption (KP-ABE)

In key-policy attribute-based encryption (KP-ABE), en-
cryption (resp. a secret key) is associated with attributes I"
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(resp. access structure S). Relation R for KP-ABE is defined
as R(S,T’) = 1 iff access structure S accepts I'.

Definition 5: (Key-Policy Attribute-Based Encryption:
KP-ABE) A key-policy attribute-based encryption scheme
consists of probabilistic polynomial-time algorithms Setup,
KeyGen, Enc and Dec. They are given as follows:

Setup takes as input security parameter 11 and a bound
on the number of attributes per ciphertext n. It outputs
public parameters pk and master secret key sk.

KeyGen takes as input public parameters pk, master secret
key sk, and access structure S := (M, p). It outputs a
corresponding secret key skg.

Enc takes as input public parameters pk, message m in
some associated message space msg, and a set of at-
tributes, I" := {x;}i<j<». It outputs a ciphertext ctr.

Dec takes as input public parameters pk, secret key skg
for access structure S, and ciphertext ctr that was en-
crypted under a set of attributes I'. It outputs either
m’ € msg or the distinguished symbol L.

A KP-ABE scheme should have the following correct-
ness property: for all (pk, sk) il Setup(14, n), all access
structures S, all secret keys skg & KeyGen(pk, sk, S),

all messages m, all attribute sets I', all ciphertexts ctr 2
Enc(pk,m,T’), it holds that m = Dec(pk, sks, ctr) if S ac-
cepts I'. Otherwise, it holds with negligible probability.

Definition 6 (Semi-Adaptive Security): The model for defin-
ing the semi-adaptively payload-hiding security of KP-ABE
under chosen plaintext attack is given by the following
game:

Setup In the semi-adaptive security, the challenger runs the

setup, (pk, sk) & Setup(14,n), and gives public pa-
rameters pK to the adversary, then the adversary output
a challenge attribute set, I'.

Phase 1 The adversary is allowed to adaptively issue a
polynomial number of key queries, S, to the challenger
provided that S does not accept I'. The challenger gives

skg & KeyGen(pk, sk, S) to the adversary.
Challenge The adversary submits two messages m®, m".

U
The challenger flips a coin b « {0, 1}, and computes

ct? & Enc(pk, m®,T). It gives ct” to the adversary.
Phase 2 Phase 1 is repeated with the restriction that no
queried S accepts challenge I'.
Guess The adversary outputs a guess b’ of b, and wins if
b =b.

The advantage of adversary A in the semi-adaptive game is
defined as AdV;P'ABE’SA(/l) := Pr[A wins ] — 1/2 for any se-
curity parameter 4. A KP-ABE scheme is semi-adaptively
payload-hiding secure if all polynomial time adversaries
have at most a negligible advantage in the semi-adaptive
game.
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3.3 Attribute-Based Signatures (ABS)

Definition 7 (Attribute-Based Signatures : ABS): An
attribute-based signature scheme consists of four algo-
rithms.

Setup This is a randomized algorithm that takes as input
security parameter and a bound on the number of at-
tributes per ciphertext n. It outputs public parameters
pk and master key sk.

KeyGen This is a randomized algorithm that takes as input
a set of attributes, I' := {x;}i<;<», Pk and sk. It outputs
signature generation key skr.

Sig This is a randomized algorithm that takes as input mes-
sage m, access structure S := (M, p), signature gen-
eration key skr, and public parameters pk such that S
accepts I'. It outputs signature o.

Ver This takes as input message m, access structure S, sig-
nature o and public parameters pk. It outputs boolean
value accept := 1 or reject := 0.

An ABS scheme should have the following correctness
property: for all (sk, pk) & Setup(1%, n), all messages m, all

R
attribute sets I', all signing keys skp «— KeyGen(pk, sk, I'),
all access structures S such that S accepts I', and all signa-

tures o < Sig(pk, skr, m, S), it holds that Ver(pk, m, S, o) =
1 with probability 1.

Definition 8 (Perfect Privacy): An ABS scheme is per-
fectly private, if, for all (sk, pk) 3 Setup(14, n), all mes-
sages m, all attribute sets I'; and I', all signing keys skr, &

KeyGen(pk, sk,I'1) and skr, a KeyGen(pk, sk, I',), all ac-
cess structures S such that S accepts I'} and S accepts I,
distributions Sig(pk, skr,,m, S) and Sig(pk, skr,,m,S) are
equal.

Since the correct distribution on signatures can be per-
fectly simulated without taking any private information as
input, signatures must not leak any such private information
of the signer.

Definition 9 (Unforgeability): For an adversary, A, we de-
fine Adv;BS’UF(/l) to be the success probability in the fol-
lowing experiment for any security parameter 4. An ABS
scheme is existentially unforgeable if the success probabil-
ity of any polynomial-time adversary is negligible:

1. Run (sk, pk) & Setup(14,n) and give pkK to the adver-
sary.

2. A may adaptively makes a polynomial number of
queries of the following type:

o [ Create key ] A asks the challenger to create a
signing key for an attribute set I'. The challenger
creates a key for I' without giving it to A.

o [ Create signature | A specifies a key for attribute
set I' that has already been created, and asks the
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challenger to perform a signing operation to create
a signature for a message m and an access struc-
ture S that accepts I'. The challenger computes the
signature without giving it to the adversary.

o [ Reveal key or signature ] A asks the challenger
to reveal an already-created key for an attribute
set I, or an already-created signature for an access
structure S.

Note that when key or signature creation requests are

made, A does not automatically see the created key or

signature. A sees it only when it makes a reveal query.
3. At the end, the adversary outputs (m’,S’, o).

We say the adversary succeeds if a correctly-created sig-
nature for (m’,S’) was never revealed to the adversary, S’
does not accept any I" queried to the reveal key oracle, and
Ver(pk,m’,S",0") = 1.

Remark 1: Since a signing query in the unforgeability def-
inition in [27], [28] is made only with an access structure S,
the challenger should find an attribute set I" that satisfies S,
and generate a key sk with I" and a signature with S using
(T, skr). In general, however, the challenger may not always
find a suitable I' from S in a polynomial time since it in-
cludes the problem of solving the satisfiability for any DNF
and CNF formulas with polynomial sizes. In this sense, the
definition of unforgeability in [27], [28] is problematic.

To address this issue, as in [38], our definition of un-
forgeability introduces four types of queries, create and re-
veal queries for keys and signatures, in a manner similar to
the security definition for key-delegation by Shi and Waters
[39]. Here, to obtain a signature for S from the challenger,
the adversary is required to give an attribute set I" that sat-
isfies S to the challenger in advance (i.e., the challenger has
no need to find a suitable I" by itself.)

4. Special Matrix Subgroups

Lemmas 1-4 are key lemmas for the security proof for our
KP-ABE and ABS schemes. The proofs of Lemmas 2, 3
and 4 are given in Appendix A.

For positive integers w, n and i := (y1,...,y,) € ]F; \
span{ée,), let

7_{(1/1, ]Fq) =
u | u,u) € Fy
. forlzl’___,n’
: a blank element )
u U,y | inthe matrix
i denotes 0 € I,
7_{17(’1’ IFq) =
1 I,t/l 1,_[’ = (u;)l:, """ a € ]FZ’
: M;'#:O’ y'ﬁlzyn’
, a blank element ) )
bow, in the matrix
n denotes 0 € I,
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Lemma 1: H;(n,F,) ¢ H@n,Fy). H@n,Fy) N GL(n,F,)
and Hj(n, F,) are subgroups of GL(n, F,). More specifically,
H;(n, F,) is the isotropy group of i in H(n,F,) N GL(n,F,),
that is, Hy(n,F,) = (U € H(n,F,) N GL(n,F))|§jU = i}.

Lemma 1 is directly verified from the definition of
(isotropy) groups.

O

Lemma 2: ‘Hy»(n,]Fq) has a linear structure as H;(n,F,) =
An 1 \H,-2, where A,y :={il' € F}'|j-il' = y,}isan(n-1)-
dimensional affine space and H,—, := A,-1 N {u;,, = 0} is a
hyperplane section of A,,_;. _

For all (Z, € Hy(n,F,)")e=1,..» such that (Z, := Z, —

.....

,,,,,

one, i.e., Z < H(n, F,)T except with negligible probability
1/q.

Next is a key lemma for applying the proof techniques
in [3] to our KP-ABE and ABS schemes.
Lemma 3: Forallj e Ey \span(é,) and r € F,, let Wj . :=
{0 € F \ span{é,)* | j - w = x}, where span{é,)* := {0 €
E} @ é, =0}

For all (7.7) € (FJ \ span(é,)) x (B2 \ span(é,)*), if
U and Z are generated as U d Hy(n,F,),Z := (U™, then
vZ is uniformly distributed in Wj, ..

Let
X0 o X
L(w,n,Fy) =X := [ : : ]
Xpi v Yaw
Hij ;,j,]
. . € H(n,Fq)
X;i:= g o] o= GL(wn,F,),
TS R L gL
Hijn
P(w,n,Fy) =
Yo "\ Yo% e GLw Fy.
B D Y Y € B
Y:= ’ a blank element in the |’ ©)
Y() Yn_| .
y matrix denotes 0 € F,
and permutation @ on [wn] := {1,...,wn} as
w [wn] - [wn]
w w @

i-Dn+k > (k—Dw+i.

We denote the corresponding permutation matrix by I, i.e.,
the left multiplication by II is equivalent to the permutation
@ on rows of matrices in F"*"".

Lemma4: L(w,n,F,) and P(w,n,F,;) are subgroups of
GL(wn,F,;). Moreover, L(w,n,F,) is the conjugate of
P(w,n,F,) by I, i.e., L(w,n,Fy) = ! - Pw,n, F,) - 1L

The proof of Lemma 4 is given in Appendix A (Lemma 2
and its proof) in the full version of [36].
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element ¢ := (Gy,...,Gy) in N-dimensional V, gW
denotes (Zf\il Giw,-,l, ey Zf\il G,-w,»,N) = (Zf\;] w,-,lGi, ey
Zf\i | wiyG;) by a natural multiplication of a N-dim. row vec-
tor and a N X N matrix. Thus it holds an associative law as
(gW)W~! = g(WW~") = g and a pairing invariance property
e(@W, h(W™)T) = e(g, h) forany g, h € V.

5. Proposed KP-ABE Scheme with Constant Size Ci-
phertexts

5.1 Key Ideas in Constructing the Proposed KP-ABE
Scheme

In this section, we will explain key ideas of constructing and
proving the security of the proposed KP-ABE scheme.

First, we will show how short ciphertexts and efficient
decryption can be achieved in our scheme, where the IPE
scheme given in [36] is used as a building block. Here, we
will use a simplified (or toy) version of the proposed KP-
ABE scheme, for which the security is no more ensured in
the standard model under the DLIN assumption.

A ciphertext in the simplified KP-ABE scheme consists
of two vector elements, (co, ¢1) € G° x G”, and ¢y € Gr. A
secret key consists of £+1 vector elements, (kJ,, k’f, o, k}) €
G’ x (G")(} for access structure S := (M, p), where the num-
ber of rows of M is ¢ and k} with i > 1 corresponds to
the i-th row. Therefore, to achieve constant-size cipher-
texts, we have to compress ¢; € G” to a constant size in n.
We now employ a special form of basis generation matrix,

H M
X = | e H(n,F,) of Eq. (1) in Sect. 4,
I T
Hp
where u, (], ..., 1, d F, and a blank in the matrix denotes
b,
0 € F,. The public key (DPVS basis) is B := : =
b,
HG G
. : . Let a ciphertext associated with
HG G
MG
= {x,....,x¢}bec; := (WY = w(y1by +--- +y,b,) =

W1wpG, ..., Yy 1wuG, (X yiu;)G), where w & F, and
J:= W1»- .., yn) such that 35 y,_jz/ = 27171, z—x)).
Then, ¢; can be compressed to only two group elements
(Cy = wuG, C; = w(XL, yip)G) as well as i, since
¢) can be obtained by (y,Cy,..., y,-1C1,C2) (note that
y;C1 = yyowuG fori = 1,...,n — 1). That is, a ciphertext
(excluding §) can be just two group elements, or the size is
constant in n.

Let B* := (b;) be the dual orthonormal basis of
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B := (b;), and B* be the master secret key in the sim-
plified KP-ABE scheme. We specify (¢, kj, cr) such that
e(co, ky) = g( 9% and ¢ = gé;m € Gr with s is a cen-
ter secret of shares {s;};=;.. . associated with access struc-
ture S. Using {s;};=1..¢, we also set a secret key for S
as k7 := (s;é1 + Ov,)B if p(@) = v; and k] := (s;0))g- if

p(i) = —w; where v; := (v;"l,...,vi, 1) and 6; & F,. From
the dual orthonormality of B and B*, if S accepts I', there ex-

ist a system of coefficients {a;};; such that e(c k) = 97",

where K" := Yic pp(iy=u, UiK; + Dier ppliy=—u; €T - U)” lkf.
Hence, a decryptor can compute g, if and only if §
accepts I', i.e., can obtain plaintext m. Since ¢; is ex-
pressed as (y;Cy,...,y,-1C1,C2) € G" and k* is parsed
as a n-tuple (D7,...,D;) € G", the value of e(cl,E*) is
[T ewiC1. D)y-e(C2. D) =TT e(Cr,yiD;)-e(Ca. D) =
e(Cq, Zl" | yiD?) - e(Cy, Dy). That is, n — 1 scalar multiplica-
tions in G and two pairing operations are enough for com-
puting e(c; ,E*). Therefore, only a small (constant) number
of pairing operations are required for decryption.

We then explain how our full KP-ABE scheme is
constructed on the above-mentioned simplified KP-ABE
scheme. The target of designing the full KP-ABE scheme
is to achieve the selective (resp. semi-adaptive) security un-
der the DLIN assumption. Here, we adopt and extend a
strategy initiated in [3], in which the dual system encryp-
tion methodology is employed in a modular or hierarchical
manner. That is, one top level assumption, the security of
Problem 1 (which is defined in Definition 10 in Sect. 6.3),
is directly used in the dual system encryption methodology
and the assumption is reduced to a primitive assumption, the
DLIN assumption.

To meet the requirements for applying to the dual sys-
tem encryption methodology and reducing to the DLIN as-
sumption, the underlying vector space is six times greater
than that of the above-mentioned simplified scheme. For
example, k;k = ( Sigl +9,'Ul‘, 02n’ 77,', 0" )BT lfp(l) =0, k;k =
(siti, 02", i, O" Je: if p(i) = ~w;, €1 = (W, 02",0°", 017 )z,

Xip o X

and X := € L(6,n,F,) of Eq.(3) in

Xe1 - Xeg
Sect. 4, where each X; ; is of the form of X € H(n,F,) in
the simplified scheme. The vector space consists of four
orthogonal subspaces, i.e., real encoding part, hidden part,
secret key randomness part, and ciphertext randomness part.
The simplified KP-ABE scheme corresponds to the first real
encoding part.

A key fact in the security reduction is that £(6,n,F,)
is a subgroup of GL(6n,F,) (Lemma 4), which enables
a random-self-reducibility argument for reducing the in-
tractability of Problem 1 in Definition 10 to the DLIN as-
sumption. For the reduction, see [36]. The property that
Hy(n,E,) is a subgroup of GL(n,F,) is also crucial for a
special form of pairwise independence lemma in this paper
(Lemma 3), where a super-group H(n,F,) N GL(n,F,)(>

IEICE TRANS. FUNDAMENTALS, VOL.E103-A, NO.1 JANUARY 2020

Hy(n,E,y)) is specified in L(6,n,F,) or X. Our Problem 1

employs the special form matrices {U; <E Hy(n,F,)} and
{Z; = (UJTI)T}, and makes Lemma 3 applicable in our
proof. Informally, our pairwise independence lemma im-
plies that, for all (7, 0), a vector, 0Z, is uniformly distributed
over F/ \span(é,)* with preserving the inner-product value,
i - U, i.e., UZ reveal no information but (7 and) i - 7.

5.2 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator
GXPBE using a sparse matrix given by Eq.(3), which is
used in the proposed KP-ABE scheme.

R

G<PABE (14,6, n) : paramg := (¢, G, Gr, G, e) « Gopg(17),

U
No :=5,N; :=6n,y « F;, gr :=e(G, G)‘ﬂ,
param, := (paramg, (Ni)i=o,1, 97),

u u
Xo = (xo.)ij=1...5 < GL(No,Fy), X1 « L(6,n,F,),
hereafter, {u; j, /,l;’ j,l}i, j=1,...6;i=1,....» denotes non-zero
entries of X; as in Eq. (3),

i:=(x0,,1G, ... x0,5G) fori=1, .., 5, Bo:=(bo,, .., bo5),

B,J = u; G, Bl]l ,ullefOI'l]—l,.,6l—1,., s

.....

4.—(19[[16 ﬁ[l'NtG)fOrl—l,...,Nt,
B! := (btl,...,b*N)

return (param,, Bo, By, {Bi j, B ;)i j=1,..6:=1,..ns BY).
Remark 3: Let
by i1+
by
Bi, Bf| 1 Bis B:6l (5)
Bll Btllll Bivﬁ B:()nl
B;ln B;6n
fori=1,...,6, and By := (b1 1,...,Db16n),

where a blank element in the matrix denotes 0 € G. B is
the dual orthonormal basis of BY, i.e., e(b1;, b} ;) = gr and
e(bi;,b} ) =1for1 <i# j<o6n.

5.3 Construction

We note that attributes x;, v; are in ]qu, 1.e., noNZero.
Setup(14, n) :
* 1,...,
(paramm BOaBo {sza B:J[};jl """ )
By := (bo,1,bo3, bos),

gKF’ ABE(I/I 6 n)
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By = (B11s s Bipsb1susts s brgn) = {szB,J;}; :6] b,
Bj = (051, b33 B5,0), BY 1= (B b1, b 51, B 5,
pk := (1, param,, (B/}i=o,1), sk = (B
KeyGen(pk, sk, S :=(M,p)) :
o=t s)T =M fT
ko := (=s0, 0, 1, 1o, 0)z;,

fori=1,...,¢, 0

f(—IFT,
> U
, s0:=1-f", no < Fy,

=@, ..., v, 1) for p(i) = v; or —wj,

U U
if p(i) = v, 6 & F, if; & F2",

n 2n 2n n
- = 2, =3
* oL n n
ki = (5,61 + 6;0;, 07", i, 0 )BT’
£ o) = T
1 P(l) =i N g,
n 2n 2n n
* oL n n
k,’ t ( SiUi, 0 5 i, 0 )BT»

return sks := (S, kg, k7, ..., kp).
Enc(pk, m, T :={xi,..., %y | x; €FS, ' <n—1}):

W, 90, ¢1,¢ & F,,
7= Wiy st Xy el = 27T (2 - xp),
co:=(w, 0, ¢, 0, ¢o),, Ci,j:=wBy;+¢iBsj,
Coj = Sl ywB, , + ¢ By ) for j=1,....6,
cr = g?m, ctr := (I, ¢o, {C1,j, C2,j} j=1
Dec(pk, sks := (S, kg, k7, ..., kp),
ctr := (I, ¢, {C1,j, Ca j} j=1...6. CT)) :
If S := (M, p) accepts I := {x, ..., x,}, then compute
I and {q;};c; such that I= Sier @iM;, where M; is
the i-th row of M, and
Ic{ie{l,..t}| [p@=vi ANv,el'TV [p(D)=—v; A v ¢TI},
Ji= sy st Xy el = 27T (2 - xp),
Dj....Dp) =y aki+ Y ;’;k;‘,
iel A p(i)=u; iel A p()=-w; ' y
Ej =0 uiDy; ), forj=1,...,6,
= e(co, k) - T1%, (e(C1j ) - e(Caj, D)),

return m’ := cr/K.

6, CT). return Ctr.

.....

Remark 4: A part of the output of Setup(l,n),
{B,j,Bl]l} =1,6;j=1...6;=1,.,.» can be identified with IB%1 =
b IIse-- by n,b|,5n+1, . ,b]yﬁn) through the form of Eq. %),
while B; = (b11,..., biey) is identified with
{B,j,Bl /z}u 1..6:1=1,.n DY Eq.(5). Decryption Dec can be
alternatlvely described as:

Dec’(pk, sks := (S, kg, k7, ..., k}),

ctr := (I, ¢, {C1,j, Caj}j=1...6-CT)) :
If S := (M, p) accepts I := {x, ..., x,}, then compute /
and {«;};c; such that I= Dier @iM;, where M; is the

“}=0.1, return pk, sk.
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i-th row of M, and
Icliell,...0} | [p()=vi Av €TV [p(i)==—v; Avi¢T]},
g) = (.’/1» e ,.l/n) S.t. Z;l;é yn—ij = Zn_l_n, ° I_Ij;l(z - -xj)a

n n

ci:=( y1Cr1, . ¥n-1C1,1, Co15 Y1C12, . Yn-1C12,Co, -+
Y1Ci55 - Yn-1C15,Cas, y1C16, ., Yn-1C16,Ca6 ),

n 2n 2n n
2 2
. - -
thatis, ¢; =(wy, 07, 07", @ij )s,,

K = e(co, k) -

; «
- —»ki ’

Uity

ejcy, Z a’,‘k;F +
iel A p(i)=v; iel A p(i)=-w;

return m’ := cr/K.

[Correctness] Since § := (yi,...,y,) is defined by the
polynomial equality Z;f;é Ynojz! = 2 H’};l(z - Xxj),
the leading coefficient of the polynomial, y;, is equal to 1.
Therefore, note that e(ci, k;) = (s;€; + 6;0) - j = ws; ifi € 1
and p(i) = v; (i.e., 0; - = 0). If S accepts T,

e(co, kpe(cr, Lieinpi=u; @ik7) - €(C1, Lieinp=v; 75K;)

_ —wso+l i wa;si(T;-7)/(0;-9)
- g 0 I_llEI/\p(l) v; g(]l")a/ : Hie[/\p(i):—'v, gT
W(=80+ D ey @isi)+L

=9r gT
6. Security of the Proposed KP-ABE

Theorem 1: The proposed KP-ABE scheme is semi-
adaptively payload-hiding against chosen plaintext attacks
under the DLIN assumption.

For any adversary A, there is probabilistic machines
F1, %2, whose running times are essentially the same as that
of A, such that for any security parameter A4,

AdV!;P -ABE, SA(/I) < AdVDLIN(/l) + AdVDLlN(/l)

+ Z (AdVIEN () + AdvEN () + €

where ¥1.,(-) == F1(,-) and F5.5.() = F2(j,¢,-) for j =
I...,n; ¢ = 1,2, € := (3v€ + 10n + 11)/g, and v is the
maximum number of A’s key queries, ¢ is the maximum
number of rows in access matrices of key queries.

6.1 Proof Outline of Theorem 1

At the top level strategy of the security proof, the dual sys-
tem encryption by Waters [40] is employed, where cipher-
texts and secret keys have two forms, normal and semi-
functional. The real system uses only normal ciphertexts
and normal secret keys, and semi-functional ciphertexts and
keys are used only in subsequent security games for the se-
curity proof. Additionally, we introduce a series of refined
forms of secret keys, namely, partially randomized semi-
funcional of type 0 and type j-« (j = 1,...,n;t = 1,2). The
forms have some similarity to those employed in [23], [25],
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Game 2-0-2
1L
Game | Game | Game | Game Game | Game | Game | Game
0 1 211| 21-2 2-n-1 2-n-2 3 4
‘ Problem 1 ‘ ‘ Problem 2 ‘
Basic
Problem 1
f
Basic
Problem 2
4

\,
.

\,

\

\,

\,

\ /

DLIN

Fig.1  Structure of reductions for the proof of Theorem 1.

which also achieved almost tight security from static as-
sumptions. The form of ciphertext given in the final game,
which has no plaintext information, is called non-functional
(in particular, it is independent of the challenge bit).

To prove this theorem, we employ Game 0O (original
semi-adaptive security game) through Game 4. In Game
1, the challenge ciphertext is changed to semi-functional
form, and and all queried keys are changed to partially ran-
domized semi-functional form of type 0. In Game 2-j-t
(j=1,...,n; ¢t =1,2), all queried keys are changed to par-
tially randomized semi-functional form of type j-t. In par-
ticular, secret keys are incrementally changed to partially
randomized semi-functional form of type n-2, which has
enough randomness for becoming (truly) semi-functional
one. Namely, in Game 3, they are all changed to semi-
functional. In Game 4, the challenge ciphertext is changed
to non-functional form. In the final game, the advantage of
the adversary is zero. As usual, we prove that the advantage
gaps between neighboring games are negligible.

We have shown that the intractability of (complicated)
Problems 1 and 2 is reduced to that of the DLIN Problem
through several intermediate steps, or intermediate prob-
lems, as in [3]. The vertical reductions are also indicated in
Fig. 1. The reduction steps indicated by dotted arrows can
be shown in the same manner as those in the full version of
[3].

A normal secret key (with access structure S), is the
correct form of the secret key of the proposed KP-ABE
scheme, and is expressed by Eq.(6). Similarly, a nor-
mal ciphertext (with attributes I') is expressed by Eq. (7).
A semi-functional ciphertext is expressed by Eq.(10). A
partially randomized semi-functional of type 0 key is ex-
pressed by Egs. (8) and (9). A partially randomized semi-
functional of type j-1 (resp. j-2) key is expressed by Eqs. (8)
and (11) (resp. Egs. (8) and (12)) for non-matching attributes
v, as well as Eq. (9) for matching attributes vj,;. A semi-
functional key is expressed by Eq. (13) for non-matching at-
tributes vy,; as well as Eq. (9) for matching attributes v;,;. A
non-functional ciphertext is expressed by Eq. (14) (with ¢,
in Eq. (10)).

To prove that the advantage gap between Games 0
and 1 is bounded by the advantage of Problem 1 (to guess
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B € {0,1}), we construct a simulator of the challenger of
Game 0 (or 1) (against an adversary A) by using an instance

with 8 <E {0, 1} of Problem 1. We then show that the distri-
bution of the secret keys and challenge ciphertext replied by
the simulator is equivalent to those of Game O when 5 = 0
and those of Game 1 when § = 1. That is, the advantage
of Problem 1 is equivalent to the advantage gap between
Games 0 and 1 (Lemma 7). The advantage of Problem 1 is
proven to be equivalent to twice of that of the DLIN assump-
tion (Lemma 5). Game 2-0-2 is Game 1. Similarly, we show
that the advantage gap between Games 2-(j — 1)-2 and 2-j-1
for j =1,...,nis equivalent to the advantage of Problem 2
(Lemma 8), and then twice of that of the DLIN assumption
(Lemma 6). We then show that Game 2-j-1 can be concep-
tually changed to Game 2-j-2 (Lemma 9), by using the fact
that parts of bases, b124+1,...,b13, and bT,2n+l’ . "’bT,3n’
are unknown to the adversary.

We then show that Game 2-n-2 can be conceptually
changed to Game 3 (Lemma 10), by using our modified pair-
wise independence lemma (Lemma 3) and the information-
theoretical security property of secret sharing. Finally,
Game 3 can be conceptually changed to Game 4 (Lemma
11) by using the fact that parts of bases, b, and by ,, are
unknown to the adversary. In the conceptual change, we use
the fact that the challenge ciphertext and all queried keys are
semi-functional, i.e., respective coefficients of b, and bg’z
are random.

6.2 Proof of Theorem 1

To prove Theorem 1, we consider the following 2n + 4
games. In Game 0, a part framed by a box indicates co-
efficients to be changed in a subsequent game. In the other
games, a part framed by a box indicates coefficients which
were changed in a game from the previous game.

For notational simplicity, we use £ (:= {},) for the num-
ber of rows in access matrices of any key queries below.

Game 0 : Original game. That is, the reply to the A-th key
query for Sy := (My,pp) (h=1,...,v)is:

k; o == (=sno, @ L, nno, O)e;,
fori=1,...,¢,
if pp(@) = v,
2n
n 2n n (6)
> = 2 = 7t
k. n
kh,i = (sh,,-el + Hh,il)h,i, 0", Mh.i» 0 )BT’
if ph(l) = Wp,i,
. = 2 7

k== snilhis 0"} 7nis 0" e,

> U
where f, < F,, EZ = (SptseeosSne)t = My, - f;r, Spo 1=
> U U
17T, O ttno & Fyuini & F2%, 8 = (1,0,...,0) € FZ, and
Opi = (UZ_,-I,”-,Uh,i, 1) e (IF;)". The challenge ciphertext
for challenge plaintexts (m®, mV) and I := {x;} is:



TAKASHIMA: EXPRESSIVE ATTRIBUTE-BASED ENCRYPTION WITH CONSTANT-SIZE CIPHERTEXTS FROM THE DLIN ASSUMPTION

¢ = (w, @ , 0, ©0)e,»

2n

n 2n n
——
P —— (7
(4] ::( "-)g)’ 9 0211’ 901.17 )Bl’

cr = gém(b),

U U
where b « {0,1}, w,{,¢0,¢1 « F, and § :=
(1, - .., y,) such that 2;?;3 Ynojzl = 271 H'};l(l - x)).

Game 1 : Same as Game 0 except that the reply to the A-th
key query for S;, := (My, pp) is:

ko := (=510, , L, 10, Oz, (8)
fori=1,...,¢,
if ph(i) = U]I,i7

2n
n e 3n

©))

> - > . n =2 n o= )
* p—
ki, ;:=(sn,i€1+0niUn,is| ni€1+0pi0ni |, 0", 7ni, 0")m;,

if pp(i) = =g,
"
Tl |, 0",

ko =2

kh’,‘ = ( Sh,ivh,is

h S U r AT . _ T ._ =T —
where g, < Fj, 7, == (rnas--5ne)” = My - g, Tno =

.
Tn,is 0")B: s

-3, O d F,. The challenge ciphertext is:

co:=(w, [1} £, 0, ©0)B,s
n 2n on n
e N

el e > (10)
¢ = (i, 0, @17 g,

cr = gim,

u .
where 7 < F,, and all the other variables are generated as
in Game 0.

Game 2-j-1 (j=1,...,n): Game 2-0-2 is Game 1. Game
2-j-1is the same as Game 2-(j — 1)-2 except the reply to the
h-th key query for Sj, := (Mj,pp) are: fori=1,...,¢,

if pp() = vp; A v €T,

n n

. - - - a -
ky,; := (sni€1 + OpiUnis | Enijer (rni€1 + OniOh,i),

n
3n

> . n 2 j—1 ﬁ
(€1 +6n,i0n,0)| (X ) EninZic+Enijln) |, Tni 0)m;s
if p () = ~vp; A v €T,

n n
———

- -

* P—

ki := (Snilnis | Enije | Thilnis
n

. -1 iy
ThiVhi | (Xey Eninli + Enijln) | Tnis 01)p;s

(1)

3n

where (&t jot © (Edeetoo €FF 1 & =1 A
&1 = 0if j=n} for j=0,...,n and all the other variables
are generated as in Game 2-(j—1)-2. Note that since &, = 1
(and other &,, = 0) when j = 0, the above distribution is
equivalent to that in Game 1 (= Game 2-0-2).

Game 2-j-2 (j = 1,...,n) : Game 2-j-2 is the same as
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Game 2-j-1 except the reply to the A-th key query for S; :=
My, pyp) are: fori=1,...,¢,
if pp(D) = v A vy €T,
n n
e N —_—
ky ;= (sni€y + OniUhis Enijr (rai€1 + OpiUn),
! 3n
S T o j T T
(rn,i€1 + OniUni) - | Xey EninZe) s Tnis 0")es, 12)
if pyp(i) = =vp;i A vp;i €T,
r—/nr /—/n%
kj, i := (Snilnis Enije1 Thilhis

n
3n

- Jj — )
PhiOhi | (Xeey EninZi) b Tnis 0")pe,

where Z; <E Hj(n, ]Fq)T and all the other variables are gen-
erated as in Game 2- j-1.

Game 3 : Game 3 is the same as Game 2-n-2 except the
i-th component of the reply to the A-th key query for S :=
(Mp, py) are:

kg == (=sno, [wno ], 1, Maos O

fori=1,...,¢,
if py(D) = v Ao ¢ T,
2n

n 3n (13)

i - no| - N n
* Py—
kj ;= (sni€1 + OpiUpi, 0", , Tn,i» 0")B: 5

if pp(i) = —wp; Ao €T,

* . =2 =2 =
ky; = spilnis 0" [ wn,i |y 1n,i» 0",

U - u =2 U
where wy,o — Fy, Wp; < Fj, wp; — span{y)*, and all the
other variables are generated as in Game 2-n-2.

Game 4 : Same as Game 3 except that ¢y and ¢y of the
challenge ciphertext are

o= 7 [} 0, ), cri=gim®, (14

where ’ <E F, (i.e., independent from ¢ £ F,), and all the
other variables are generated as in Game 3.

Let Adv()(1), Adv)(D), Advi7 (D), Advi) (1) and

Adv(;[)(/l) be the advantage of A in Game 0, 1, 2-j-¢,3 and
4, respectively. Advg)(/l) is equivalent to AdV;P'ABE’SA(/l)
and it is clear that Adv(;?(/l) = 0 by Lemma 12.

We will show five lemmas (Lemmas 7-11) that eval-
uate the gaps between pairs of the advantages in Game
0, ..., Game 4. From these lemmas and Lemmas 5-3,

we obtain Adviy *5SA(1) < AdvEN(Y) + AdveiN() +

A
2 (AdvgEN(D) + AdvgN (1)) + €, where € := (3v+ 100+
11)/q. This completes the proof of Theorem 1. O

6.3 Lemmas

All the proofs of Lemmas in Sect. 6.3, i.e., Lemmas 5-12,
are given in Appendix B.
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Definition 10 (Problem 1): Problem 1 is to guess B, given
(param, . (B.. B )0, (), €g.)ico....) < G5 (11, m), where

Gy'(1'n):

(param,,, Bo, By, {B; ;. B;

By :=(b11,...,b],) is calculated from {B; ;, B; ;,
= (Bo,1, 603+ B5). BY := (b1 1,5 7, b7 5, "’b1,6n)’

.....

N B GREAE 1, 6,m),

I=1,...,
}i,j:I ..... 6
I=1,..., )

6,00, W, @, d F,, 7.p d IF; fort=0,1,
hy = (6,0,0,00,0)s;, hig = (6, p,0,00,0)s:,
eop = (0,0,0,0, ‘PO)BO, e1o = (0,7,0,0,00)8,,

fori=1,...,n; &:=(0"" 1,07 eF", 5<—1F2"
n 2n 2n n
hy, = oe, 0, 0i, 0" e
=

h’f,- = 8¢, pé, 0", 9 0" e
T > 2 2 >

ey :=( we, 0", 0, @& m,»
. - - - 2, -

e;:=( we, 7€ 16, 0", @& g,

return (paramn’ {BL’ Bf}l=0,l ) {h;!p eﬂ,i}i=0 ..... Vl)»

for g A {0, 1}. For a probabilistic adversary C, we define
the advantage of C as the quantity

AQVE' (1) := |Pr [C(iﬂ,g) Sl & gg"aﬁ,n)] -
R
06T .
Lemma 5: For any adversary C, there exist probabilistic
machines 7 and %5, whose running time are essentially the

same as that of C, such that for any security parameter A,
Adv' (1) < Adva-N() + AdvN(2) + 10/4.

Definition 11 (Problem 2): Problem 2 is to guess 3, given
(paramn, BOa B(*)’ fg’ €, Bb BT’ {f;‘*}i=1,..,2n9 {hﬁp } =1,. n)

Pl QEZ(IA, n), where

Gy n) :

(param,,, By,

Pr[C(ll,g) -1

Ly R 3
B;, By, B, T 0BY) « GRPABE(14,6,n),

@] = (b[)], s b]’,,, b1,3n+1, ..,b]y(m) is calculated

u
X
fI'OIIl{B,j,Bl]Z}Ul ..... 6;l=1,...,n> TPHF,],

.....

Jo = pbgy,, €0 :=1hoy, f; = pb,, fori=1,...,2n,

fori=1,....,n; &:=(0"", 1,0 eF", 6<—F2"
n 2n 2n n
—_— ’-:\ —
hy,==(C 0", pé&, 0", o 0" s
By =( 0, 0.p& & 0
e:=( 0" 71& 1 0" 0 ),

return (param,,, Bo, B}, £, 0, B1, B,

for 8 < {0,1}. For a probabilistic adversary 8, the advan-
tage of C for Problem 2, Adv 2(1), is similarly defined as in
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Definition 10.

Lemma 6: For any adversary C, there exist probabilistic
machines ¥, and #,, whose running times are essentially
the same as that of C, such that for any security parameter
A, AdveZ () < Adv2N(2) + Adv2N() + 10/4.

Lemma 7: For any adversary A, there exists a proba-
bilistic machine C;, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdV) (1) - Adv<”u)| < AdvE! (D).

Lemma 8: For any adversary (A, there exists a proba-
bilistic machine C,, whose running time is essentially the
same as that of A, such that for any security parame-
ter 4, JAdvi U P() - AdVETP (D] < AdVEZ (4), where
C2.j() := Ca2(ji ).

Lemma 9: For any adversary A, for any security parame-
ter 2, Adv'y D) = AdvE TP ().

Lemma 10: For any adversary A, for any security param-
eter 4, [AdVS" (1) - Adv)(1)| < 3vE/q, where v is the
maximum number of A’s key queries, and £ is the maxi-
mum number of rows in access matrices of key queries.

Lemma 11: For any adversary ‘A, for any security param-
eter A, [Adv}) (1) — Advy ()] < 1/q.

Lemma 12: For any adversary A, for any security param-
eter 4, Adv (1) = 0

6.4 Key Techniques

One of the aims of the above game changes is that values
of shares ry; for non-matching indices (h,i) (i.e., (py(i) =
Ui A opi € 1)V (on(i) = —op; A v, € T)) are made hidden
from the adversary as in previous security proofs of ABE.

For achieving it, random matrices Z,; <E ?[g(n,in)T are
inserted in the hidden (or semi-functional) part of k;fu. for
non-matching (h, 7).

In high-level description, it is accomplished by the se-
quence of swaps and information-theoretical (conceptual)
changes, similar techniques were used in [41]. More-
over, to generate random Z,;, we use both of additive
and multiplicative structures of Hj(n,F,). For the former
(resp. latter), see Sect. 6.4.1 (resp. 6.4.2).

6.4.1 Iteration of Swaps and Conceptual Changes for The-
orem 1

Theorem 1 is proven by the hybrid argument through 2n + 4
games (given in Sect. 6.1).

First, in Game 0, coefficients of the hidden parts of ¢
and k;, h =1,. ;i = 1,...,¢) are all zero. Then, in
the next Game 1, that of ¢; is ﬁlled with (77, 79) € ]qu" and
the ﬁrst n-dim. coefficient (block) of the hidden parts of k;‘u.
(h = 1,...,v) are changed to pj; € ]F;’ such that pj; :=

i€l + lﬂh,il_fh,i if pp()) = vnis Pri i= rpith if pa() = —vpy,
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as: (Hereafter, we describe coeflicients of the hidden part,
i.e., span{by y+1,...,b13,) (resp. span(b’l"m,...,b’l‘ﬁ”)) of
¢y (resp. k;,i for non-matching (h,i)) and a blank indicates

zero coefficients)

Coefficients of the hidden part of ¢ in Game 0

| \ |

Coeflicients of the hidden part of ¢; in Game 1

— | Tif | 7if ‘
Coefficients of the hidden part of k;,; in Game 0
h=1

v
Coefficients of the hidden part of k ; in Game 1
h=1 i
—
v Pri
h=1

1Bz (0 Gacdts)

v ﬁv,i : (ZZ:] Evinln)

Coefficients p,; in kj; is conceptually changed to f; -
(Xr_i énixln) using random coefficients (£ x)i=1
Zz:] 'fh,i,K =1.

After that, in turn for j = 1,...,n, the coeflicient vec-
tor P - &nijln € Fy is swapped to the second block of the
hidden parts ofk,*u. (forh=1,...,v;i=1,...,¢)in Game 2-
Jj-1 and the coefficient vector is conceptually (information-
theoretically) changed to pp; - & jZ; in Game 2-j-2 by a
conceptual basis change. The swap can be securely exe-
cuted under the DLIN assumption (through Problem 2). In
Game 2-n-2, each py; - &nisZe (k = 1,...,n) is added in the
second block of hidden parts in k;,i.

,,,,,

Coeflicients of the hidden part of kj, ; in Game 2-(j — 1)-2
h=1| P (X évicln) Pri- () €1ixZ)

v ﬁv,i : (ZZ:j fv,i,KIn) ﬁv,i . (Zi;i é:v,i,KZK)
Coefficients of the hidden part of &, ; in Game 2-j-1

swap

N
Phi* _fh,i,jl n
—)
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h

1 Pri zji €ninln) PLiELZ) E1isZe+E1i )

v ﬁv,i . (ZZ:J'+] ‘fv,i,KIn) ﬁv,l(z,j(;i fv,i,KZk+§V,i,jIn)
Coeflicients of the hidden part of k) . in Game 2-j-2

h,i

change & ;1,

to 'fh,i,ij
-
h=1 P ,i(Zi;} ErinZe+E1,iiZ))

Pri (B jr €rixdn)

> j—1
pv,i(z,j(=1 fv,i,KZK +§V,l'»jzj)

ﬁl,i . (Zi=1 fl,i,KZK)

v ﬁv,i : (ZZ:J'H IS0
h=1 1 pri- (Cje1 Erixln)

v ﬁv,i . (ZZ:jJr] gv,i,/(]n) p_)v,i ° (Zizl é:v,i,KZK)
Coeflicients of the hidden part of k), ; in Game 2-n-2

h=1 Pri - et ErinZ)
N
v ﬁv,i ° (ZZ:] fv,i,KZK)
h=1 Pli-Zy;
v ﬁv,i ) Zv,i

Insertion of Z; is realized by a conceptual basis change de-
termined by Z; and the multiplicative group structure of
Hy(n,F,) (see item 2 in Sect. 6.4.2). Moreover, the obtained
distribution of vectors pj; - (35_; €nixZc) is equivalent to

Pni - Zn; with Zy,; <E Hy(n, ]Fq)T, which is shown by using
the affine space (i.e., additive) structure of Hj(n,F,) (see
item 3 in Sect. 6.4.2).

Hence, in Game 3, the coefficient vector is changed to
Wi B2 pu(i) = vns A oy € T, @y © span(@)* if
pn(i) = —op; A vy € T, and then the secret value ry, for de-
cryption are information-theoretically hidden from the ad-
versary for h = 1,...,v. In Game 4, the value of challenge
bit b is independent from the adversary’s view, and the proof
is complete.

6.4.2 Key Properties of Hy(n, F,)

In order to achieve the game transformations given above,
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in particular, change into Game 2-j-2, the transformation

@.0) > JU.5Z) by (U.Z) with U < Hy(n.F,) and Z :=
(U™YHT is required to satisfy the following conditions.

1. It fixes the target i/, i.e., U = jj, since Hy(n,F,) is the
isotropy group of § (Lemma 1). If yU was uniformly
distributed in a large subspace outside of span{y), the
challenger would fail the simulation for the above game
changes.

2. The fact that Hy(n,F,) is a subgroup of GL(n,F,)
(Lemma 1) realizes (iterated) information-theoretical
changes into Game 2-j-2 since (Z1,...,Z;_1, I,)Z; =
(Z1Zj,...,Z;1Z;,Z;) is uniformly distributed in
(Hyn )Y if 20 & Hyn, BT fori = 1.....

3. Hj(n,F,) is described as A,_; \ H,_», where A, :=
{i € FJlj-id = y,) is an (n — 1)-dimensional
affine space and H,—» := A,-1 N {u, = 0} is a hyper-
plane section of A,_;. This additive structure gener-

ates a freshly random element by a linear combination
o1 €«Z, with freshly random &, such that )7, & =1

and Z, < Hy(n, F,)T (Lemma 2).

4. UZ distributes uniformly in Wy = (@ € FJ\
span{é,)* | j-w = ij- U} (Lemma 3). That s, if /-7 # 0
and is uniformly random (resp. - 7 = 0), 6Z distributes
uniformly in F/ (resp. in the hyperplane that is perpen-
dicular to ) except for negligible probability.

Lemma 3 is considered to be a pairwise independence
lemma specific to ‘Hy»(n,]Fq). For comparison, we describe
the lemma for H(n, F,) in [36] below. Fig.2 compares the
two lemmas when i - 7 (# 0) is uniformly random and inde-
pendent from other variables, which is an important case for
the security proof of the proposed KP-ABE.

Lemma 13 (Pairwise Independence Lemma for H(n, F,) [36]):
Leté, := (0,...,0,1) € Fy. Forall j € F} \ span{é,) and
n e, let W;ﬂ = {(7, W) € (span(¥, &,) \ span(é,)) x (F; \
span{é,)*) | 7- @ = ).

For all (7,7) € (F;\span(é,)) x (Fy\ span(z,)*) and
(Pw) € W; where

o Pr (JU =PAUZ =] = l/ﬁW!;,@_m,

e > >
1 € €2 € 2 €1 é,
D’ a
)_;U vZ v VA
Eﬁ v Y/ ’ © /v'
3 é > é
é, % 1 %, 1 A é, 5
yU € span(y, &;), U =7,
GU-@2)=y-v y-B2)=y-v

Fig.2  Three dimensional cases of Lemma 13 on the left and Lemma 3
on the right when # - 7 # 0 and is uniformly random and independent from
other variables. The vectors yU and 0Z are uniformly distributed in the
shadowed subspaces, respectively.
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U & Hn,Fy) N GL(n, F,) and Z:=(U)T.

The left hand side of Fig. 2 presents the transformation
(#,0) — (JU, 0Z) which is given in Lemma 13 using a pair

of matrices (U, Z) with U Al H(n,F)NGL(n, F,) in a three-
dimensional space when 57 (# 0) is uniformly random. The
image (§U, 0Z) is spreading over span(y, €,) X except for
negligible probability since (5U)-(0Z) = §- 7 is random. The
right hand side of Fig.2 presents the transformation which
is given in Lemma 3 using (U, Z) with U <E Hy(n,Fy)in a
three-dimensional space when 7 - ¥ (# 0) is uniformly ran-
dom. Then, 7 is fixed, i.e., yU = §. Only 0Z is spreading
over F, except for negligible probability since - (iZ) = i-
is random. Since j is fixed in this conceptual change, i.e.,
change to Game 2-j-2, we can execute the next computa-
tional change, i.e., swap in Game 2-(j+1)-1, in the sequence
of changes given in Sect. 6.4.1.

6.5 An Alternative Modular Approach

We describe an alternative proof of Theorem 1 using inter-
active Problem 3, which is defined below. Lemma 14 shows
that the advantage of Problem 3 is bounded by 2n-times the
advantages of the DLIN problem. In addition, Lemma 15
shows that the advantage gap between Games 0 and 3 (de-
fined in Sect. 6.1) is bounded by the advantage of Problem
3.

6.5.1 High-Level Problem (Problem 3)

In Problem 3, the adversary declares the challenge 7 in step
2 of the definition. While ciphertext elements (ego and) eg
are generated depending on 7, key elements h;,o and {h;’j,i}
do not depend on any key query S, but can be used for simu-
lation of any key query. Hence, Problem 3 is considered as a
“no key query” version semi-adaptive security game that can
be used for the scheme’s semi-adaptive security. By using
the high-level problem, i.e., Problem 3, we improve modu-
larity for the proof of Theorem 1. As an example, Problem 5
in Sect. 7.3.2, a variant of Problem 3, can be seamlessly used
for full security proof of the proposed ABS with constant-
size secret keys.

Definition 12 (Problem 3): Problem 3 is to guess 3, after
running the following 2-step game:

1. The challenger generates

(param,, Bo. By, By, (B; ;. B 17T 0)
R 3
— GEEABE(Y 6.m),
BO = (bo,lv b0,33 MR bO,S)? B(*) = (ba]» b(*),37 LR} b(;;’j)»
@1 = (b11, D11, D13041, - D16n) 18 calculated as
in Eq. (5) from {B; , B} ; }i j=1,...6=1,...ns

o . * * * *
B1 T (bl,]’ "’bl,n’ bl,3n+1’ o bl,6n)’

and gives o; := (param,,, {@L, ﬁBgf}Lzo,l) to the adversary.
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2. The adversary gives the target vector 4 to the chal-

lenger. The challenger then generates

6, 60, W, o, ¢1 < Fg T,p & F),

h?),O = (6’ 0’ 0’ 607 O)BS, h>1k,0 = (57p’ O’ 6(), O)Ba,
€00 -= (LL), 0’ 0’ 0’ SDO)BO’ €10 = ((1), T, 07 07 ‘PO)BU,
forj=1,..m i=1..n &:=(0"",10")€Fy

U _ = U n
U;j — Hyn,Fy), Z;:= U, 6; < F.",

n 2n 2n n
ki = 6e, 0>, ojs 0" e
b =( o8¢, 0" pé-Z, 0 U
e :=( wy, 0", 0, @i ),
e :=( wy, T T 0", @i g,

for B & {0, 1}, and return o, := (h;yo,eﬂ,o, {hﬁjl}l'_1
eg,1) to the adversary.

For a probabilistic adversary B, we define the advantage of
8 as the quantity Adv 30 =

'Pr B outputs 1 lQl and p, with 8 = 0 are given to B]
—Pr[B outputs 1 |gl and o, with 8 = 1 are given to 8 “ .

Lemma 14: Problem 3 is computationally intractable un-
der the DLIN assumption.

For any adversary B, there are probabilistic machines
Fi (j=0,...,n; ¢ = 1,2), whose running times are essen-
tially the same as that of 8, such that for any security param-
eter 4, Advi (A1) < X T2 lAdvD"'N(/l) + (101 + 10)/q.

The proof of Lemma 14 is given in Appendix C.1.
6.5.2 Proof of Theorem 1 Using Problem 3

To prove Theorem 1 using Problem 3, we only consider
3 games, Game O (original semi-adaptive security game),
Game 3 and Game 4, which are given in Sect. 6.1.

We will show Lemma 15 that evaluate the gap between
Adv(o)(/l) and Adv(3)(/l) From the lemma and Lemmas 11
and 14, we obtain AdeP ABE() = Adv (D) < |Adv(o)(/l)

~AdVY ()| + |Adv(3)(/l) Adv ()] < AdVER(D) +3vE/q <
PNIP Il AdvDL'N(/l) + (3vl + 10n + 10)/q. This completes
the proof of Theorem 1 using Problem 3. O

Lemma 15: For any adversary A, there exists a proba-
bilistic machine 8B, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdVS) (1) — AdVD (DI < AdVEX() + 3vE/q, where v is the
maximum number of A’s key queries, £ is the maximum
number of rows in access matrices of key queries.

The proof of Lemma 15 is given in Appendix C.2.

6.5.3 TIteration of Swaps and Conceptual Changes for
Lemma 14

For comparison of the proofs in Sects.6.1 and 6.5, we
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describe the (simple) iteration of swaps and conceptual
changes for the proof of Lemma 14 here. Refer to Sect. 6.4.1
for comparison.

Lemma 14 is proven by the hybrid argument through
2n + 2 experiments (given in Appendix C.1): Experiment O
= Experiment 1 = for j =1,...,n; Experiment 2-j-1 =
Experiment 2-j-2

First, in a § = 0 instance of Problem 3 (Experiment 0),
coeflicients of the hidden parts of e; and k}, (x = 1,...,n)
are all zero. Then, in the next Experlment 1, that of el
is filled with (¢, 7y) € ]an and the first n-dim. coefficient
(block) of the hidden parts of h}.(x=1,...,n)are changed
to pé; € Fy as: (Hereafter, a blank 1ndlcates zero coeffi-
cients)

Coeflicients of the hidden
part of e; in Experiment O

| |

Coeflicients of the hidden

Coefficients of the hidden
part of e in Experiment 1

R 7 A
Coeflicients of the hidden

part of h; ; in Experiment 0 part of A, ; in Experiment 1
k=1 k=1 pgl
J - J
n n | pé

After that, in turn for j = 1,...,n, the coefficient vector
pé; € Fy is swapped to the second block of the hidden
parts of hj, in Experiment 2- j-1 and the coefficient vector is
conceptually (information-theoretically) changed to pé,Z; in
Experiment 2-j-2 by a conceptual basis change. The swap
can be securely executed under the DLIN assumption. At
the final Experiment 2-n-2, each p&;Z; (j = 1,...,n) is em-
bedded in the second block of hidden parts in h* , 1.e., an
instance of Experiment 2-n-2 is equivalent to a ,8 = 1 in-
stance of Problem 3.

Coeficients of the hidden part of A, ; in Experiment 2-(j — 1)-2

k=1 PéZ,

R

n pé;
Coeflicients of the hidden part of &

, in Experiment 2- -1

k=1 pPéZ
swap i s
— J P
n Pé;

Coefficients of the hidden part of k, ; in Experiment 2- j-2
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k=1 PéZ,
insert :
Z; i 2
— Jj peéZ;
n pé;
Coefficients of the hidden part of ki, ; in Experiment 2-n-2
k=1 pé),Z]
o p2Z)
n péZy

Insertion of Z; is realized by a conceptual basis change de-
termined by Z; (see item 2 in Sect. 6.4.2).

7. Proposed Fully Secure ABS Scheme with Constant-
Size Secret Keys

We propose a fully secure (adaptive-predicate unforgeable
and private) ABS scheme with constant-size secret keys.
The ABS scheme is based on the CP-ABE scheme with
constant-size secret keys, which is given in Appendix D.2.
The CP-ABE is the dual form of the KP-ABE in Sect. 5.3.
While the underlying CP-ABE is only proven that it has
non-adaptive payload-hiding security (Theorem 4 in Ap-
pendix D.2)", the weak security of the CP-ABE is enough
to prove adaptive-predicate unforgeability of our ABS be-
low.

7.1 Building Blocks for the Proposed ABS
7.1.1 Dual Orthonormal Basis Generator
We describe random dual orthonormal basis generator

below, which is used as a subroutine in the proposed ABS
scheme.

ABS
gob

R
GhB8(11,6,n) : paramg := (¢, G, Gr, G, €) < Gopg(1"),

u
No:=4, Ny :=6n, Ny :=7, Y < qu’ gr = e(G,G),
param,, := (paramg, (N;);=0,12. 97),

denotes non-zero entries of X; as in Eq. (3),
forr=0,2, bf,i = (i1 G, o xinG) fori =1, ., Ny,
(b*la‘ *9 N)
B . _,u,]G BUZ _yl],Gforz j=1,.6;1=1,.,n,
fort = 0,1,2, (% )ijmr,n, = ¥ - (X))
b= (901G, ..,0nG) fori=1,., N,

"Non-adaptive security of CP-ABE means that the adversary’s
key queries may not depend on the challenge ciphertext [42]. See
Defintion 19 in Appendix D.1.
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B, := (bz,l, e bt,N1)7

return (param,,Bo, By, B1,{B; , B}’

i,j=1,....6 *
i,j° l]l} BZ’BZ)'

I=1,...n °

Remark 5: From Remark 3, {B],B;”}ij-=1...61=1
N e
bT,ﬁn) dual to B;.

identified with basis B} := (b1 e X

7.1.2 Collision Resistant (CR) Hash Functions

Let 4 € N be a security parameter. A collision resistant
(CR) hash function family, H, associated with Gppg and a
polynomial, poly(-), specifies two items:

o A family of key spaces indexed by A. Each such key
space is a probability space on bit strings denoted by
KH,. There must exist a probabilistic polynomial-
time algorithm whose output distribution on input 1%
is equal to KH,,.

e A family of hash functions indexed by A, hk & KH,
and D := {0, 1}V, Each such hash function H>
maps an element of D to an element of F* with g that is
the first element of output paramg of prg(ll). There
must exist a deterministic polynomial-time algorithm
that on input 14, hk and o € D, outputs Hﬁf(g).

Let # be a probabilistic polynomial-time machine. For
all A, we define Adv;’CR(/l) := Prl(01,02) €D* A1 £ 02 A
HiP(01) = Hi(02)]. where D := {0,1)7°M), hk & KH,,
and (01,02) eR F (1, hk, D). H is a collision resistant (CR)

hash function family if for any probabilistic polynomial-
time adversary 7, Adv™ CR(/I) is negligible in A.

7.2  Construction

Setup(14, n) : (paramn,Bo,Bg,Bl,{B,*J,B:j,}j’jim’ ,

By, B) < GABS(11,6,n), hk & KH,,
ﬁo = (bO 1» b()4) B] = (bl Io-e- b1 ns b1 Antls - o - ’b1,6n),

) * * 7% i=1,4;7=1,..,6
B (bll"’ ln’bl3n+1"’bl4n)_{Blj’Bljl}Il N >

B, := (b2,1,b27,b27), B2 = (b3, 055,055, b5 ),
return sk := by,

pk := (1%, hk, param,,, (B/}i0.1 2, (B} }i=1.2, b5 ).
KeyGen(pk, sk, T :={xi,...,x» | x; € ]qu}) :

7= (y1,...,yy) S.t. Z;?;é Ynojal = 71 H;’ZI(Z - X)),

W, P, P15 P2,1,1, 92,12, 22,1, P22 qu,

kS = (w,0, 00,00y, Ly :
L= 2 y(wB, + 1B, for j=1,....6,

k5, = (w(1,0),0,0,02,1,1, 92,12, 0)s;,

k5, = (w(0,1),0,0,0221, 9222, 0)z;,

return sk := (I, ko, (L7 ;, L5 j}j=1,..60 1K, i=1.2)-

LUBIJ + "DIB‘U’
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Remark From {L] J,L )=

n n

6 and 7, kj is defined as

,,,,,

kl =(!/ILT!1, AR yn—lLTJ? L;’l’ ylLTl? e yn—]LT’Q’ L;,z’ e
ylLT,y oy yn—lLT’ja L;’Sa !/ILT’@ oy yn—lLT,ﬁ, L;ﬁ)?
n 2n n 2n
—_— T —
that is, k] = ( Wi, 0", ¢, 0™ )B: 5
Sig(pk, skr, m, S :=(M,p)): IfS := (M, p) accepts
= {x;}j=1,.,
such that Z?;(') Ynojz! = 2717 ]_[f},:] (z—x)),
I and {«a;}ie; such that Y;.; a;M; = f and
Ic{iefl,. }I[p(l)—vl AV ETTV [p(i) ==v; Avi¢T]},
£CFES B) < 1B, ﬁz) | 30, BiM; = G),
sg = €k + ry, where ry, < span(b 3),

S; =y ER + X i by = 0o 1)

v, then compute i := (y1,...,y,)

fori=1,...,¢, wherer; s span(by 3, 15> b1 4,0
and y;, fl; := (i1, ..., Mi,) are defined as
if iel A p(i)=v;,yi =, fi

u

ifiel Ap(i):ﬂvi,y,»:zoz,-/(% ), [l — i | {1 Ui =i,

1fl¢1/\P(l) Uz»yz —0’/71 {Hz |,ut Uz O/\,U,'!] =ﬂi}’

ifi¢IAp@i)=-v,yi:=0,0 « {Hz | i - 0 = Bil,
Spe1 = ‘f(k21 +HymlIS) - k) + 7

* * * Pk L * *
where 7, & span(b; 5, b5 ), return § := (s, ..., Spy ).

Ver(pk, m, S := (M, p),5") :
f(E Fr, So = T'fT, J_‘}T = (S],...,Sg)T = M'fT,

U
10> Me+1, 0041, Sex1 < Fy, € := (=50 — 5¢41,0,0,7m0)8,,
fori=1,...,60:=@"",...,v, 1),& = (1,0,...,0),

. . . u L u
if p(i) = v;, return 0 if 57 ¢ V, else 6; < F,, 7j; « FZ”,

n 2n n 2n
= = 2n n -
¢ = (sie + 0, 07, 0", 17 )g,,
e . U
if p(i) = —w;, return 0 if s7 ¢ V,, else 7j; « ]Fg”,

n 2n n 2n
—

f’_}\ 5 — = f;\
ci:=(si;, 07, 0, 7 )p,
ce1:=(5ee1 =0t Hpy (| S), 0241,0,0,0,0,7¢41)g,.,
return O if e(bo 1, sy) = 1,

return 1 if ﬂm e(ci,s;) =1, return 0 otherwise.

[Correctness] If §* is a correctly generated signature,

e’ 1
X e(cl,s ) = e(co, 0)“ [Tics e(cin k)¢
¢
i= 11—L le(cl’ )ﬂ” €(C[+1,S(+1)
£8(—50—S¢+1) féa,s, 14 isi &0
=d9r ot nzel Hi=19§ “Ir o

— g-’,;5( S0=S¢+1) gs;&o gs;(SSm =1

u . o
—{f; | i - ;=0 A i1 =B},
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7.3 Security

Theorem 2: The proposed ABS scheme is perfectly pri-
vate.

Theorem 2 is proven in a similar manner to Theorem
1 in the full version of [38] (privacy of the ABS scheme in
[38]).

Theorem 3: The proposed ABS scheme is unforgeable
(adaptive-predicate unforgeable) under the DLIN assump-
tion and the existence of collision resistant hash functions.

For any adversary A, there exist probabilistic machines
%0, - - - » F4, whose running times are essentially the same as
that of A, such that for any security parameter A,

Adv;{BS,UF(/l) < AdV%lN(/l)
+ X0y I AV ) + 37, 32 AdveN ()
+ Z (AdVDLlN(/l) + AdV;{tC]R(A)) fe

where Frpo() = Fi(h,0,°), Frnj() = Filh, jt,-) for
I = 1,2, Frp() = Fy(h,-) for I = 3,4, vk (resp.vs) is
the maximum number of A’s reveal key (resp. signature)
queries, £ is the maximum number of rows in access matri-
ces M of reveal signature queries, and € := (6vgl + 20vgn +
10vg + 10vs +5)/q.

7.3.1 Proof of Theorem 3

To prove Theorem 3, we consider the following 2vg +vg +3
games. In Game 0O, a part framed by a box indicates po-
sitions of coefficients to be changed in a subsequent game.
In the other games, a part framed by a box indicates coef-
ficients which were changed in a game from the previous
game.

For notational simplicity, we use ¢ (:= ¢;,) for the
number of rows in access matrices of any reveal signature
queries below.

Game 0 : Original game. That is, the reply to a reveal key
query for I' := {x;} =

,,,,,

ks = (w, [0} ¢o. 0)s;, (15)

2n 2n
no S n
—— —_——
k} = ( wy, , i, 0 )B: >
k5, = (w(1,0),0,0,¢21,1, 92,12, ;s
k3, = ((0,1),0,0,¢221, 9222, 03,

(16)

U b d
where w, 900,901,9021 Leeos222 < Fyoand 7 := (1, ..., yn)
such that Z” o0 Ynojzl =71 [T}-1(z— x)). Thereply toa
reveal 51gnature query for (m, S) with S := (M, p) are:
55 = (6, @, oo, 0)p:s
sT = ( i, 0%, &, 0™ Jp; fori=1,...,¢, 17

sty = (BULHRPOmII9), | 02], @ar, 0)s;
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~ U U U U
where, 6 — FY, 0g « F,, & « F}, Fr1 « F7 ({) <
(@& | XL, 4M; = 1), and for i = 1,...,¢, if p(i) = v,
S U S = e .
then i —{t; | ;-0 =0, t;,; =04}, if p(i) = —wv;, then

f; — {t, | -0 = (54’,} with 7; := (vf‘l,...,v,-, 1) € ]F;. The
verification text for (m’,S") with S’ := (M, p) is:

co —(m,@ 0, 170 )5,

fori=1,.
n zhn n 2n
—— ——
if pi) = vi, ¢ = (5,21 + 65 0%, 0" Dz, b (18)

ol o

HEPom' 1157), 1), 02, 02, s ), »

if p(i) = —wv;, ¢ := (50}, i B
Cryl =

(Se4181 + Opr1 (-

N

U
where f < FI, 5T = (s1,...,50T = M- fT, 50 :=1-

U L, U R
f?rv ei’sf+ls n07nf+l — an 77i — quna € = (1707~ 70) € Fn»
and 7 := (', 0, 1) € F)

Game 1: Same as Game 0 except that the verification text
for (m’,S’) with S’ := (M, p) is:

co = (=50 — Ses1, , 0, 10)g,» (19)

fori=1,...,¢,

n 2n 3n
/—’A’_—_—/—\A
ifP(l')=Ui,Cii=(Sié'1+9ﬂ7i,, 0", 0",7)g,, ¢ (20)
if p(i)=-w;, ¢;:=(s;0;, rivi L 0", 0",
Cevt 1= (504181 +0p1 (—Hp (m | S7), 1),
Gevt b 0% 1418y 2D
u >
where § « FI, @ = (r,...,00)V = M-§", rg :=1-

Py u u )
g%, resis i & By thes) F7, and all the other variables are
generated as in Game 0.

Game 2-h-1 (h = 1,...,vg) : Game 2-0-2 is Game 1.
Game 2-h-1 is the same as Game 2-(h— 1)-2 except the reply
to the h-th reveal key query for I are:

= . [7'] ¢0. 0z, (22)

n 2n n n

—— — —_——
ki = ( wy, ’ @1, 0™ )B: 5
U
where 7,7 « F,, and the i-th component (i = 1,...,¢) of

the verification text for (m’,S") with S’ := (M, p) is: for
i=1,....,¢,

n 2n 3n

= n o=
, 0%, 7B, »
=2

, 0", 77)e,

=2 U .
w; < span{ij)*, all the other variables are

——
if p)=v;Av; €T, ¢; = (s;é) + 6,0;, 0",

lfp(l) =-w;Av; €T, ¢; = (Silj)i’ 0",

U
where w; « EJ,

IEICE TRANS. FUNDAMENTALS, VOL.E103-A, NO.1 JANUARY 2020

generated as in Game 2-(h — 1)-2.

Game 2-h-2 (h = 1,...,vg) : Game 2-h-2 is the same as
Game 2-h-1 except the i-th component c; of the verification
text for (m’, S’) with S’ := (M, p) are given by Eq. (20), and
the components k7, k;l and k3, of the reply to the h-th
reveal key query for I' is given by Eq. (16) (and k) is given
by Eq. (22)). all the other variables are generated as in Game
2-h-1.

Game 3-2 (h = 1,...,v5) : Game 3-0 is Game 2-vg-2.
Game 3-/ is the same as Game 3-(h — 1) except that sy, 57,
of the reply to the A-th reveal signature query for (m, S) are:

§ho= E, o l, 00, 0)pe,
0 ( ~ /IDO )BO - - (23)
Spay = (B HEP (I S), | Resr | Frars 0.

U u
where my — Fy, p — FZ, and all the other variables are
generated as in Game 3-(h — 1).

Game 4 : Same as Game 3-vg except that ¢( generated in
Ver for verifying the output of the adversary is:

co =[S0} =ro = et 0. 10 )z, (24)

where sy <E F, (i.e., independent from all the other vari-
ables) and all the other variables are generated as in Game
3-Vs .

Let Adv(D), Adv') (1), Adve™ (1), Adviy" (1), and
Advg)(/l) be the advantage of A in Game 0,1,2-A-t,3-h and
4, respectively. Advg)[) () is equivalent to Adv;BS’UF(/l) and

it is obtained that Adv}'(1) = 1/g by Lemma 24.

We will show five lemmas (Lemmas 19-23) that
evaluate the gaps between pairs of subsequent games.
From these lemmas and Lemmas 6-16, we obtain
AVESF () = AVO) < AV () - Adv ()] +
> (AdVE DRy — AdVED )| + [AdvE (-
AV + 272, [AdVG P ) - AdVE ()] +
|Adv(3‘v“)(/l)—Adv;‘[)(/l)| + AdVi() < AdVEENQ) +
z, L 2 (AN + 3 S 1Adv,D;IL:N (D)+

I(AdvDL'N(/l) + Advth CR(/l)) + (6vgl + 20vgn + 10vg +
10vs +5)/q. This completes the proof of Theorem 3. O

7.3.2 Lemmas

We will show Lemmas 16-24 for the proof of Theorem 3.
The proofs of the lemmas except for Lemma 17 are given in
Appendix E.

Definition 13 (Problem 4): Problem 4 is to guess 3, given

- R
(param,, {B,, B, },=0,1,2, {€g,i}i=0,..n+1) < Qg“(lﬁ,n), where

.....

Gyt (1%, n) : (param,, By, By, By,
(B, B 0 By BY) & GABS(14,6,m),

BO - (bO 1’b6,3’b8,4)’B1 . (bl 1> ln’bjlF 3n+12 ’bT,Gn)
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is calculated as in Eq. (5) from {sz, B;y;l}i,]‘:],mﬁ;l:] ,,,,, ">
B := (03,055, b5 5,..b57), 6,60 < Fy, p < FJ',
eop :=(6,0,0,00)8,, €10 := (6,0,0,00)8,,

: : 5 U
fori=1,....,n; &:=(0"",1,007")€F], 6 <F",

n 2n n 2n
P n 1
ey, = ( 0¢, 0, 0", 6; JB,»
- - 2
e :=(d¢, pe0, 0 0i B,
> U
¥ < Fy,

€0ns1 = (6,0,02,0%, 8,115, 1001 1= (6,0,7,0% 6,415,

,,,,,

for 8 <E {0, 1}. For a probabilistic machine B, the advan-
tage of B for Problem 4, Advi (1), is similarly defined as in
Definition 10.

Lemma 16: For any adversary B, there is a probabilistic
machine #, whose running time is essentially the same as
that of B, such that for any security parameter 4, Advg4(/1) <
Adv2"N() +5/q.

Definition 14 (Problem 5): Problem 5 is to guess 3, after

running the following 2-step game:

1. The challenger generates

JoI=l0 By BY)

(paraman()yB;()?Bl’{B* B,* I=1,...n

ijo Biji

& GRS (14,6, m),
Bo:=(bo,1, 503, 504), B1:= (b1t s B1ns b1 3usts s big),
@T :=(by 15 b1 5 b1 5,415 - b1 ) 1s calculated

as in Eq. (5) from {B; ;, B} }}i j=1....6:=1,...ns

,,,,,

and gives o; := (paramn,@o, Bg,@l,ﬁf,Bz, B;) to the
adversary.

2. The adversary gives the target vector 4 to the chal-
lenger. The challenger then generates

u u .

8,80, w, o, 1 By, 1,0 FS, hi o = (0,0, 90, 0)z;,
hio = (w,T, 900,0)]36, ey :=(0,0,0,00)B,

forj=1,...,mi=1,....m

2> i—1 n—Ii n U 2n
g :=(0"",1,0") eF!, & < FX,

U _
Uj — Hyn,Fy), Z;:= U,

n 2n n 2n
2 2
. g brd
hg, = (W, 0", ey, 07 g,
. - - — 2,
hiy=Cwy, 7t 7 @, 07 g,

. d d
ey :=( o6, pe, 0, 0
e j;=(06¢ 0O péZ, 0",
. * o— *
fori=1,2, hy; = wb,,,

"
0ji B>
o

0ji B>

for B bl {0, 1}, and returns 0; := (hy . €0, hy
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For a probabilistic adversary 8B, we define the advantage of
8 as the quantity Adv;S(/l) =

Pr [B outputs 1 |g 1 and o, with 8 = 0 are given to B] -

Pr[B outputs 1 |Q1 and o, with 8 = 1 are given to 8 ]l .

Lemma 17: For any adversary 8B, there are probabilistic
machines ¥y, ¥, whose running times are essentially the
same as that of B, such that for any security parameter A,
Advi’ (1) < AdvEN)+3, B2, Adv%}“(ﬁ)+(10n+5)/q,
where F.,(-) := F(j,1,). '

Lemma 17 is proven in a similar manner to Lemma 14.

Definition 15 (Problem 6): Problem 6 is to guess 8 €
{07 1}7 given (paramn’ {Bts B;}t=0,2, Bls BT’ h[*g’()s €y,

R
(] Yim1ns thy 5 o €2)im12) gge(la’ n), where
G;°(1',n) : (param,, By, By, By,
{Bi ) Biji
Bo := (bo.1. bos. bos). Bo:=(by1.b12.bs5.....b27),
B} := (b}, b} g,) is calculated as in Eq. (5) from

ij=1,.... R
b0 By BY) = GABS(14,6,n),

I=1,.n °

* 7 % u u
{Bi,jaBl‘,j,l}i,j:I ..... 6:l1=1,...n> O—sT&FqX, W,(S»(SO(_]Fq»
h?),O = ((5, O, 60,0)]36, hT,O = ((5, g, 60,0)]3(*],

e := (0, 7,0,0)p,, h’f‘i = 6b’f’i fori=1,...,n,

u
U« GL2,F,), Z:=U™"",

, LU
fori=1,2; &:=(0"", 1,07, & «F,
o= (88, 0% 5. 0 )a,
hi,,:== ( éé&, o&U, o, 0 ),
e;:= ( wé, Z 0%, 0 ),
return (param,, {B;, B;},—0.. B1, B,
hg . 0. {h] Yiz1, 0 g 5 1o €2)i=12),

for 8 <E {0, 1}. For a probabilistic machine B, the advan-
tage of B for Problem 6, Advge(/l), is similarly defined as in
Definition 10.

Lemma 18: For any adversary B, there is a probabilistic
machine ¥, whose running time is essentially the same as
that of B, such that for any security parameter A, Advg6 V<
AdvN() + 5/

Lemma 19: For any adversary A, there exists a proba-
bilistic machine By, whose running time is essentially the
same as that of A, such that for any security parameter A,
JAdVE) (1) — Adv (D] < AdvE (D).

Lemma 20: For any adversary (A, there exists a proba-
bilistic machine $B;, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdVS "2 ) - AdVEP )] < AdVE® (1) + 38/, where
Bia() := Bi(h,-) and  is the maximum number of rows in
access matrices of reveal signature queries.
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Lemma 21: For any adversary A, there exists a proba-
bilistic machine $B,, whose running time is essentially the
same as that of (A, such that for any security parameter A,
IAdV;" D) — AdVEPD < AdV? (A) + 32/q, where
Bon(-) := Bo(h,-) and ¢ is the maximum number of rows
in access matrices of reveal signature queries.

Lemma 22: For any adversary A, there exist probabilistic
machines 83 and ¥4, whose running times are essentially
the same as that of A, such that for any security I_Parameter A,

Advy " ()—-AdVE (] < Advg (D)+AAVEES()+3 /g,

where B3.(-) := Bs(h, -) and Far(-) := Fa(h,-).

Lemma 23: For any adversary A, for any security param-
eter 4, |Adv;” (1) - AV ()] < 1/4.

Lemma 24: For any adversary A, for any security param-
eter 4, Adv'y () = 1/q.
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Appendix A: Proofs of Lemmas in Sect. 4
A.1  Proof of Lemma 2

Lemma 2 H;(n,F,) has a linear structure as H;(n,F,) =
A1 \H,_»,where A,_; :={ii’ € E7 g =y,}isan (n—1)-
dimensional affine space and H,—, := A,-; N {u,, = 0} is a
hyperplane section of A,,_;. _

For all (Z, € Hy(n,Fy)")e=1,..» such that (Z, := Z, —
Z1)=2...n is a basis of linear subspace V,_; := {il’ € B2l J-
i = 0} over F,, the distribution of Z := Y/, &Z, with

(&) s {(€e=1,.n © 2y & = 1} is equivalent to uniform
one, i.e., Z A Hj(n, F,)" except with negligible probability
1/q.

Proof. It is directly verified that ‘Hg(n, [F,) has a linear struc-
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ture as Hy(n,F,) = Apoy \ Hyo. For () & {(Edeetm °
Z:l §K = 1}’

Z = anf,(z,( = Zn:&Zl + Zn:é“x(zx -7Z)
k=1 k=1 k=1
= Zl + anszm (A 1)
k=2

where ZK = Z,— Z;. Since (Z()Kzz,_“,,, is a basis of V,_;
and &, for k = 2, ..., n are independently and uniformly dis-
tributed in F,, Z given by Eq. (A- 1) is uniformly distributed
in affine space A,-;. Moreover, Z is outside of H,_, ex-
cept with probability 1/g, hence, uniformly distributed in
Hj(n, F,)" except with negligible probability 1/q. O

A.2  Proof of Lemma 3

Lemma 3 For all § € F;' \ span(é,) and = € F,, let Wy, :=
{@ € B} \ span(é,)* | j - & = m}, where span(é,)* := {i €
I e, =0).

For all (7,9) € (F} \ span(z,)) x (F2 \ span(@,)*), if

u
U and Z are generated as U — Hy(n,F,),Z := (U™")", then
vZ is uniformly distributed in Wp,.5).

1 u’l
Proof. Let : = U,

1 u_,

iy,

1
=WUNH =2,
1
—(M;,)_lu'l —(M;l)_luﬁ,_l (u))™!

and @' := (u),...,u,). Note that &’ - j = y,. Forj :=
W1,...,yp) and 0 := (vy,...,v,) with v, # 0, let

S

=07 = (01—, (1) v+ Opey =, () O, () 1)
-1 -1 -1

W) v, ((u;(vlvn )— u'l) e (u;l(vn_lvn ) — “:1—1) , 1)

= (u;l)_lvn . (ﬁl’ o 9Fﬁn—ls l),

where u; 1= u;l(vjv,jl)—u;. forj=1,...,n—landy, := §-i.
Then,

g0 = ()" vn (X gty + ya) = - . (A-2)

Casethat7-7# 0: Since -0 # 0, & can be generated as:
— u _ o~

@@, tp) & (@) j=1,.n1 € TR Z;Lll yjuj+ y, # 0},

u, = vn(Z;:ll yju;+y,)/(§ - V), and u;. = u), (v, ") —u; for

j=1,...,n—1. We note that the condition Z;f;ll Yillj+ Yy, *

0 amongu; (j = 1,...,n — 1) is equivalent to the condition
u, # 0.

. — U _ -
Since (U1, .., up-1) — {U})j=1,.n-1 € F} 1| X yuj+

yn # 0} and u, := v, (S i1t + ya) /(F - D), @ = ()™ vy -
(uy, ..., U1, 1) is uniformly distributed in Wy ..
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Casethat7-7=0: Since -7 =0, Eq.(A-2) is given as

Z;f;ll yju;+y, = 0. Since i ¢ span(é,), there exists an index
Jo €{1,...,n— 1} such that y;, # 0. Using the index jo, i’

_u
canbe generated as: u; < F, (j=1,..., jo—1, jo+1,...,n—

.....

;= uy(vju, ")~ for j=1,.,n~1.
. —_ U _ -1 —_
Since (@, .., #y-1) < {(@})j=1..01 € F| Xy +

u S _ — .
Yo = Ot and u, < F, @ := () Yo - @y e Ty, 1) s
uniformly distributed in Wj;. O

Appendix B: Proofs of Lemmas in Sect. 6.3
B.1 Proof of Lemma 5

Lemma 5 For any adversary C, there exist probabilistic
machines 77 and 75, whose running time are essentially the
same as that of C, such that for any security parameter A,
Advg' (1) < AdvN() + Advi™N() + 10/

Lemma 5 is proven in a similar manner to Lemmas 1
and 2 in [3]. O

B.2 Proof of Lemma 6

Lemma 6 For any adversary C, there are probabilistic
machines ¥, %, whose running times are essentially the
same as that of C, such that for any security parameter A,
AdvgZ (1) < AdvN() + Advi™() + 10/4.

Proof. To prove Lemma 6, we use an intermediate problem,
Basic Problems 1, as indicated below.

Definition 16 (Basic Problem 1): Basic Problem 1 is to
guess 3, given (param,,, B, By, eo,El B, {h;’i, eili-1
gg” (14, n), where

n»

,,,,,

G5 (1, n) : (param,, By, By,
/ * R -
{Bijs B} Yijet...0=1..m: B]) — Ghp APE(14,6,m),

ﬁl :=(b11, - D10, b13041, -, b1,6) 1s calculated as in
Eq. (5) from {B; j, B} ;)i j=1....61=1,...5

U _y u
T Fy, 0,y < F, eo:=1boy,

fori=1,...,n; &:=(0"",1,0")eFl, & < FL

N

hy, = (0 0>, yé, o, 0" g
-

hT,i = ( OI’L’ 981» _Hé)ii lﬁe_)‘h 615 0" )BY

e:= (0 176,718, 0%, 0" g,

return (param,,, B, By, €. B, By, {hg;, €idi=1,..n)s

for B & {0,1}. For a probabilistic adversary D, the ad-

vantage of D for Basic Problem 1, Adsz)P1 (), is similarly

defined as in Definition 10.
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Lemma 25: For any adversary C, there are probabilistic
machine D; and D,, whose running times are essentially
the same as that of C, such that for any security parameter
A, AdvEA(D) < AdvET(D) + Advgy. ' (A).

Lemma 26: For any adversary O, there is a probabilis-
tic machine ¥, whose running time is essentially the same
as that of O, such that for any security parameter A,
Advgy (1) < Adv2HN() +5/4.

From Lemmas 25 and 26, we obtain Lemma 6. O

Below, we give proofs of Lemmas 25 and 26 in turn.

Proof of Lemma 25 To prove Lemma 25, we con-
sider the following experiments. Problem 3 is the hybrid
of the following Experiments O,...,3, i.e., Advgz(/l) =
’Pr [Expg(/l) - 1] - Pr [Expg(/l) - 1“ Therefore, from
Lemmas 27-29, we obtain Lemma 25.

For a probabilistic adversary C, we define Experiment
0, Exp?, using Problem P2 generator Gh2(11, n) in Defini-
tion 11 as follows:

1. Cis given o & Gh2(14, n).
2. Output g’ i c(4, o).

Based on Experiment 0, we define Experiments 0-3 below.
In Experiment 0, a part framed by a box indicates coeffi-
cients to be changed in a subsequent experiment. In the
other experiments, a part framed by a box indicates coef-
ficients which were changed in an experiment from the pre-
vious one.

Experiment 0 (Expg) : B = 0 case of Basic Problem 3.
That is,

2n on
—— o —

— N —
fori=1,....,n, hl:=( 0" , S 0 e

where all variables are generated as in Basic Problem 3.

n n

Experiment 1 (Explc) : Same as Experiment O except that

2n 2n
e e

. — TS ——
fori=1,...n, kj:=( 0", |(p+6&)&, —0¢| & 0" )z,

n n

U .
where 6 < F,, and all the other variables are generated as
in Experiment 0.

Experiment 2 (Expé) : Same as Experiment 1 except that

2n 2n
—

—_— ’-:\/-/\
fori=1,...n, b} :=( 0", |6¢, (0o —6)&| ¢, 0" )B; 5

U .
where 6 < F,, and all the other variables are generated as
in Experiment 1.

n n

Experiment 3 (Expé) ¢ Same as Experiment 2 except that

n 2n 2n n

. * 2
fori=1,...,n, hi:=(0",
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where all variables are generated as in Experiment 2.

Lemma 27: For any adversary C, there exists a proba-
bilistic machine 9, whose running time is essentially the
same as that of C, such that for any security parameter A,
IPrExpé(A) — 1] = PrExpd(1) — 11| < Adv ' (D).

Proof. Given a BP1 instance (param, ,BO,B*,eo,@l,B*,
[
h; = hg,

2, Dy calculates p <E Fq,fo pboz,

+ pb; + rf for i = 1,...,n,

Ln+i
where r] <E span(b; Buale e b"i‘jn) and f;

pbi, . for i = 1,.. ., 2n. Dl then gives o :=
(param,,, By, B B
C, and outputs g’ € {0,1} if C outputs B. When B =
(resp. 8 = 1), the distribution of o is exactly same as that of
instances in Experiment O (resp. Experiment 1). This com-
pletes the proof of Lemma 27. O

Lemma 28: For any adversary C, for any security parame-
ter A, PrIExp&(1) — 1] = Pr[Expi(2) — 11.

Proof. Because the distributions ( p, p + 6, —6 ) and
(p, 6, p—6)withp,0 <E [, are equivalent. O
Lemma 29: For any adversary C, there exists a proba-
bilistic machine ©,, whose running time is essentially the

same as that of C, such that for any security parameter A,
IPrExpg(d) — 1] = PrExpg(d) — 11| < AdvE ' (D).

Proof. Lemma 29 is proven in a similar manner to Lemma
217. m|
Proof of Lemma 26 To prove Lemma 26, we use an inter-
mediate problem, Basic Problems 2, as indicated below.
Definition 17 (Basic Problem 2): Basic Problem 2 is to
guess f, given (param,,B,B;,B;, B, {5 it
QEP‘? (14, n), where

.....

Gy 21", n) : (param,,, By, By,

(Bijs B ier,im1,n B © GEAPE(1, 6,m),

=(b11,-sb14 013041, b1 6n) 1s calculated as in

U
Eq(5) from {Bl]’Blj]}lj 1,....6;1=1,...,n> e’l//(_Fq,

.....

. _ i > U
fori=1,....n; &:=(0""1,0")€F,, & < F},
n 2n 2n n
- e e —_——

—
h(*),i = ( On9 02” > lyl’gl’ ii 0" )BT

hi,:= (0, 6é 0, y& & 0 )
return (param BO,BS,@[,BT,{h;,[}iZI

n»

for B <E {0, 1}. For a probabilistic adversary &, the advan-
tage of & for Basic Problem 2, Advgpz(/l), is similarly de-
fined as in Definition 10.

Lemma 30: For any adversary O, there is a probabilis-
tic machine &, whose running time is essentially the same
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as that of D, such that for any security parameter A,
AdvZ'() < AdvEPE(D).

Proof. Given a BP2 instance (param,,, By, By, EI,B*
{h; }i=1...n), & calculates T <— F,, eo :=1hoo, €; := Thi 244
fori = 1,...,11 3.1‘1(1181 = (b1,1,...,bl,n,b1,3n+1,...,b1’6n).
& defines new dual orthonormal bases D; :=
(11, b1, dionrrs .o 130, b1 3041, ..., b))  and
* . * * * * *
D T (bl 1> bln’dl na+le e dl 211’b12n+]"'* bl 6n)
where dionvi = bionsi— bly,ﬂ and d1 aai in+l+b12n+l for

i=1,...,n. Wenote that D; is compatible with subbasis B’l.
& then gives o := (param,, By, Bj, eo, B}, D], {h;;,i’ €ili=1,..n)
to D, and outputs 5’ € {0, 1} if D outputs B’.

(how 1l,e) are expressed over bases (B;,B}) and
(Dy, D7) as
B, =( 00, 0, yE, 5, 0
=(C 0, 0" yd. 5. 0" )
R, =( 0", 08,0, y&, 6, 0 )
=( 0", 602, -0, e, 0" o

e,=( 0", 0" 7¢, 0>, 0" s,
=( 0, &, 18 0" 0" )p,.

Therefore, when 8 = 0 (resp.8 = 1), the distribution of o
is exactly same as that of instances from gg’P‘ (resp. ngP1 ).
This completes the proof of Lemma 30. O

Lemma 31: For any adversary &, there is a probabilistic
machine ¥, whose running time is essentially the same
as that of &, such that for any security parameter A,
AdvE"2() < Adv2HN() +5/q.

Lemma 31 is proven in a similar manner to Lemma 4
in the full version of [36]. O

B.3 Proofs of Lemmas 7-12

Lemma 7 For any adversary (A, there exists a probabilistic
machine C;, whose running time is essentially the same as
that of A, such that for any security parameter A, |Adv(&,9[)(/l)—

AV (D] < AdVE! (4).

Lemma 7 is proven in a similar manner to Lemma 4
in [3]. Note that the simulator (challenger) provides A a
part of the given Problem 1 instance as a public key pk :=
(14, param,, {@;},:0,1), which is independent from the target
7. O

Lemma 8 For any adversary (A, there exists a proba-
bilistic machine C,, whose running time is essentially the
same as that of A, such that for any security parame-
ter 4, JAdvi 7V P() - AdVETP (D] < AdvEZ (4), where
C2.j() 1= Ca2(ji ).

Proof. In order to prove Lemma 8, we construct a proba-
bilistic machine C, against Problem 2 using an adversary A
in a security game (Game 2-(j — 1)-2 or 2-j-1) as a black
box as follows:
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1. C, is given an index j and a Problem 2 in-

.....

{hy;, } ..... n)-

2. Cfplays a role of the challenger in the security game
against adversary A.

3. C, provides A a public key pk := (14, param,, {B}i=o.1)
of Game 2-(j — 1)-2 (and 2-j-1), where lB% =
(bo,1,b03,bos) and B| := (bi1,..., b1 0150015,
b, 6n), that are obtained from the Problem 2 instance.

4. Then, C, (or challenger) obtains challenge attributes
' with T' := {x;,...,xy}, and C; calculates i :=
(Y1, - - - »Yn) such that Zj’;ol YpoiZ = "1 H;’;l(z—xi).
C, generates Z, = (Yxui)u <E ?{g(n,Fq)T for k =
1,...,j— 1.

5.Forh=1,...,
access structure Sy, := (My, pp), C2 generates f;,ﬁh <E
By, (Snis- - Sne)' = Mh'f?, (s i)' = My-gy,
Spo 1= l-f;r, rho = T g’,{, and answers as follows:

C» calculates kj as given in Eq.(8) using Bj of the
Problem 2 instance and sy, 7,0 above, and the i-th
component,

v, when the h-th key query is issued for

* *Nnorm
khl . khl

+thu ‘fhlj-l—lf +Z§thZXKLan+[+$hl] B>

k=1

where k;"°™ is a normal form given in Eq. (6) that is

computed using B} of the Problem 2 instance and s,
above, pfy = (ph,,,l,...,ph,,,n) are given as pj; =

- = : . - o = :
i€ + Ynilni it pp()) = vns phl = il if

pr(@ = —wp;, and (Enie=t,... j+1 < (=1,
lFJ“ 2’+1§K I A& =0if j=n)l C sends
key sks, := (i, {kj, }iz0,...0) to A.

6. When C, receives an encryption query with challenge
plaintexts (m®,mV) from A, C, selects (challenge)

bit b {0,1}. C, computes the challenge ciphertext
(co, €1, cr) such that

Cp = a)bo’l + ey + §b0,3 + (p()b(),s,

¢ = X0 ywbi, +e + @ibise), cr = gom®,

where w, £, ¢o, ¢1 <E F,, and (eo, {e,},=1
a part of the Problem 2 instance.

7. When a key query is issued by A after the encryption
query, C, executes the same procedure as that of step
5.

8. A finally outputs bit »’. If b = b’, C; outputs 8 :=
Otherwise, C; outputs ' :=

), Bo, By are

,,,,,

When 8 = 0 (resp. 8 = 1), the view of A is equivalent to that
in Game 2-(j — 1)-2 (resp. 2-j-1). This completes the proof
of Lemma 8. O

Lemma 9 For any adversary A, for any security parameter
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LANVETVQ) =
Proof.

AdvETP ().
To prove Lemma 9, we will show distribution

.....

Jj-2 are equlvalent For that purpose, we define new subbases

dionils-...d13, and dl,2n+l’ . di,3n of V, as follows:

U
For the target vector jj, we generate U « 7‘[g(n, F,).

Then, let Z := (U™")T. We note that - U = §. Then
we set (d1onits--- d13)" = Z - (bronsts- .-, b13,)" and
(PR l"ln)T U-(b] 410> 1%n)T and

Dl =11, d1 0015 130 D1 30e1, - D1sn)s

* * * * *
(bl | R b1,2n’ dl,2n+l’ o dl,3n’ bl,3n+l’ e bl,Gn)‘

We then easily verify that D; and D] are dual orthonormal,
and are distributed the same as the original bases, By and BY.
The i-th component of the h-th queried keys {k; .} in Game
2-j-1 are expressed over bases B} and D7 as follows

if (pp(@) =vniAvn; €1) V (pp(Q) = —op; Avp; €1),

n

2n j-1 3n
— A~
kj, =" Phi (Z Eninli + Enijln)s T ey
K= 1
=(--, th (ZK 1§hu<Z +ghle)Z )DT,
=( - th (Zklfhzk K) )DT,
otherwise,
2n " 3n 2n " 3n
k., =7, 0, . )BT =, 0", )Di’
where pj; are given as pj; = 1€ + Zh,iﬁh,i if pp(i) =
. . U
Uh,is ﬁhl = rhllj)hl if ,Oh(l) “Wh,i, (‘fhlk)k— ,,,,, j+l —

andZ = ZZforK= 1,... 1 Z ::Zarem
dependently and uniformly distributed in 7{,7(11, qu)T since
u
Z,Z — Hyn,F)".
Therefore, the distribution (param,,, {iﬁ,},zo,l,

completes the proof of Lemma 9. |

Lemma 10 For any adversary A, for any security parameter
A, |Adv(;l'"'2)(/l) - Adv(;{)(/l)l < 3vl/q, where v is the maxi-
mum number of A’s key queries, and ¢ is the maximum
number of rows in access matrices of key queries.

Proof. The i-th component of the A-th queried key {k} ;} in
Game 2-n-2 is expressed over basis B} as follows.

if (pp(D) =vpi Avpi €0) V (pi(i) = —op; Ay €1),

n

2n n 3n

ky, =, ﬁh,i'(th,i,xe), B

n

2n 3n
otherwise, k; = (", 0", B
> . - - - T o : 1 —
where p,; are given as p; := ry€1 + Ynin if pp(Q) = vn,,



TAKASHIMA: EXPRESSIVE ATTRIBUTE-BASED ENCRYPTION WITH CONSTANT-SIZE CIPHERTEXTS FROM THE DLIN ASSUMPTION

,,,,,

.....

rank n — 1, i.e., except for probability 1/q. Therefore, from
Lemma 2, since (&px)k=1...n are freshly random for each
key component indexed by (h,i) and }\_, &xi = 1, each
Zp;i := Yon_i &ninZy in the hidden subspace is freshly random
except with negligible probability 1/q. Therefore, k,’;’[ are
distributed as

if (o) =vpiAvp; €10) V (pp(Q) = —op; Ao €T1),
n 2n 3n
kj, =7, 0% PuiZnis 7 D

2
n ! 3n

—_———
otherwise, kj. = (""" P 0", T s

’
1

where Z,; are freshly random (except with negligible prob-
ability).
From Lemma 3, @),; = Pu; - Zy,; are distributed as

u ~ . .

Wp — {B|B - F = (rni@1 + Ynibhi) - g} if pp@) = vng,
u .

Wpi — BB - §J = ruithi - §) if p(i) = —v;. Hence, Wy,
L. u . .

are distributed as @y,; « Eyif pp() = vni A vy € T and

Bn: < span(@y® if pu(i) = —ons A v € T except with negli-
gible probability 1/g, i.e., k;,i are distributed as in Eq. (13).
The corresponding shares r;,; are information-theoretically
hidden from the adversary A. Also, r;; obtained from the
other indices i for the A-th key query are independent from a
central secret r;, 0. From this independence, Game 2-n-2 can
be conceptually changed to Game 3, i.e., k;,  are distributed
as in Eq. (13). This completes the proof of Lemma 10. O

Lemma 11 For any adversary A, for any security parameter
A, 1AV () - Adv'Y (D)l < 1/g.

Proof. Lemma 11 is proven in a similar manner to Lemma
7 in [3]. For completeness, we give the proof below.

To prove Lemma 11, we will show distribution
(param,,, {Et},zo,l,{sksh }h=1...v-Clr) in Game 3 and that in
Game 4 are equivalent, where SKg, is the answer to the /-th
key query, and ctr is the challenge ciphertext. By definition,
we only need to consider elements on Vg or V. We define

new bases Dy of Vy and Djj of V| as follows: We gener-

ate 6 < F,, and set dg, = (0,1,-6,0,0)z = by — 6bos,
dy; = (0,6,1,0,00s = by, + 6b;,. We set Dy :=
(bo,1,d02,bo3, boasbos), Dy = (by,, by, dg5. b5, b5 5)-
We then easily verify that Dy and Dy are dual orthonormal,

and are distributed the same as the original bases, By and

.....

over bases By and By as kj, = (=50, Wo i, 1, 7,0 O)BS’ co =
(,7,4,0,90)8,- Then, ki, = (=Son won 1,704, 0)e; =
(=50, wo,n + 6, 1, 10,8, 0y = (=50,8, Fo.n> 1, 700, 0), Where
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Yo = woy + 6 which are uniformly, independently dis-

. . U
tributed since wy;, < Fy. ¢ = (0,7,4,0,¢0), = (W, 7, +
70,0, ¢o)p, = (W, 7,¢",0,¢0)p, where ¢’ := ¢ + 16 which is

u
uniformly, independently distributed since § « F,.
In the light of the adversary’s view, both (Bo,B;)
and (Dg,Dj) are consistent with public key pk :=

.....

be expressed as keys and ciphertext in two ways, in Game
3 over bases (Bg, B;) and in Game 4 over bases (Do, Dj).
Thus, Game 3 can be conceptually changed to Game 4 if
7 # 0, i.e., except with probability 1/q. O

Lemma 12 For any adversary A, for any security parameter
A, Advi () = 0.

Proof. The value of b is indapendent from the adversary’s
view in Game 4. Hence, Adv(ﬂ)(/l) =0. O

Appendix C: Proofs of Lemmas in Sect. 6.5
C.1 Proof of Lemma 14

Lemma 14 Problem 3 is computationally intractable under
the DLIN assumption.

For any adversary B, there exists a probabilistic ma-
chine 7, whose running time is essentially the same as that
of B, such that for any security parameter A,

AdvPZ() < Th 3, Adv%_L_jN(A) + (10n + 10)/g, where
Fiu() :=F (ot )

To prove Lemma 14, we consider the following 2n + 3
experiments. For a probabilistic adversary B, we define Ex-
periment 0, Exp%, using Problem 3 generator (or challenger)
in Definition 12 as follows:

1. Bis given the first part of a P3 instance o; given in step
1 in Definition 12.

2. B outputs the target i to the challenger, and is given
the second part of a P3 instance o, given in step 2 in
Definition 12.

3. Boutputs 8’ € {0, 1}.

Based on Experiment 0, we define the other experiments be-
low.

In Experiment 0, a part framed by a box indicates po-
sitions of coefficients to be changed in a subsequent game.
In the other games, a part framed by a box indicates coef-
ficients which were changed in a game from the previous
game.

Experiment 0 (Expy) : Experiment 0 is defined by us-
ing B = O instance of Problem 3 as above. That is,

0,00, W, Yo, P1 < F,, 7.p P F), and
h; = (5,@, 0,50, 0)g;» €0 := (w, @’ 0,0, ¢0)z,,
forj=1,...,m;i=1,...,m;

2 — (i~! n—i no2 Moo
e :=(07,1,0 )G]Fq’ 6j,i(_]Fq ,
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n 2n M "
= Bl 3o o
* .
ki, = (o, , 0jis 0" e;
- 2, 2
€ '_( wg’ ’ 0 n’ ‘Plg )Bl’

Below, we describe coefficients of the hidden part, i.e.,

span{bi n+1,...,b13,) (resp. span(b’f”l, ""bT,3n>) of e
(resp. hl’;i) w.r.t. these bases vectors for k = 1,...,n. Non-

zero coeflicients are colored by light gray, and those which
were changed from the previous experiment are colored by
dark gray.

IEICE TRANS. FUNDAMENTALS, VOL.E103-A, NO.1 JANUARY 2020

n

* > > 2
fori=1,...,n; hj’i = ( o¢;, , Ojis

2n 2n
—

n

—
0" e

where all the variables are generated as in Game 2-(j — 1)-2.

Coefficients of the hidden
part of e in Exp. 2-j-1

Coefficients of the hidden
part of h, ; in Exp. 2-j-1

Coefficients of the hidden
part of e; in Experiment 0

k=1

Coeflicients of the hidden
part of h, ; in Experiment O

n

Experiment 1 (Expg) : Same as Experiment O except that

h;, h;’i and ey, e; are:

hi = (6,[p].0,60.0)z;, €0 =

forj=1,...,n;i=1,...,n;
. » S
=0 1,0 eF), 64
2n
n
——

- -

* o— 71

hi; = ( éei, ’ v,
e — = —

e =(wy, |14, TP

(,[71,0,0,¢0)8,,

S F,
2n n
—_
8 0" e
0, @i Jz,

U .
where p, 7 < F,, and all the other variables are generated as

in Experiment 0.

Coefficients of the hidden
part of e; in Experiment 1

k=1

Coefficients of the hidden
part of e; in Exp. 2-(j—1)-2

Coeflicients of the hidden
part of h, ; in Experiment 1

pei

pé;
Coefficients of the hidden
part of h, ; in Exp. 2-(j—1)-2

k=1 P&z,
o | ] P&
n pé;
Experiment 2-j-1 (Exp;'j'], j=1,...,n) : Experiment

2-0-2 is Experiment 2-0. Exp
Experiment 2-(j — 1)-2 except

eriment 2-j-1 is the same as
the j-th component hj.i are:

k=1 PéZ,
7y W] 0Z;
n pé;
Experiment 2-j-2 (Expgﬂ, j=1,...,n) : Experiment

2-j-2 is the same as Experiment 2-j-1 except the j-th com-
ponent h;‘ ; are:

fori=1,...,n; U; <E Wg(n,ﬂ:‘},), Zj:= (UJTI)T,

2n 2n
——

* > n > 2
hj,i = ( 6ei’ 0 > | PEi Z] > 6j,i9

n n

7
0" g
where all the other variables are generated as in Game 2-j-1.

Coefficients of the hidden
part of h; ; in Exp. 2-j-2

Coefficients of the hidden
part of e in Exp. 2-j-2

k=1 peZ;
7y W | peZ;
n pé;

We note that an instance of Experiment 2-n-2 is equivalent
of a 8 = 1 instance of Problem 1.

Coeflicients of the hidden
part of h; ; in Exp. 2-n-2

Coefficients of the hidden
part of e; in Exp. 2-n-2

k=1 PéZ,
7y W | peiZ;
n &7,

We will show three lemmas (Lemmas 32-34) that
evaluate the gaps between pairs of Pr[EXp%(/l) —
11, Pr[Expy(1) — 1] and Pr[Exp;’"(1) — 1] for j =
1,...,n; ¢t = 1,2. From these lemmas and Lemmas 5 and 6,
we obtain AdvE3(1) = [Pr[Exp%(1) — 1]1-Pr[Expz"2(1) —
1l < Advgl (D) +  Adver(D) < X B2 Adv%'”(/l) +
(10n + 10)/g. This completes the proof of Lemma 14. O

Lemma 32: For any adversary B, there exists a proba-
bilistic machine Cy, whose running time is essentially the
same as that of B, such that for any security parameter A,
IPrExpy(d) — 11— PrExpj(1) — 1]] < Advg! (A).
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Proof. Cy is given a P1 instance (param,,, {BL,Ef}Lzo,l, {h,Z’,i’

Co then calculates

N

egili-o,.., ,,) and a target vector .
(paramn,{BL,BL }Ji=0.1) in Experiment 0, and calculates

’ P ’ *—_— n 7k . — * 7k Pa—
e, = epo.e; = Xl yeg,h; = h,BO’{hj,i =

.....

B. Cp outputs 5’ € {0, 1} if B outputs ﬁ The dlstrlbutlon of
o is equivalent to that in Experiment O (resp. 1) when 8 is 0
(resp. 1). This completes the proof of Lemma 32. O

Lemma 33: For any adversary 8, there exists a proba-
bilistic machine C, whose running time is essentially the
same as that of B, such that for any security parameter R
IPr{Exp;" (1) — 1] - Pr{Expy;” (1) — 11| < AdvF; 2(0),
whereCl() =C(,)(j=1).

Proof. C is given a P2 instance (param,, By, B}, fg,eo,ﬁl,
B, {f7 Yi=1,...205 {h;’l., €;}i=1...n), atarget vector j and an index
Jj- Cthen calculates (param,,, {BL, BL V=01, By = 0bg  + S+

60b05’80 = a)b()’l + ep + (pobo,s,e’l = 27:1 y[(wbu +e +

01b1.5020)) in Experiment 2-(j — 1)-2 with 6, 6o, w, @0, ¢1 <
F,, and calculates

ifk<j; fori=1,...,n,
I . 5 n s *
h,(,,- = 6171,1' + 2t Wi e + 6K,i,tb1,3n+[) where

u R u
ZK — 7-{y”(n» ]Fq)T, (Xk,i,ls ~-~st,i,n) = eiZKs 6K,i,[ — Fq,
ifk=j; fori=1,...,n,

B = 6By, + b, + S 60.b

u
L 3nse where ¢;;, < F,,

if k> j; fori=1,...,n,

R = 0B+ [ + S0 Ociib) ., Where 6, < By,
and sends o := (paramn,{@L,ﬁf}lzo,l,hé*,e(’),{h’*} ‘‘‘‘‘‘‘‘‘ "
e}) to B. C outputs g € {0, 1} if B outputs 5. The dlS—
tribution of o is equivalent to that in Experiment 2-(j — 1)-2
(resp. 2-j-1) when B is O (resp. 1). This completes the proof
of Lemma 33. O

Lemma 34: For any adversary B, for any security param-
eter 4, Pr(Expy,”" (1) — 1] = Pr[Exp,; (1) — 11.

Proof. To prove Lemma 34, we will show distribution
(paramn, {BL’ BT}L=0,] > h87 €o, {hj"i}j:l ..... n;i=1,...,n» el) in EXPCF'
iments 2-j-1 and 2-j-2 are equivalent. For that purpose, we
define new subbases d;2,+1,...,d13, and d] d’l‘ n
of V as follows:

For the target vector § = (yi,...

U e Hy(n,Fy) and Z := (U™ 1)T. We note that 5 - U = .
Then we set (d12n415-- - d130)" = Z - (Bions1s- .- b1an)"
and (d},, - 13n)T U- (b12n+1""’b7,3n)T and

d130, 0130415, Dren)s
£ * *
d1,3n’ b1,3n+1’ et b1,6n)'

1,.2n+1° " °

,Yn), We generate

Dy =i, bion dignsts s
_ * 5 5
=1 b 0 gy

We then easily verify that D; and D] are dual orthonormal,

99

and are distributed the same as the original bases, By and BY.
Keys { h* ;} in Experiment 2- j-1 are expressed over bases B*
and Dj as follows.

ifk<j;fori=1,...,n

B, = (068, 0 P& Ze 000"
=( 68, 0" p&-ZZ 8:0")p;,

ifk=j; fori=1,...,n;
ki, =( o¢;, 0",  pé, 5]',1',0")13;
=( 068, O p&-Z 80",

ifk>j; fori=1,...,n;
k= ( 5 pd, O Breir 0");

=( 8¢, pé, 0", gK,i,O")Dj,

where Z; := Z and {Z,, := Z, - Z},; are independently and
uniformly distributed in Hj(n, ]P‘q)T since Hy(n, F,) is a sub-
group of GL(n,F,) (Lemma 1). Since j - U = ¥, e; has the
same representations over both B; and D;.

Therefore, the distribution of (param,, {E,I@f};qh
hg,eo, {h,}j=1...ni=1....n- €1) in Experiments 2-j-1 and 2- j-

bl
2 are equivalent. This completes the proof of Lemma 34.

,,,,,

O
C.2 Proof of Lemma 15

Lemma 15 For any adversary A, there exists a probabilistic
machine B, whose running time is essentially the same as
that of A, such that for any security parameter A, |Adv§){)(/l)—

AdvS ()|
number of A’s key queries, £ is the maximum number of
rows in access matrices of key queries.

< Advg?’(/l) + 3¢ /q, where v is the maximum

Proof. In order to prove Lemma 15, we construct a proba-
bilistic machine B against Problem 3 using an adversary A
in a security game (Game O or 3) as a black box as follows:

1. 8 is given the first part of a Problem 3 in-
stance, which is given in step 1 in Definition 12,
(paramn, {Bu BZ‘}L:O,I)

2. B plays a role of the challenger in the security game
against adversary A.

3. B provides A a public key pk := (14, param,, {B/},=0.1)
of Game 2-(j — 1)-2 (and 2-j-1), where Bj :=
(bo1,bo3,bos) and B := (b11,....b10b150015- -,
b, 6n), that are obtained from the Problem 3 instance.

4. When 8 (or challenger) obtains challenge attributes I'
with ' := {xq,...,x,} in the first step of the game
B calculates i := (yy,...,Yy,) such that Z; 0 Yn-j7) =
2= H’};l(z — x;), and gives j to the challenger of
Problem 3. Then, B is given the second part of the
Problem 3 instance, which is given in step 2 in Defini-
tion 129 (h;’(y eﬁ,()s {hg’j!i}j:L.“,n;iZI ..... ns eﬁ,l): )

5. For h = 1,...,v, when the A-th key query is issued for

S u
access structure Sy, := (My,, p;), B generates fj,, g, <
Fy, (Snis- .o sn0)" = Mh'f_;Ty(rh,l, o)t = Mygy,
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Spo = f-f;r,rh,o = fg’g, and answers as follows: B
calculates

n
* o, ES * * *nNorm *
ko:=hy+bys, ky; =k, "+ Z EnijPhidhg ;,

Je=1

fori=1,...,¢, where k;v’;”m is a normal form given in
Eg. (6) that is computed using B} of the Problem 3 in-
stance and sy, ; abO\E, Pri = (Pnits---»Pnin) are given
as Pui = i€ + Ynilni if pp(0) = vniy Pri = Tnilhi

Fgl 2,65 =1}
6. When 8B receives an encryption query with challenge
plaintexts (m®, m) from A, B selects (challenge)

bit b & {0,1}. B computes the challenge ciphertext
(co, €1, cr) such that

co:=epo+ b3, ¢ =eg, cr = g§m<”),

where <E FF,, and (egp, bo3, €p,1) is a part of the Prob-
lem 3 instance.
7. When a key query is issued by A after the encryption
query, 8 executes the same procedure as that of step 5.
8. A finally outputs bit ’. If b = b’, B outputs ' := 1.
Otherwise, 8B outputs 5’ := 0.

When g = 0 (resp. 8 = 1), the view of A is equivalent to that
in Game O (resp. 3) except with negligible probability 3ve/ q
(see the proof of Lemma 10). This completes the proof of
Lemma 15. |

Appendix D: The Underlying CP-ABE for the Pro-
posed ABS in Sect.7

D.1 Definitions

Our definition of CP-ABE is the dual form of our KP-ABE
given in Definition 5.

Definition 18: (Ciphertext-Policy Attribute-Based Encryp-
tion: CP-ABE) A ciphertext-policy attribute-based encryp-
tion scheme consists of probabilistic polynomial-time algo-
rithms Setup, KeyGen, Enc and Dec. They are given as fol-
lows:

Setup takes as input security parameter 1* and a bound
on the number of attributes per ciphertext n. It outputs
public parameters pk and master secret key sk.

KeyGen takes as input public parameters pk, master secret
key sk, and a set of attributes, I" := {x;}< <. It outputs
a corresponding secret key skr.

Enc takes as input public parameters pk, message m in
some associated message space msg, and access struc-
ture S := (M, p). It outputs a ciphertext Cts.

Dec takes as input public parameters pk, secret key skr
for a set of attributes I', and ciphertext cts that was
encrypted under access structure S. It outputs either
m’ € msg or the distinguished symbol L.
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The correctness of CP-ABE is standard and similarly
defined as that for KP-ABE.

Definition 19 (Non-Adaptive Security [42]): The model for
defining the (indistinguishability game-based) non-adaptively
payload-hiding security (in [42]) of CP-ABE under chosen
plaintext attack is given by the following game:

Setup In the non-adaptive security, the challenger runs the

setup, (pk, sk) & Setup(14,n), and gives public pa-
rameters pK to the adversary.

Phase 1 The adversary is allowed to adaptively issue a
polynomial number of key queries, I', to the challenger.

The challenger gives skr & KeyGen(pk, sk, I') to the
adversary.

Challenge The adversary submits two messages m©, m"
and a challenge access structure, S. provided that no I"
queried to the challenger in Phase 1 is accepted by S.

The challenger flips a coin b A {0, 1}, and computes

ct? & Enc(pk, m®, S). It gives ct?” to the adversary.
Guess The adversary outputs a guess b’ of b, and wins if
b =b.

The advantage of adversary A in the non-adaptive game is
defined as Advg{P'ABE’NA(/l) := Pr[A wins ] — 1/2 for any se-
curity parameter 4. A KP-ABE scheme is non-adaptively
payload-hiding secure if all polynomial time adversaries
have at most a negligible advantage in the non-adaptive
game.

We note that the adversary is not allowed to issue
any key query after the challenge phase in the above non-
adaptive game.

D.2 Construction and Security

We first give the orthonormal basis generator for the CP-
ABE below.

CP-ABE /11 . i,j=1,..,6
G5 A®E(14,6,n) : (param,, Do, D, {D; j, D) 37 -, DY)

R
« GKPABE(11, 6, ),
By := Dy, By := Dy, By :=Dj,

* . rx
B;;:=D,;,B;

/ s 7 o] —
il = Di’jylforz,Jz 1,....,6;l=1,...,n,

i j=1,..6
return (paramn,Bo,BS,Bl,{BL,B;;,}L’I ).

,,,,,

We give our CP-ABE with constant-size secret keys be-
low. We note that attributes x;, v; are in ]qu, i.€., nonzero.

Setup(1%, n) : (param,, Bo, By, By, {B; ;, B i1 °)

R

= G AR, 6,m),
Bo := (bo.1, 503, 505), B1 := (b1, s b1y B1ans1s r b1 6n),
B, = (bES,n bg,a’ b(*J,4)’

™% . * * * * _ % /%
Bl T (bl,l’ "’bl,n’bl,3n+l’ "’bl,4n) - {Bi,j’ B;

}i=1,4;j=1,4.,6
il

I=1,..,n ’

return pk := (14, param,,, {B;}i=.1) sk := {B'}=0..
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KeyGen(pk, sk, T':={xi,...,x, | x; € FS}) :
U
w, o, p1 < Fy,

J:=Y1,...,Yn) S.t. Z;f;é Yn-j7l = i H;/:l(z - X)),
k?) = (a)’ Oa 19‘1007 O)BG’LTJ = (,UBY’/ + SDIBZ’JW
Ly = S ywB]", + @By, for j=1,....6,

return skr := (T, k;,, {Lij, L;’j}jzl ,,,,, 6)-

,,,,,

n n

o * * * * * 5
k1~—(y1L]’1 5o ynflngl s L2,l , ylngz, e _’/nflL]Q, Lz,z, te
% % % s * 5
ylLI,Ss ) yn—lLl’59 L2!5, !/1L1’6, ey yn—lLLé’ L2,6)’

n 2n n 2n
O —

OZn, @1 ﬁ, O2n )BI ,

Enc(pk, m, S = (M,p)): f < F,

) . ——
that is, k] = ( wy,

soi=1-f%, & i=(srsens)t = M- fT,

u
gv T’O — qu L'() = (_SO9 0957 07 T]O)BO’
fori=1,...,60:=@"",...,v, 1),& = (1,0,...,0),

c

. )
if p(i) = vi, 6; — Fy, i < F.',
n 2n n 2n
- - 2n n -
¢ :=(siep + 0, 07, 0", 17 )g,,

. . L, U
if p(i) = —w;, 7; «— ]FZ”,

n 2n n 2n
- 2n n -
ci:=(sy, 07, 0%, 7 s,
cr = g";m, return cts := (¢p, €1, ..., Cp, CT).
Dec(pk, skr := (I, ko, {L] ;, L; ;}j=1...6),
ctg :=(co,€1,...,€0,07))

IfS := (M, p) accepts I := {xy, ..., xy}, then compute
I and {«;};c; such that I= Yicr @iM;, where M; is
the i-th row of M, and
Iclief{l,. .0} | [p()=v; Av;ellV [p())=-v; Av;¢T]},
7:=Wi,...,Yn) St z’};(l) Yn_jol = 271 n;%’:l(z - X)),
(Cr,...,Cqp) = Z ac; + Z %Cn
iel A pli)=u; iel A pGiy=—u; V1Y
Ej:= Y15 yiCijmtynn for j=1,....6,
o x 6 . .
K := e(co, k) - T, (e(Ej, L; ) - e(Cus L3 ),
return m’ := cr/K.
Theorem 4: The above CP-ABE scheme is non-adaptively
payload-hiding against chosen plaintext attacks under the
DLIN assumption.
For any adversary A, there exist probabilistic machines
Fo, - - - » F4, whose running times are essentially the same as
that of A, such that for any security parameter A,
AdvyAPENA) < AdVRENG) + B2 S (AdveN(a)
+ X X Adve ! () + €, (A-3)
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Where 77[-11—0(') = Tl(h’ 0’ .)5 T]-h-j—l.(') = Tl(h’ j’ L’ .) for l =
1,2, vk is the maximum number of A’s key queries, and €
is a negligible function in A.

Proof Sketch. Theorem 4 is proven through a part of
games for Theorem 3, i.e., Games 0, 1, 2-h-1 and 2-h-2
(h=1,...,vg)in Sect.7.3.1. The differences between ABS
and CP-ABE are that the verification text for ABS corre-
sponds to the challenge ciphertext for CP-ABE, only two
spaces {V,};=0,1 are used in CP-ABE (not three spaces as in
the case of ABS), and the dimension of V in CP-ABE is
five (not four as in the case of ABS).

In Game 2-vg-2, we have secret keys k;O =

(wn, T)5 1,900,;,,0)33 for h = 1,...,vk and the challeﬁge ci-
phertext ¢o := (=50, —r0,¢,0,m0)s, Where 7, & Fy. g <
F;,ro = 1. Q'T. Therefore, we consider Game 3 for our
CP-ABE as:

Game 3 : Same as Game 2-vg-2 except that ¢y and cr of
the challenge ciphertext are

) ) b
co = (—So,—ro,, 0,70)z,, cr := g?m( ),

where ¢’ & F, (i.e., independent from ¢ e F,), and all the
other variables are generated as in Game 2-vg-2.

We can prove the following facts as in Lemmas 11
and 12: For any adversary A, for any security parameter A,
JAdV (1) — Adv') ()] < 1/g and Adv)) (1) = 0. There-
fore, we obtain the inequality (A-3). This completes the
proof of Theorem 4. O

Appendix E: Proofs of Lemmas in Sect.7.3.2
E.1 Proof of Lemma 16

Lemma 16 For any adversary B, there is a probabilistic
machine #, whose running time is essentially the same as
that of B, such that for any security parameter A, Adv;;' ) <
Adv2N() +5/q.

Proof. Lemma 16 is proven through hierarchical (security)
reductions for sparse DPVS which are developed in [36].
Lemma 16 is proven in a similar manner to Lemma 4 in the
full version of [36], while the size of ciphertexts is small in
[36] but the size of keys (and sgnatures) is small here. For
completeness, we give the proof of Lemma 16 below. We
first define Basic Problem O as in Definition 10 in [36].

Definition 20 (Basic Problem 0): Basic Problem 0 is to
guess S € {0, 1}, given (paramgpy, B,B*,y;,f, kG, EG, 66G)

& QEPO(I"), where
GEPO(IY) : paramg = (¢,G, Gr, G, e) € Gopg(17),

X
X:=| X2

X3

U
= (xipij < GLG3, Fy),
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o '
Wijij=| % [=&"", &<F,
s

bi := k(xi1G, xi2G, xi3G) fori=1,3, B :=(b;,b3),
b} := £(011G, 912G, 9;3G) for i=1,2,3, B":=(b}, b3, b3),
gr = e(G,G), paramgp, := (paramg, gr),

S, 0,w & F, o7 < ]qu,
Yy = (6,0,0)8-, y):=(6,p,0), f:i=(w71,0)sz,
return (paramBPO,E,B*,yZ,f, kG, G, 66G).

for 8 <E {0, 1}. For a probabilistic machine P, we define the
advantage of D for Basic Problem 0, AdePO(/l), is similarly
defined as in Definition 10.

Lemma 35 (Lemma 14 in [3]): For any adversary D, there
is a probabilistic machine &, whose running time is essen-
tially the same as that of &, such that for any security param-
eter A, Advy °(D) < Adva"N(Q) +5/q.

Lemma 35 is proven in the full version of [3]. There-
fore, the proof of Lemma 16 is reduced to that of the fol-
lowing Lemma 36, in which the matrix group $(6,n,F,)
(Eq. (3)) has an important role.

Lemma 36: For any machine C, there is a probabilistic

machine 9, whose running time is essentially the same as

that of C, such that for any security parameter A, Adv ) <
%PO( ).

Proof. P is given a Basic Problem 0 instance
(paramBPo,B,B*,y;,f, kG, £G). D generates random lin-
ear transformation defined by matrices W, <E GL(4,F,) on
G*, W, < P(6,1,F,)" on G and W, & GL(7.F,) on G’
as in Remark 2, where P(6,n,F,) is given in Eq. (3). Then
D sets

d(),,_ = (br, O)WQ for: = 1,2, d(),3 = (0, O, O, é:G)WO,

dog = (b5,00Wo, dy, := (b, 0)(W")' fore=1,2,

d; 5 :=(0,0,0,kG) (W, dj, := (b3, )W),

9gp.0 = (Yp, 0)Wo + nodo 4 where 1o & F,,
fori=1,...,n,
(0%, b7, 0%, 0" MW for e = 1,2,
Pisi-ne = (097000, £G,0°7, 0 W, fort = 3,4, 5,
P i= (0% b3,0°,000D)yw,

Priiotye = (0070, b,0°, 000 (WHT for e = 1,2,

P gty = (097D, 01, kG, 077, 0%y (W )T fore=3, 4,5,
I’16 (06([ i) b3,03 08— ’))(W I)T

gpi = (0%, g, 0°,0°" )Wy,
dyy = (b}, 0NWs, dos = (0°,6G,0°)Ws,
dys = (b3, 09Wa, da, = (04,EG, 05 W, forc = 4, ..., 6,
dy7 = (b5,0MWa, d5 ) = (b, 0H(W; DT,

P16i-1)+ =
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d;, = (0°, kG, 0 Wy )T, d5 5 = (b2, 0H(W; ),
d;, = (0,kG,00 (W, )T fort = 4,...,6,
dy; = (b3, 0 (W),

. u
Ipn+1 =Yg, 0YW, + 1 1da 7 Where 17,41 — F,,

where (001, v, 0%,000-0) := (00", G}, G, G, 0%, 060"~D)
for any v := (G, G,,G3) € G*. Then, Dy := (do,)i1...4 and
D§ = (dg Di=1,..4, P1 = (P1)i=1,..on and P} 1= (P} Di=1,..6n
are dual orthonormal bases.

Moreover, we see that the distribution of D, is equiv-
alent to that of bases generated by using random special

type matrix Y <E P(6,n, Fq)T. For the permutation @ given
in Eq.(4) and the associated matrix II, the left multiplica-
tion by IT~! gives the permutation @' of the basis vectors
(P1.)i=1....6n and the right multiplication by II gives the per-
mutation 77! of the coordinates of vectors in G®. There-
fore, by the conjugate action of the matrix II, we obtain a
basis D; := (di,).=1.._en. Whose distribution is equivalent to
that of bases generated by using random special type ma-

trix X & £(6,n,F,)" = II"" - P(6,n,F,)T - TI, and its dual
DT = (dT‘L)L:I ..... 6n-

The new basis D, is the same as D, except that
the second and third basis vectors are changed to random
~ ~ U
dy3,dr 4 — spanidy 3, dry).

D can compute (D)1, Da, D := (d 0.0 40340 4)»

= dyydyad s 16n) D* = (dy).d;,,
" . U
d25,..., dy;). 9po.9pi = gp; + mi with 1, <

span<d1,4n+1, . ,dl,6n> fori =1,...,n, 9B.n+1 from ﬁB? =
(b1, b3), B, y* kG and éG. D sets Ny := 4,N; := 6n,N, :=
7 and paramn : (paramG, (Ni)i=0.12. 9gr). and then gives
(param,,, {D;, D} =9, 1,D2,D2,{gﬁz} n+1) to C, and out-
puts 8 € {0, 1} if C outputs '.

g0 is expressed over basis Dy as

900 = My, OWo + nodos = (6,0,0,80)p,,
g0 = @], 0OWo + 10dos = (6,p,0,80)p,,

.....

with &y := o + no, andgﬁ,,- i=1,...,
bases P; and D, as

n) are expressed over

go. = (01 g2 0%, 0y +
— (06(i*1)’ 5, 0, 03’ o, 06("*1'))]?1 + ”l

n 2n n 2n
—_— —

—_— s 5 U
=(6¢ , 0", 0", & )p,wheres; —E",
gri =0V 7, 0°, 0 W, + g
— (04(i—1),57p’ 0370_’ O4(n—i))]Pl + 1

n 2n n 2n

S S NN N - 2 U __»
=( 6¢ ,pe,0", 0" , o )Dl,whereéi<—]l-'<'q”.

gp+1 18 expressed over basis D, and D, as

gonr1 = U, 0YWa + 41da7 = (8,0,0,0°, 6,41,
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=(6,0,0,0%,6,11)5,

ginr1 = G, 0YWa + s1da7 = (8,0,0,0°, 6,41 ),

= (6’ O’ lZ» 025 6n+1 )ﬁz’

with 6,11 := o + 7,41. Here, two-dimensional vector (p, 0)

is changed to random w by the basis change from D, to D5.
Here, 6, p,éo,é,, and d,4; are uniformly and indepen-

dently distributed. Therefore, the distribution of (param,,

{Dr, Di}i=0,1, D2, D3, {gp.iti=0,..n+1) 18 exactly the same as

R
fo|e < gptatn) o

From Lemmas 35 and 36, we have Advh*(1) <

Adv%Po(/l) < Advg"'N(/l) + 5/q. This completes the proof
of Lemma 16. O

E.2 Proofs of Lemmas 18-24

Lemma 18 For any adversary B, there is a probabilistic
machine 7, whose running time is essentially the same as
that of 8B, such that for any security parameter A, Adv 6D <
AdvN() + 5/

Proof. A Problem 6 instance is given as (param,,
{Br. B/ li0.2, B1, B, by . €0, {h] Yim1..n Uy 5 ;s €2)i=12). Note
that the sparse DPVS technique is employed only to the first
vector space V;. Hence, we decompose the instance into
two parts, standard (non-sparse) DPVS elements and sparse
DPVS ones. .

The former one is ({B;, B} };=0.2, h;’,o’ ey, {h;,Z,i’ €2i}i=12),
and this is an Problem 2 instance in [3] (Definition 5) with
d = 1,n; = 2. The Problem 2 in [3] is reduced from Basic
Problem O (in Definition 20).

The latter part is (Bl,BT,{h*{!i}izl,“,n) where h’l‘l =
ob .. Since a Basic Problem O instance includes
KG SG 0&G (which are also included in DLIN instances),
we can simulate all the sparse part, {h] }i=1,.., as well as
By, B] just from G, G, 66G. b

Consequently, we can simulate both parts from a Ba-
sic Problem O instance, and then we have AdeG(/l) <
AdvEO(1) < Advg"™(2) + 5/g. This completes the proof
of Lemma 18. O

Lemma 19 For any adversary A, there exists a probabilistic
machine B, whose running time is essentially the same as
that of A, such that for any security parameter A, |Advﬁ) -

AV (D] < AdVE ().

Proof. In order to prove Lemma 19, we construct a proba-
bilistic machine B, against Problem 1 by using any adver-
sary A in a security game (Game O or 1) as a black box as
follows:

1. By is given Problem 4 instance (param,, {B,, §7}L:0,|,2$
{egitio,..n41)
2. By plays a role of the challenger in the security game

against adversary A.
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3. At the first step of the game, By sets EO = (bo.1, boa),

B, = (b1,1,,;~ bln,b1,4n+1,-. big), By =
(bz,l,bzz,bm) By (bl TRRRN N TR b“[4,,)
B = (b2 % 22, 25, 6) B, obtains B, and B;*

from B, and B;‘ in the Problem 1 instance, and returns
pk = (1/17 hk, paramna {Bt}t:0,1,2’ {B;*}[:l,z’ b6,3) to ﬂ9

where hk <+ KH,.

4. When a reveal key query is issued for attribute set I,
By answers a correct secret key (Egs. (15) and (16))
computed by using {@f},zo,l,z, i.e., normal key. When a
reveal signature query is issued for access structure S,
B, answers a correct signature (Eq. (17)) computed by
using {ﬂB?;‘},zo,Lg, i.e., normal signature.

5. When B, receives an output (m’,S’,5*) from A
(where S’ := (M, p)), By calculates verification text
(co,...,cey1) as follows:

co := (=So — S¢r1)bo,1 + (=70 — Fev1)epp,
ci=30, (Ci’jb[,j +d,“je‘8‘j> +n; fori=1,...,¢,
Cov1 = (Sex1 + Fev1)eg e

+0c1 (Huo On' 18))b2,1 + b2) + e,
where f,§ il F;, (51,.0y 80T == M- T, s :=
U7 yeoord™ = M- g% rg = 1 -
7T, Stersrees 6 0rar 60 Fyfori = 1,....¢, and
¢ = (cij) = s,-é’1+6<17’,,cf = (di)) := r;@ +&T if p(i) =
v; Or G = (ci) = s, d; := (d;)) = r,~l7’,~ if p(i) = —w;,

1; & Span<bl,4n+1’~~'»bl,6n> for i ol Mev &
span<b, ) and by 1, {b1 j} j=1, ., b2, 1,b2 2, {eﬁ]}] 0,...,
are from the Problem 4 instance. B gives the challenge
ciphertext to A.

6. When a reveal key query or reveal signature query is
issued by A after the encryption query, B, executes
the same procedure as that of step 4.

7. A finally outputs bit »’. If b = b’, B outputs g’ := 1
Otherwise, B outputs 5’ :=

When 8 = 0, it is straightforward that the distribution by
By’s simulation is equivalent to that in Game 0. When g = 1,
the distribution by $B,’s simulation is equivalent to that in
Game 1. O

Lemma 20 For any adversary A, there exists a proba-
bilistic machine $B;, whose running time is essentially the
same as that of A, such that for any security parameter A,
JAdV D2 () - Ao|v<2 DI < Al () + 38/q, where
Bia(-) := Bi(h,-) and  is the maximum number of rows in
access matrices of reveal signature queries.

Proof. In order to prove Lemma 20, we construct a proba-
bilistic machine $; against Problem 5 using an adversary A
in a security game (Game 2-(h — 1)-2 or 2-h-1) as a black
box as follows:

1. B, is given an index & and the first part of a Problem
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5 instance, which is g1ven in step 1 in Definition 14,
(paramn,Bo,B* B],B , B2, BY).

2. B, plays a role of the challenger in the security game
against adversary A.

3. B, provides A a public key pk := (1%, hk, param,,
{A’}, 0 1 2) of Game 2- (h l) 2 (and 2-h-1), where hk i
KHa, B := (bo.1, bo), B, = (bigse- b bignsts. -
bien) and B2 = (b2, bz,z, b, 7), that are obtained from
the Problem 5 instance.

4. When 8B; (or challenger) obtains the x-th reveal key
query for attributes I' with " := {x, ..., x,}, B calcu-
lates i := (y1,...,y,) such that Y77 y,iz' = 271" -
]‘[;’;1 (z—x;), and generates key components as follows:

a. if k < h, k(’g is calculated as in Eq.(22) and k7,
k;,1 and k;z are calculated as in Eq.(16) using

U
fresh w, T, @0, 1, 21,15 .., Y222 — Fy.
b.if « = h, B, gives § to the chal-
lenger of Problem 5. Then, $B; is given

the second part of the Problem 5 instance,
which is given in step 2 in Definition 14,
( ﬂ()seOs ﬁls{eﬁjt}j 1,.ne=1,..., n’{h* ‘}i=1,2)- Bl
calculates kj := h;;o, ki = h;l, and kii =

h* +r; with r} <—span<b25, 6)
C. 1f K > h ki is calculated as in Eq. (15) and k7,

k3, and k*,2 are calculated as in Eq.(16) using

U
fresh w, wo, @1, 021,15 .., @222 — Fy.

B sends (constant-size) key skr := (T, k, k} k; 15 k*,z)
to A.

5. When 8B, obtains a reveal signature query for S :=
(M, p), B, generates a normal form signature as in
Eq. (17), and sends it to A

6. When B; receives an output (m’,S’,§") from A,
B, calculates verification text (cg,...,crr1) as fol-
lows: B, generates f,q h qur,(Sl,...,S[)T =M -
o)t = Mgt sg = 1 flrg = 1-

G, Seets Teers Wi & F, and B, calculates

norm

co:=cy " +roep — res1bo,

.— phorm —
Ci=¢ +Zj’L:1§,-,jp,»Jeﬁ,j,t fori=1,...,¢,

. norm ’ ’
Cov1 1= Cppy + Priy 23 + Prigaboa,

norM js a normal form given in Eq.(18) that

where ¢;
is computed using Eo,@l,Bz of the Problem 5 in-
stance and s; above, p; := (pi1,...,pin) are given as
i = riéy + i if p()) = v, pi = it if p(i) =
i and (e S AE D € BN & =

1} and 7y, (pf+l 1 Ppyyp) is given as ., i=
res1€1 + Yo (— H/l D(m IIS”), 1). By verifies the signa-
ture (m’, S’, §) using Ver with the above (cg, ..., €ri1),
and outputs B8’ := 0 if the verification succeeds, ﬁ’ =1
otherwise.

When 8 = 0 (resp.8 = 1), the view of A is equivalent to
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that in Game 2-(h — 1)-2 (resp. 2-h-1) except with negligible
probability 3¢/q (see the proof of Lemma 10). This com-
pletes the proof of Lemma 20. O

Lemma 21 For any adversary (A, there exists a proba-
bilistic machine B,, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdV" () = AdVE"P D] < AdVEY (1) + 38/q. where
Brn(t) := By(h,-) and { is the maximum number of rows
in access matrices of reveal signature queries.

Proof. In order to prove Lemma 21, we construct a proba-
bilistic machine B, against Problem 5 using an adversary A
in a security game (Game 2-h-1 or 2-h-2) as a black box. B,
acts in the same way as 8 in the proof of Lemma 20 except
the following two points:

1. In case (b) of step 4; ky is calculated as kj) := h;,o +

/ *
To.bo’z, where 7, <— F,, and hﬁ 0
5 instance.
2. In the last step; if the verification succeeds, B, outputs
B’ := 1. Otherwise, B, outputs 8’ := 0.

When 8 = 0 (resp. 8 = 1), the view of A is equivalent to that
in Game 2-h-2 (resp. 2-h-1) except with negligible probabil-
ity 32/q (see the proof of Lemma 10). This completes the
proof of Lemma 21. O

b*’2 are in the Problem

Lemma 22 For any adversary A, there exist probabilistic
machines B3 and 4, whose running times are essentially
the same as that of A, such that for any security parameter A,
JAdvS; () - Adv(3 DI < AdVE (D+AdV: CR(/l)+3 /q,
where By4() = Bs(h, ) and Fas() = Filh, )

Lemma 22 is proven in a manner similar to Lemma 16
in the full version of [38]. For completeness, we give the
proof of Lemma 22 below.

Proof. In order to prove Lemma 22, we construct a proba-
bilistic machine B3 against Problem 6 by using any adver-
sary A in a security game (Game 3-(h — 1) or 3-h) as a black
box as follows:

1. B3 is given an integer & and a Problem 6 instance,
(param,. (B, B} =02, B1. B} It . 0. (1 }ici..nn
{hy s €21)i=1.2).

2. B; plays a role of the challenger in the security game
against adversary A.

3. At the first step of the game, B3 provides A a public
key pk := (1%, hk, param,, {B/}i=.1 2, {B; }i=1.2, b;; 5) of

Game 3-(h — 1) (and 3-h), where hk < KH,, B, :=

(bo.1.b0a). B = (Bui o bian braner. . b,
B := (b2,1, b2, b27), and B} := (b} NN

1,10 2 2130410
14n) B* : (b2l, 325 zs,b* ¢)» that are obtained

from the Problem 6 instance.
4. When a reveal key query is issued for attribute I' :=
{x1,...,xr}, B3 answers semi-functional key {k}}er
where T := {0,1,(2,1),(2,2)}, with Egs. (16), (22),
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that is computed by using {B;},—0,1» of the Problem 6
instance.

5. When the ¢-th reveal signature query is issued for mes-
sage m and attribute S := (M, p), B3 answers as fol-
lows:

a. When 1 < < h -1, 83 answers semi-functional
signature §* := (s;)i=0...¢+1 such that sg and s, + 1
are computed by Eq.(23), and others are com-
puted by Eq. (17) using {B;};=0,12 of the Problem
6 instance.

b. When ¢ = h, B3 calculates §* = (s(’;,..,s’g+1) by
using {B7}=0,1.2, by o, AR Ji=1.ns U 5 hi=1.2 OF the
Problem 6 instance as follows:

s =Wy, 87 = XL zighy o fori= 1.,

* D *
See1 = hgoy + HE (mIIS) - by, 5,

where (&) < ((5) | S5, &iM; = 1), and if p(i) =
(6.3 then 7 1= () < 12, | 20 = 0, 21 = &l
ifp() = =0, then 7 = (@) S =),
and r} <— span(b} 3nH,...,b’l‘An) fori=1,...,¢.
c. Whent > h + 1, B; answers normal signature §*

with Eq. (17), that is computed by using {B; };=0,1 2
of the Problem 6 instance.

6. When B; receives an output (m’,S’,§*) from A,
Bs calculates semi-functional verification text ¢ :=
(co,--->cer1) with Egs. (19), (20), (21) as follows: c;
fori = 1,...,¢ are calculated as Eq. (20) by using ba-
sis B, and using the coefficient so := X};_; fi.

— U = — —
ap, @) — Fq forl = 1,2, fo = aie +(12b0,1,

Sfrj = aieyj + by,

fz,j =ajey; +aby; for j=1,2;

co = —sobo.1 — fo + qo,

e =i - HEPn 1S7) - for + foo + qest,

where ¢ <E span{bo4), qr+1 <E span¢b,7), and
bo,1,e0, b j, e for j = 1,2 are from the Problem 6 in-
stance. Bj verifies the signature (m’, S’, §"*) using Ver
with the above (cq, ..., cg1), and outputs 8 := 1 if the
verification succeeds, 8 := 0 otherwise.

Claim 1: The pair of signature §* generated in case (b) of
step 5 and verification text ¢ generated in step 6 has the
same distribution as that in Game 3-(h — 1) (resp. Game
3-h) when 8 = 0 (resp.8 = 1) except with probability
1/q (resp. Adv;ﬁR(/l) + 2/q for a probabilistic machine ¥,
with essentially same running time as that of A, where

Fan() := Falh, ).

Proof. We consider the joint distribution of ¢ and §*
Clearly, a part of verification text, cy,..., ¢y, and a part of
signature, s7, ..., s;, are the same as those in Game 3-(h—1)
and Game 3-h. Hence, we only consider co, ¢.1, s, and
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+1°
When S = 0, it is straightforward the joint distribution

of ¢o, 41,8y, and sy, are the same as those in Game 3-
(h—1) except that § defined in Problem 6 is zero, i.e., except
with probability 1/q.

When 8 = 1, we need to check that —r,.| in ¢ (given in
Eq.(19)), Y1 in ¢4y (given in Eq. (21)), 7o in sg and 7y
ins7 | (given in Eq. (23)) are distributed as in those in Game
5-h, i.e., these are uniformly and independently distributed
(with negligible probability). These are given as

s

71~
—Teel = Uy Se+s
» - = 1D =
Ve = (S€+1 = Opy1 - Hy (' [|S), 9£+1) “Zys1s

mo = uo, Apv1 = (1, Hu(m| S)) “Ugq1,

U ~ — U . .
where uy «— FX Ors1, See1 < Fy, Wthh are independent

from all the other variables and Ud+1 <— GLQ2,F ) Zys1 =
(UL Since (m,S) # (m',S"), Geet - Reet = @Opi1 + 541
with nonzero a( Hﬂ D(m [IS) — kD(m I S’)) except with

probability Adv't CR(/I) for a probabilistic machine ¥, with
essentially same runnmg time as that of A.

Then, coefficients —r;,; and 7y are uniformly and in-
dependently distributed, which are independent from lZd’H .
Res1 = by + Spap since o & Ey, See1s Ors1 < F,
and @ # 0. Moreover, from the pairwise independence
lemma (Lemma 3 in the full version of [3]), the pair of
vectors ((//[+1,7r(+1) is uniformly distributed in the space
{(er1, Rest)Wes1 - Reer = @Bps1 + 5p41). Therefore, the joint
distribution of €0, Ce+1, 8, and s, | are the same as those
in Game 3-h except that ¢ defined in Problem 6 is zero or
Jear-Ren = Oie., except with probability Advy °7(1)+2/q.
This completes the proof of Claim 1. |

Therefore, [Advy "™ (1) — Advi; (D] < Advly (1) +
AdVER() + 1/g + 2/q = AdV® () + Advy: CR(/l) +3/q
from Shoup s difference lemma. This completes the proof
of Lemma 22. O

Lemma 23 For any adversary A, for any security parameter
A IAVG () - AVl < 1/g.

Lemma 23 is proven in a manner similar to Lemma 17
in the full version of [38]. For completeness, we give the
proof of Lemma 23 below.

Proof. To prove Lemma 23, we will show distri-
bution (param,, (Bili—o12. (Bjlimi2. byse (SK bt
{§9}j=1,..v5» €) in Game 3-vg and that in Game 4 are equlv—
alent, where sk(J ) is the answer to the Jj-th reveal key query,
§0 is that to the j-th reveal signature query, and € is the
verification text (co,...,ce+1). By the definition of these
games, we only need to consider elements in V. We de-
fine new dual orthonormal bases Dy and D of V as fol-

lows: We generate 6 <E F,, and set do, := (6,1,0,0)p =
6bo.1 + boa,dy, = (1,-6,0,0)s = by — 6b;,. Let Dy :=
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(bo,1,do2, bo3, boa) and D := (dg ;. by », by 5, by ). Then,
Dy and Dy are dual orthonormal, and are distributed the
same as the original bases, By and By;.

The Vy components {k(()j)*} j=1,..vc Inkeys, {s(()j)*} =1s
in signatures, and verification text ¢y in Game 3-
vs are expressed over bases By and Bj as kg)* =
@, 137, ¢ 05y, s = V.7, 0,00, and ¢y =
(=80 = Se+1, =70 — e41,0,m0)B,- Then,

ki" = @2, 757, ¢, 0); = (@2, 737 + 07, ¢, 0);

= (7,99, ¢, 0)p;,

where 9V := Té)(j) + 6w which are uniformly, indepen-

o i U
dently distributed since TE)(']) < F,,
sy = @, ng, 0", 0z, = 6V, 75 + 067, o), O
= (5(1)’ ﬁ(])’ O.(OJ)’ O)D(*)

where 9 := ﬂ(()j) +65Y which are uniformly, indepen-
. . N U
dently distributed since JTBJ) « F,, and
co = (=50 — S¢x1, =10 — Te+15 0, M0)B,
= (=50 = S¢s1 — O(=ro — res1), —ro —res1, 0, Mo)p,

= (Eb’ _rO_r€+1, 07 UO)DO

where 5o := —s9 — s¢+1 — 6(=rg — rg41) Which is uniformly,

independently distributed since 6 <E Fyif —rg — res # 0.
In the light of the adversary’s view, both (BO,BE‘))
and (Do, Dj) are consistent with public key pk := (14, hk,

.....

and verification text in two ways, in Game 3-vg over bases
{B:, B} }i=0,12 and in Game 4 over bases Dy, D, {B;, Bf }/=12.
Thus, Game 3-vg can be conceptually changed to Game 4 if
—ro —req # 0, i.e., except with probability 1/q. O

Lemma 24 For any adversary A, for any security parameter
LAV () = 1/q.

Lemma 24 is proven in a manner similar to Lemma 18
in the full version of [38]. For completeness, we give the
proof of Lemma 24 below.

Proof. Let (s(’)*, e s’f’;]) be signature A outputs. If
e(bo,1,s;) = 1, the verification fails by the definition of Ver.
Otherwise, the verification fails except with negligible prob-
ability regardless of the output of the adversary since coef-
ficient 5o of by 1 in ¢ (Eq. (24)) is uniform and independent
from all the other variables, and the coefficient of bal in sE)*

is nonzero. Hence, Adv(;)(/l) =1/q. |
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