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Secrecy Outage Probability and Secrecy Diversity Order of
Alamouti STBC with Decision Feedback Detection over

Time-Selective Fading Channels

Gyulim KIM', Nonmember, Hoojin LEE'", Member, Xinrong LI'"", and Seong Ho CHAE "0, Nonmembers

SUMMARY  This letter studies the secrecy outage probability (SOP)
and the secrecy diversity order of Alamouti STBC with decision feed-
back (DF) detection over the time-selective fading channels. For given
temporal correlations, we have derived the exact SOPs and their asymp-
totic approximations for all possible combinations of detection schemes
including joint maximum likehood (JML), zero-forcing (ZF), and DF at
Bob and Eve. We reveal that the SOP is mainly influenced by the de-
tection scheme of the legitimate receiver rather than eavesdropper and
the achievable secrecy diversity order converges to two and one for JIML
only at Bob (i.e., JML-JML/ZF/DF) and for the other cases (i.e., ZF-
JML/ZF/DF, DF-JML/ZF/DF), respectively. Here, p-g combination pair
indicates that Bob and Eve adopt the detection method p € {JML, ZF, DF}
and g € {JML, ZF, DF}, respectively.

key words: secrecy outage probability, secrecy diversity order, Alamouti
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1. Introduction

The wireless communication is vulnerable to eavesdropping
due to the broadcast nature of the radio signals. The se-
curity is an important issue in wireless communication and
the physical layer security (PLS) has recently drawn much
attention as one of the solutions. The PLS ensures secure
communication by exploiting the physical characteristics of
wireless channel [1]. The first orthogonal space-time block
code (STBC) was proposed by Alamouti for two transmit
antennas system over the quasi-static channels [2]. There
have been several works to study the PLS for Alamouti-
STBC based secure communication [3]-[5]. The secrecy
outage probabilities (SOPs) of Alamouti-STBC transmis-
sion with two transmit antenna selection and power alloca-
tion in the absence/presence of feedback errors were studied
in the multiple-input multiple-output (MIMO) wiretap chan-
nels [3], [4]. The SOP of the quasi-orthogonal STBC which
linearly combines two Alamouti STBCs with unequal power
scaling was investigated in the MIMO wiretap channels [5].
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However, those works were conducted over the quasi-static
fading channels, so their results cannot be applicable to the
time-selective fading channels.

There have been also some studies for PLS over the
time-selective fading channels [6]-[8]. The effects of out-
dated channel state information were investigated in terms
of the SOP in the wiretap channels with transmit antenna
selection [6], but it did not consider the Alamouti STBC. In
[7], the secrecy transmission rates of Alamouti STBC with
zero-forcing (ZF) and joint maximum-likelihood (JML) de-
tections were analyzed over the time-selective fading chan-
nel. In [8], the SOP and the secrecy diversity order of Alam-
outi STBC with ZF and JML detections were studied over
time-selective fading channels. However, those works did
not consider the efficient decision feedback (DF) detection,
so the impacts of DF detection on the secrecy performance
have not been studied yet.

Motivated by this, this letter generalizes the results of
the previous work [8] by additionally considering the DF
detection and investigates how the DF detection affects on
the SOP and the secrecy diversity order. Specifically, we
consider JML, ZF, and DF as the detection strategies of
the legitimate receiver and the eavesdropper and analyze
both SOPs and secrecy diversity orders for their all possi-
ble combinations. We discover that the SOP is dominantly
affected by the detection scheme of Bob rather than Eve and
the secrecy diversity order of two and one can be achieved
for JML only at Bob (i.e., JML-JML/ZF/DF) and for the
other cases (i.e., ZF-JML/ZF/DF, DF-JML/ZF/DF), respec-
tively. Here, p-g combination pair indicates that Bob and
Eve adopt the detection method p € {JML,ZF, DF} and
q € {JML, ZF, DF}, respectively.

2. System Model

We consider the wiretap channels, where a transmitter (Al-
ice) sends the message via Alamouti STBC to a legitimate
receiver (Bob) and a passive eavesdropper (Eve) overhears
it. Alice has two transmit antennas and Bob and Eve have
a single receive antenna. The channels are assumed to ex-
perience the time-selective Rayleigh fading. The channels
vary for every symbol intervals, but they are temporally cor-
related with a certain degree. For notational simplicity, we
denote Bob and Eve as B and E, respectively.

For a given codeword interval, Alice transmits two con-
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secutive data symbols s; and s, via the Almouti STBC [2].
Then, the received signal of Bob and Eve (i.e., k € {B,E})
over two time instants can be expressed as

Tl heig heo 51 2k, 1
r* = h* _h* + * 9 (1)
k2 2.2 k1,2 52 %)
~—— ~—— — —
Tk Hy s Zy

where E[s%] = ]E[s%] = E;, r; and z; represent the received
signal vector and the additive noise vector of the receiver
k € {B,E}, respectively. H; indicates the 2 X 2 channel
matrix between Alice and the receiver k. hy;, represents
the channel between the i-th transmit antenna and the re-
ceive antenna at the #-th symbol period and is modeled as
identically distributed complex Gaussian random variable
with zero mean and unit variance. The two time-consecutive
channels Ay ;| and hy;» are temporally correlated with a cor-
relation degree of p; € [0, 1], i.e., E[hk,,;lh,’;l.,z] = pr. Note
that p, = 0 implies the independently time-varying chan-
nels, while p; = 1 implies the quasi-static channels. z;, is
the additive complex white Gaussian noise with zero mean
and variance o'i at the receiver k € {B,E} at t-th symbol
period.

3. Statistics of Three Detection Strategies
When the matched filter matrix is multiplied to the received

vector, the decision statistic vector of the receiver k € {B, E}
can be obtained as

fr = Gis + H'z, )
k1 € 2 2
where G = . s 0kt = al® + 1ol e =
Ek Pk,2
|hk,1!2|2 +|hi 2.1 |27 € = hz,l,lhkl,l —hz’l’zhk’z’z. Note that when
the channel is quasi-static (i.e., A1 = hg12 and hyp) =

hi2.2), Hy becomes orthogonal. However, if the channel is
time-selective, H; becomes non-orthogonal. Thus, €, in Gy
has a non-zero value which disturbs the decoding of two
symbols due to the interference. To eliminate such interfer-
ence, we consider JML, ZF, and DF detectors.

3.1 Joint Maximum Likelihood (JML) Detection

If the receiver k € {B, E} adopts the joint ML detector, then
the pair of symbols (§;, §») can be detected as follows [8]:
8" = arg minfir, — His|’, 3)
seS?
where S? is the signal constellation. The received SNR for
transmit antenna i = 1,2 is given as v, = %‘pk’i = Lo
where ¥, = 2E; /a'i is the average SNR of the receiver k.
The cumulative distribution function (CDF) and probability
density function (PDF) of the received SNR at the receiver
k € {B, E} are given by

Fpu() =By <y) = 1=+ 2/ e, (4)

d .
) = o Fpn () = /7 ye ®)
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3.2 Zero-Forcing (ZF) Detection

The ZF detector is a well-known linear detector which de-
tects every data stream separately by nulling out the inter-
ferences coming from other transmit antenna. The symbol
detection metric of the ZF detector is expressed as

§7F = arg min|lrZy — G sl fori=1,2, (6)

seS? k3

T
-1gH, _[,zF ,zZF o -1/2 -1/2

where @,G; 'H/'r; = [rk’l , rkzz] = diag ({ktpk’z Sy ),

e = |haahy 5, + hioihy,,l. The instantaneous received

SNR of the ZF detector for the transmit antenna i = 1,2 is
JE. _ &

gakj,,»a',f - 213-i

have the same statistical distribution, if we represent yfﬁ and

¥¢5 as an unified random variable y;, its CDF and PDF can
be represented by [8]

represented by yZ¥ = Yk. Since y£+ and y75

Fe(y) = PO <y)=1 - (1+20oPy/7) e, (7)
Fr) = (2(1=loil?) 172 + Qo /707 y) 7. (8)
3.3 Decision Feedback (DF) Detection

When the receiver k € {B,E} adopts the DF detector, the
decision metric can be expressed as [9]

Sk = ar%er;linHrk,l (&) Vo) 5“27 C))
Stz = ar%er?inHrkg ~ Vs — (s vez) sl - (10)

As in the DF analysis [9], the SNRs of the DF detector can
be assumed as yP' = y*F and y>F = y M. Thus, the CDF
and PDF of the receiver k can be approximated as

Fype) = 5 (Fyp ) + Fypa ) (an
= 1= (14 (L 1oeP)y/m) e, (12)

£y = (2y (1+10eP) 172 + (1=1okl?) /7) €75, (13)

4. Analysis of Secrecy Outage Probability and Secrecy
Diversity Order

In this section, we analyze the SOP of Alamouti STBC
for the combinations of three different detection techniques
such as JML, ZF, and DF over the time-selective fading
channels.

When Bob and Eve adopt the detection techniques
p € {JML,ZF, DF} and g € {JML, ZF, DF}, respectively, the
secrecy capacity which is defined as the maximum achiev-
able rate for the desired receiver while preventing Eve from
obtaining any useful information is expressed as

cri=|ch-cil . (14)
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Table1  The SOPs for all possible combinations of JML, ZF, and DF detectors at Bob and Eve.
Bob (p) | Eve(q) PLIRy)
o0 2 _2 Ry
JML L | PREMER) = ) (%) YEe vEVE[l—(H%(zR-\(HyE)_ 1)e 7 75 (2% o) ')]dyE
1 2 _2 Ry
IML ZF | PR = [ (7'”“) (@)yE)e 7 VE [1— 12 (2R (1) — 1)) 75 (2% v ‘)deE
R
IML DF | PNEPFRy) = [ ( ';"_’t‘ 4 el ) [1 ~(1+ 2 (2% A+yp) - 1))e T 7 (2 (ere)- l)]dya
E
7F ML PARIML(R ) fo (E) yge_ﬁ”[l—(uz‘f;‘;l (ZR‘(1+75)—1))e 7 (2R (ye)- 1)](1,)/E
1 ) _2 Ry
7F ZF PEEZF (R ) = VE‘) gl ye|e TEE |1 1+2\pBI Rs(1 4+ yg) = 1)) e 75 (2R re)-1) dve
0 YE YE
1+logl? g | -& 208l (R, 2Rs (1+yp)-1)
ZF DF PR R = 7 ((?E)y5+%)e VEYE‘ll —(1 +%(2Rs(1 +)/E)—1))e = (@Fs g deE
DF JML | PPRIML(g 2V |y (14 (P) (o ) oA ase-n],
o Ry = [ (75) yee 78 + ( (I +vE) )€ B YE
DF 7F PPEZE (R Y= [ ( ‘y'lE’E‘ (%) 75)6 FRVE |1 —(1 +4(1+"’B')(2R\(1 +7vE) — 1 ))e 75 (2% re)- l)}d)’E
oo 2 _ _2 _2 (oRs _
DF DF | PRPPR(Ry) = ) (%yw%)e va”-[l —(1 + (HW)(ZR "(1+7y8) - ))e 75 (%) ')ldya

A

where [x]* 2 max(x,0) and C; = 1 37 | log, (1 + 7§’i) and

C]‘f: = % Z?:l log, (1 + 7%,1‘) represent the channel capacities
of Alice-Bob and Alice-Eve links. Then, the SOP can be
expressed as [4], [5]

PLI(Ry) = PICY < Ry, (15)
where R; is a target secrecy rate. Since the received SNRs
of both JML and ZF detectors have the same statistics for all
transmit antennas and the received SNR of DF detector is as-
sumed to have the same statistics for all transmit antennas,
the received SNRs for all transmit antennas can be repre-
sented as the unified random variable as v}, = ¥}, £ 54
where (k,a) € {(B, p), (E, g¢)}. Accordingly, the SOP can be
represented by

PLIR,) = fo Fue)Fy (25 +y) = 1) dye. (16)

By plugging (4), (5), (7), (8), (12), and (13) into (16), we
can obtain the SOPs for all possible combinations of JML,
ZF, and DF at Bob and Eve. The obtained results are sum-
marized in Table 1. Note that we obtain the new results
for SOP for the cases of JML-DF, ZF-DF, DF-DF, DF-JML,
DF-ZF compared to the previous work [8].

The secrecy diversity order which characterizes the re-
liability of secured wireless communication system is de-
fined as the asymptotic ratio of the logarithmic SOP to the
logarithmic average SNR of Bob [8], [10]:

art = — hm log PY(R,)/ log V. (17)

Note that the diversity order indicates the magnitude of the
slope of SOP versus SNR ¥p on a log-log scale in the high
SNR region.

However, since the SOP in Table 1 has an intractable

form with an integral, understanding the asymptotic behav-
ior of SOP with the closed-form expression is difficult. To
obtain some useful insights with closed-form expression, we
derive the lowerbound of SOP as follows [11], [12]:

PR, > PLIP(R,) £ f FrOe)Fy (25 ye) dye. (18)

Note that the lowerbound becomes tighter as Ry becomes
smaller. The lowerbound of the secrecy outage probability is

derived from the fact that the CDF of Fyg (2’“(1 +vg) — 1)
in (16) is lower-bounded by F . (2R»vyE). Since 28:(1 +yg) —
1 — 2Rsyg holds for small Ry, the tightness of both CDFs
can hold for small R,. For high y5, the CDFs for the received
SNRs of Bob for IML, ZF, DF detections can be simplified
by using Taylor series expansion as FVEML(’)/) ~ 2(y/y8)%
Fyze(y) = 2(1 = los)y/78, Fyoe(y) = (1~ |osl*)y/78. By
applying these approximated CDFs to (18), we obtain the
closed-form expression for SOP as given in Table 2. Using
them, the achievable secrecy diversity order can be obtained
as given in Table 2.

5. Numerical Results

In this section, we evaluate the SOPs of Alamouti STBC
over the time-selective Rayleigh fading channels and verify
our analytical results. Unless otherwise stated, the simula-
tion environmental settings are as follows: E; = 40 [dBm],
R; = 0.1 [bps/Hz], pg = 0.9, and pg = 0.8.

Figure 1 plots our analytical results for the exact SOPs
(Anal.), i.e., Table 1, their lowerbounds (LB.) in (18), and
the Monte-Carlo simulation results (MC.) versus the ratio
of average SNRs between Bob and Eve, y5/¥g for various
R;. The exact SOP and its lowerbound are considerably
tight when Ry = 0.1 [bps/Hz], while there exists some gaps
when R; = 0.3 [bps/Hz]. Although there exits some gaps
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Table2  The asymptotic analysis of the lowerbounded SOPs in high 5.
Bob (p) | Eve(q) PPAB (R dr
0o (p velq 80,yg —00 V1S
- 2Rs (3 750 )2
JML,JML,LB A 2R, (TE )2 IMLUML _ _ pr log(3:22Rs (3 /78)%) .
IML ML | POENEIR(R) = 322 (L8 d = —limyy o0 — gz =2
S \2 log(22Rs (1+2|pg ) (7e /78
JML,ZF,LB — 72R 2\ ( VE JML,ZF _ P g( WEI")JYE/YB)™) .
IML ZF | PRABR,) = 22 (14 21pgP) (1) d =~ limyy o Teo =2
- 2Rs PAVERENRY
JML.DF.LB _ 2R, 2\ (72 IMLDF _ _ i log(22"s (2+lo5 ) (7e/78)°) ..
IML DF | PRE-PEIB(R,) = 22 (2 + |ogl?) (2£) d = —limgy o ——— = 22D
- 5(7Rs+1 1— 2\ /5
ZEIMLLB  , \ _ AR+l 2\ 7E ZEIML _ _ jo log(2Rs*!(1-lpg?)(7e/78)) .
ZF ML | PESYELE(R,) = 2R (1= losl )?B d = —limyy o0 ——— ozt 1
- Rs 2 2\ (5 /5
ZFZFLB p \ _ AR 2 2\ 7E ZFZF _ s log(2"s (1-log *)(1+lo* ) 7e/78)) .
ZF ZF PLIEEB(Ry) = 2Fs (1 — sl )(1 + gl )% d = —limyg o0 Te7n =1
7 51 (1-1ppI?)(3+lo& ) /78))
ZF,.DF,.LB _ ARs—1 2 2\ e ZEDF _ _ i log(2%s ™! (1-lop ) (3+lor ) 7E/78) .
ZF DF | PIPEIB(R) = 281 (1 - o) (3 +opP) 28 | d7FPF = —limy, oo T =1
- Rs(1_] 2\(5 /5
DEJMLLB  p \ _ AR, 2\ 76 DEIML _ o loa((1-sP)e/m)) .
DF IML | POEMELB(Ry) = 2R+ (1 - |pg?) 22 d = —limyy o0 —— gz =1
. Rs—1(1_ 2 2\ (5w /5
DF,ZF,LB  ARy—1 2 2\ 7E DEZF _ 1. log(Z (1-lpg ?)(1+lpEl )('}’E/)’B));
DF ZF Py e (Rs) = 27 (1 = ozl )(1 + leel )% d = —limyy oo T8 =1
7 Rs=2(1-lpg P )(3+loE ) R /78))
DF.DF.LB _ 22R-2 2 2\ & DEDF _ _1: log(285 (1o ) (3+pEP) i /78)) .
DF DF | POEYEDR) = 22272 (1 - logl?) (3 + loglP) Z& | dPFPF = —limy,, oo T =1
R, = 0.3 [bps/Hz] o R, = 0.1 [bps/Hz] 10° 10°
T T T 10’ d T T T ‘? ‘?
g g
1071 £ 10? 2 10?
(0] [0
g g
- - 3 Exact. JML-JML s Exact. JML-ZF
= = 2 < 104 U= = = Asym. JMLImL Qo 104 1= = —Asym. ouLZF
g g g Exact. ZF-JML g Exact. ZF-ZF
o o o [
[ [ S = = =Asym. ZF-JML S = = =Asym. ZF-ZF
e e & Exact. DF-JML ] Exact. DF-ZF
E g 1073 P i — Asym. DF-JML sll= = —Asym. DF-ZF
= = 10 10
3 3 0 10 20 30 40 0 10 20 30 40
g g J8/%e (dB) /7 (dB)
S 10 k] Anal. JML-JML D 2 10 Anal. JML-JML
@» O  MC. JML-JML 3D @ le) Mr(‘:a JMLIML |
- — = LB.JML-JML |\ - 4 - LB JML-IML 10° 10°
Anal. ZF-JML \ Anal. ZF-JML > >
105 O Mc.zFumL i\ 4 1054 O Mc. zF-umML 3 = =
—————— LB. ZF-JML \ - +- LB.ZFuML )l 8
Anal. DF-JML \ Anal. DF-JML Qo o
O MC.DF-JML \ O MC. DF-JML © 102 C 102
........... LB. DF-JML \ — 4 - LB. DF-JML %’, cc:
10°® L 10 o o
o] 10 20 30 40 o] 10 20 30 40 S S
F8/7e (dB) Fs/7e (dB) 8 Exact. JML-DF 8 Exact. DF-JML
- 10'4 = = =Asym. JML-DF - 10'4 = = =Asym. DF-JML
3 . : 8 . ZF- 8 Exact. DF-ZF
Fig.1  Comparison of the exact SOPs, their lowerbounds, and the Monte- s |- s oEOF s --- oy DF-
1 1 %Y, %Y, %] Exact. DF-DF n Exact. DF-DF
Carlo simulation results versus yg /¥ for R, [bps/Hz]. == ham oror E—Amoror
10° 10°
0 10 20 30 40 0 10 20 30 40
78/7E (dB) 78/7e (dB)
for re]atively large R, the slopes in high B /)_’E between Fig.2  Comparison between the exact SOPs and their asymptotic analy-

the exact SOP and its lowerbound are the same. This fig-
ure validates that the tightness of the lowerbound holds for
relatively small R, which justifies our analysis for secrecy
diversity order from the lowerbounded SOP.

Figure 2 compares the exact SOPs and their asymptotic
analytical results, i.e., Table 2, for all possible combinations
of JIML, ZF, and DF detection methods versus yg/¥g. This
figure shows that the exact SOPs and their asymptotic anal-
ysis are perfectly matched in high yg/yg, which verifies the
accuracy of our analytical results in Table 2. This figure
also shows that the SOPs are superior in the order of DF-ZF,
DF-DF, and DF-JML and in the order of JML-DF, DF-DF,
and ZF-DF for given pg and pg. This implies that the detec-
tion strategy is superior in the order of JML, DF, and ZF in
terms of signal-to-noise ratio. Moreover, the SOP is domi-
nantly affected by the detection scheme of Bob rather than
that of Eve.

Figure 3 compares the instantaneous secrecy diver-

sis in Table 2.

sity orders of the exact SOP in Table 1 and the asymp-
totic lowerbounded SOP in Table 2 versus yg. The in-
stantaneous secrecy diversity order is defined as d’? =
—log PL(R,)/ log 7B, where dP9 = limy, o d”7. We can
see the similar plots of the instantaneous diversity orders for
the SOP (or BER, SER, etc) versus SNR in [13] and [14].
As yp increases, the instantaneous secrecy diversity order
of the exact SOP converges to that of the asymptotic lower-
bounded SOP, which validates the accuracy of our asymp-
totic analysis in Table 2. As yp increases, regardless of the
detection method of Eve, the instantaneous secrecy diver-
sity order converges to two when Alice adopts JML detec-
tion method, while it converges to one when Alice adopts ZF
and DF detection methods. This results is perfectly matched
to our analysis for asymptotic secrecy diversity order given
in Table 2.
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1
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Fig.3  Comparison of instantaneous secrecy diversity orders of the exact

SOP in Table 1 and its asymptotic analysis in Table 2.

6. Conclusion

This letter has studied the SOP and secrecy diversity order
of Alamouti STBC especially with DF detection over the
time-selective fading channels. For given temporal correla-
tions, we have derived the exact SOPs and their asymptoti-
cally high SNR approximation for all possible combinations
of detection schemes, i.e., JML, ZF, and DF, at Bob and Eve.
We have revealed that the SOP is mainly affected by the de-
tection scheme of the legitimate receiver rather than eaves-
dropper and the secrecy diversity order converges to two and
one for JML only at Bob (i.e., IML-JML/ZF/DF) and for the
other cases (i.e., ZF-JML/ZF/DF, DF-JML/ZF/DF), respec-
tively.
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