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Cloud-Edge-Device Collaborative High Concurrency Access
Management for Massive IoT Devices in Distribution Grid

Shuai LI"f, Xinhong YOU"-"®, Shidong ZHANG """, Mu FANG """, and Pengping ZHANG'-7", Nonmembers

SUMMARY  Emerging data-intensive services in distribution grid im-
pose requirements of high-concurrency access for massive internet of things
(IoT) devices. However, the lack of effective high-concurrency access
management results in severe performance degradation. To address this
challenge, we propose a cloud-edge-device collaborative high-concurrency
access management algorithm based on multi-timescale joint optimization
of channel pre-allocation and load balancing degree. We formulate an opti-
mization problem to minimize the weighted sum of edge-cloud load balanc-
ing degree and queuing delay under the constraint of access success rate.
The problem is decomposed into a large-timescale channel pre-allocation
subproblem solved by the device-edge collaborative access priority scoring
mechanism, and a small-timescale data access control subproblem solved by
the discounted empirical matching mechanism (DEM) with the perception
of high-concurrency number and queue backlog. Particularly, information
uncertainty caused by externalities is tackled by exploiting discounted em-
pirical performance which accurately captures the performance influence
of historical time points on present preference value. Simulation results
demonstrate the effectiveness of the proposed algorithm in reducing edge-
cloud load balancing degree and queuing delay.

key words:  cloud-edge-device collaboration, high-concurrency access
management, multi-timescale optimization, channel pre-allocation, data
access control, discounted empirical matching

1. Introduction

The large-scale integration of renewable energy into distribu-
tion grid has spurred new types of services such as distributed
renewable energy control, intelligent load demand response,
and high-frequency electric information acquisition [1]-[5].
These services involve thousands of internet of things (IoT)
devices for data collection, transmission, and computation,
which impose high requirements on high-concurrency access
of massive data [6]-[9]. Cloud-edge-device collaboration
has provided a feasible solution by combining advantages of
edge computing and cloud computing [10]-[14]. Edge com-
puting sinks computing at the edge of the network, which
can process and analyze data faster and improve network
delay [15], [16]. Cloud computing has strong computing
power and big data analysis capability. The data collected by
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devices are pre-processed and stored on edge gateway to ad-
dress the device-cloud communication bottleneck. However,
the lack of an effective high-concurrency access manage-
ment mechanism results in severe performance degradation
of queuing delay, computation load balancing, and access
success rate when the limited capacity of communication
and computing is overwhelmed by the simultaneous access
of massive data [17]-[21]. Therefore, how to achieve cloud-
edge-device collaborative high-concurrency access manage-
ment for distribution grid remains an open issue.

The core of cloud-edge-device collaborative high-
concurrency access management for massive Iol' devices
in distribution grid lies in deep-level coordination between
device-edge channel pre-allocation and edge-cloud data ac-
cess control [22], [23]. On the one hand, edge-device
channel pre-allocation is important to ensure access suc-
cess rate of high-priority device and reduce performance
deviation of edge-side data queue backlog [24], [25]. On
the other hand, edge-cloud data access control improves per-
formance of edge-cloud load balancing and queuing delay
through dynamic matching between device data queues with
cloud computing resources. It is intuitive to jointly optimize
device-edge channel pre-allocation and edge-cloud data ac-
cess control to achieve high-concurrency access manage-
ment for massive IoT devices in distribution grid. However,
the following technical challenges need to be addressed.

First, load balancing improvement and queuing delay
reduction are not necessarily consistent. The mere opti-
mization of load balancing may cause data queue backlog
to increase, and vice versa. Second, device-edge channel
pre-allocation and edge-cloud data access control are not im-
plemented in the same timescale. Device-edge channel pre-
allocation should be optimized in large timescale to reduce
communication overhead caused by frequent channel switch-
ing [26]-[28]. Conversely, edge-cloud data access control
needs to adapt with time-varying data arrival and computing
resource fluctuation, which requires small-timescale opti-
mization. Moreover, the tight coupling between them signif-
icantly increases the complexing of high-concurrency access
management. Last but not least, the data access control de-
cision for one edge gateway has an unneglectable impact
on the performance of queuing delay and load balancing of
the other edge gateways, resulting in externalities for high-
concurrency access management. This impact is uncertain
and cannot be predicted in advance, thereby leading to the
information uncertainty.

Some works have investigated issues of load balancing
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and queuing delay in cloud-edge-device collaboration. In
[29], Zhang et al. attempted to achieve load balancing by
optimizing the maximum throughput of high-concurrency
access based on device-to-device (D2D) communication re-
source allocation. In [30], Li et al. proposed a dynamic
distributed queuing-based random access approach to re-
duce the queuing delay by flexibly adjusting the number of
device queues. However, these works do not consider the
inconsistency between load balancing and queuing delay.
The unilateral optimization of one performance metric in-
evitably causes performance deterioration of the other one.
Femto-cloud was applied in the edge to jointly optimize load
balancing and queuing delay [31] by addressing the com-
munication bottleneck between device and remote cloud. In
[32], Bui et al. divided accessed devices into certain groups
and studied grouping-based access control optimization to
solve device access conflicts, reduce cloud load and queuing
delay, and improve device access efficiency. These works
have ignored the optimization of device-edge channel pre-
allocation. They are not suitable to the high-concurrency
access scenario in distribution grid where communication
resources are limited to meet the access needs of massive de-
vices. In [33], Tom et al. proposed an analysis and prediction
model based on cloud-edge computing resource attributes.
Communication resources are dynamically allocated based
on the number of access devices to maximize access channel
resource utilization. In [34], Xu et al. investigated channel
resource pre-allocation based on multi-agent deep determin-
istic policy gradient to reduce queuing delay of safety-critical
information. However, the multi-timescale joint optimiza-
tion of device-edge channel pre-allocation and edge-cloud
data access control has not been investigated.

Matching theory offers an efficient and flexible solu-
tion to combinatorial optimization problems. With its low
computational complexity, it can quickly find deterministic
solutions within a reasonable computing time. Additionally,
matching theory considers the interdependencies and rela-
tionships among elements in the combinatorial optimiza-
tion problem. By taking into account these connections,
it can identify optimal matches that maximize overall effi-
ciency or meet specific criteria. It has been widely applied
in edge-cloud collaboration [35], data offloading [36], data
access control [37], and channel allocation [38]. In [39],
Rahim et al. designed a matching theory-based idle chan-
nel allocation scheme to satisfy the users’ quality of service
(QoS) requirement. In [40], Agoun et al. proposed an entity
matching-oriented and policy-oriented method to achieve
secure access control. However, these works rely on itera-
tive comparison of preferences to derive a stable matching,
and have not considered the issue of uncertain information
caused by externalities. Since the optimization performance
of one entity is affected by matching decision of other enti-
ties, the key information required for calculating matching
preference, e.g., potential performance of load balancing
and queuing delay after matching, becomes uncertain, and
conventional preference-based matching approaches are in-
feasible. Although several studies addressed the problem
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of externalities by using the swap matching methodology
[41], [42], the high computation complexity of swap match-
ing makes it difficult for real-world implementation.

In this paper, we propose a high-concurrency access
management algorithm based on multi-timescale joint opti-
mization of channel pre-allocation and load balancing degree
to address the above challenges. We formulate a cloud-edge-
device collaborative high-concurrency access management
model. The optimization objective is to jointly minimize
edge-cloud load balancing degree and queuing delay under
the constraints of pre-allocation channel numbers, device
access success rate, data queue numbers, and backlogs of
high-concurrency access. Then, we decompose the formu-
lated problem into a large-timescale device-edge channel
pre-allocation subproblem and a small-timescale edge-cloud
data access control subproblem, which are solved alternat-
ingly by the proposed algorithm. We summarize three con-
tributions as follows.

¢ Joint guarantee of edge-cloud load balancing de-
gree and queuing delay: We define the optimization ob-
jective as the weighted sum of edge-cloud load balancing
degree and edge-cloud queuing delay. Particularly, the load
balancing degree considers the deviations between the data
queue backlog and the average data queue backlog in both
the edge gateway and cloud server. The weighted sum is
also utilized to construct the matching preference of match-
ing options and cloud servers. This enforces higher priority
for matching option with better load balancing degree and
lower queuing delay.

¢ Large-timescale device-edge channel pre-allocation
based on device-edge collaborative access priority: We
construct a device-edge collaborative access priority scoring
mechanism to solve the large-timescale device-edge channel
pre-allocation subproblem. Through service classification
and comparison, the edge-side empirical data queue backlog
performance deviation and device-side access success rate
deviation are calculated based on the historical average queue
backlog, average queue input, average queue output, and av-
erage access success rate. Then, they are combined to derive
the device-edge collaborative access priority score. Access
channel pre-allocation optimization is realized based on the
access priority score under the constraint of pre-allocation
channel numbers.

e Small-timescale edge-cloud data access control
based on discounted empirical matching: We propose a
discounted empirical matching mechanism (DEM) to solve
the small-timescale edge-cloud data access control subprob-
lem. DEM exploits the historical weighted sum performance
of edge-cloud load balancing degree and queuing delay to
construct the two-sided matching preference, which effec-
tively overcomes information uncertainty caused by exter-
nalities. We adopt a discount factor to describe the influence
weight of historical performance at different points in time
for the calculation of the present preference value, ensuring
the accuracy of the present matching relationship.

The rest of this paper is organized as follows. The high-
concurrency access management model based on cloud-
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edge-device collaboration is introduced in Sect. 2. Section 3
describes the high-concurrency access management algo-
rithm based on multi-timescale joint optimization of channel
pre-allocation and load balancing degree. Simulation results
are given in Sect. 4. Section 5 provides the conclusion.

2. High-Concurrency Access Management Model
Based on Cloud-Edge-Device Collaboration

2.1 High-Concurrency Access Management Architecture
Based on Cloud-Edge-Device Collaboration

The cloud-edge-device collaborative high-concurrency ac-
cess management architecture for distribution grid is shown
in Fig. 1, including cloud layer, edge layer, and device layer.

The device layer contains M IoT devices deployed on
smart meters, distributed generators, and charging piles,
which upload the collected data to the edge gateway through
power line communication.

The edge layer contains N edge gateways for stor-
ing and uploading data, the set of which is G =
{91, »9n,- - »gn}. The set of M, devices within the
communication range of the edge gateway g, is defined
as D, = {d},---,d,--- ,d]’\‘,,n},VD,, NDy =0,n+n,

2]:1 M, = M. g, pre-allocates access channels for M,
devices within its communication range to upload collected
data. The uploaded data of M,, devices are stored in M,
data queues on g,,. Then, edge gateway accesses to the cloud
layer and uploads data to cloud server for processing via 5SG
communication networks.

The cloud layer contains a high-concurrency access
platform and K cloud servers. The cloud server processes the
access data of edge gateway to support power services such
as distributed renewable control, load demand response con-
trol, panoramic perception, and electric information acqui-
sition. The set of cloud servers is S = {s1,- - , Sk, , Sk }.
The high-concurrency access platform dynamically adjusts
the edge-device channel pre-allocation strategy according to

N7
Power ;?\!E?P ":‘é‘ X § I,l ?
services L, 2 h\‘,o @ ¥
Distributed renewable ~ Load demand response ~ Electric information
control control acquisition
Cloud ‘Sup_pon

layer |.

L 5G

Edge Edge gateway
layer @ - @ - @
@ Power line|communication @

. [ | |
Device i PPN Q; | P . Lo =4 %
layer |Smart Charging Energy Air  Charging Distributed Smart Distributed Energy
meter  pile  storage  condition pile ~ generator meter photovoltaic storage

Fig.1 Cloud-edge-device collaborative high-concurrency access man-
agement architecture for IoT devices in distribution grid.
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the edge-side empirical data queue backlog performance de-
viation and access success rate deviation. It also performs
edge-cloud data access control to realize joint minimization
of load balancing degree and queuing delay.

The total optimization duration is divided into / peri-
ods. The setis I = {1,---,i,---,I}. Each period contains
Ty slots with length 7. The set is 7 = {1,---,t,---,T},
i.e., T = ITy. The device-edge channel pre-allocation is
optimized in large timescale to reduce communication over-
head caused by frequent switching of access channels, and
the edge-cloud data access control is optimized in small
timescale to adapt with rapid changes of channel states and
fluctuations of computing resources. Define x (i) as the
variable of large-timescale channel pre-allocation in the i-th
period. x;,(i) = 1 indicates that channel is pre-allocated to
the device d)}, for data uploading, and otherwise xJ} (i) = 0.
Define y:’n (1) as the indicator variable of small-timescale
edge-cloud data access in the -th slot. y ’k(t) = 1 indicates
that the edge gateway g, uploads the data of d;, to the cloud
server sy for processing, and otherwise yfn,k(t) =0.

2.2 Data Queue Backlog Model of Edge Gateway and
Cloud Server

The evolution of data queue backlog of edge gateway and
cloud server is shown in Fig.2. Define Q% (¢) as the data
queue backlog of the device dJ, in the edge gateway gy,
which is

Ot +1) = Qp(t) = Up (1) + x,,(D) Ay, (1), (1

where A” (¢) is the amount of data uploaded to g, by dJ}, in
the ¢-th slot, and U} (¢) is the amount of data of d);, which
are uploaded to the cloud server by g,. A% (r) depends on
the device-edge data throughput and the maximum amount
of data collected by d,,, which can be expressed as

Ap(6) = min{r Ry PEC (1), AL (1), 2

where R PLC

(¢) is the transmission rate from d}, to g,, based
on power line communication. A%”hr (z) is the maximum
amount of data collected by dJ},. Similarly, U}’ (¢) depends on
the edge-cloud data throughput and the data queue backlog
Qn (1) of g,,, which can be expressed as

Device layer Edge layer Cloud layer
Data collection Edge gateway Cloud server Data'
data queue processing

i
1
! data queue
1
1
T

O+ @
- -8

A
1
1
1
1
1
]
T

a [ -8
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Fig.2  The evolution of data queue backlog of edge gateway and cloud
server.
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where R 5G(t) is the transmission rate from g,, to the cloud Based on Little’s Law [43] the queuing delay is positively

Server Sy based on 5G, and u” k(t) is the amount of data
of d;, which are uploaded to "the cloud server Sk by gn.
Y. k(t) represents the indicator variable of small-timescale
edge-cloud data access in the 7-th slot.
The queue backlog of data of dJ}, in s, which are up-
loaded by g, is

k(t +1)= k(t) k(t) + yzl,k(t)uz,k(t), “)
where E7 | (¢) is the amount of data of d;,, processed by s
in the ¢-th slot, i.e.,
T0
wsz,k(t)’

where f k(t) is the amount of computing resources of si
used to process the data of dy;, in the t-th slot. @, , (7) is the
amount of computing resources required to process single
bit data of d},.

E} (1) = min{ Wy (0}, (&)

2.3 Load Balancing Degree Model between Edge Gateway
and Cloud Server

Based on [24], we use queue backlog deviation to quantify
the load balancing degree. Defined the load balancing degree
of device d)}, in edge gateway g, as ¢,? (1), which is quantified
as the difference between the data queue backlog Q7 (¢) and
the average queue backlog. ¢,? (1) is given by

62 = — Z Qm(t)—— PG

manen, " anen,

(6)

where w?, is service priority of d;,. MLH 2aren, Qu(t) is
the average data queue backlog of g,,. It is intuitive that the
load is more balanced if the deviation between Q% (¢) and
the average queue backlog is smaller.

Similarly, the load balancing degree of g, in cloud
server sy is defined as

o) (1) = 7)
Ly afwo-4 3 Y o)
gn€G dj, €Dy gn€G dn, €Dy,

proportional to the queue backlog and inversely proportional
to the average data arrival rate. Therefore, the uplink queuing

delay for the data of d;, stored in g, is given in (8).
eTq

In (8), z )Y

z=(e-1)Tp+1
data of d), uploaded to edge gateway g, in the previous i — 1
-1
periods, >
2=(i-1)Tp+1
d)' uploaded to edge gateway g, from ((i — 1)Tp + 1)-th slot
to (¢t — 1)-th slot.
The uplink queuing delay for the data of d;}, which are
uploaded by g, in si is

A” (z) is the total amount of

xp (i)A (z) is the total amount of data of

Wy (0
I t—1
—1 Zl y,",,,k(e)uz’k(@)
e=

Wy _
LZ,k ) =

; &)

where — 1 Z ym k(e)um . (€) is the average amount of data

of d}}, Wthh are uploaded to the cloud server si by g, in the
previous ¢ — 1 slots.

2.5 Cloud-Edge-Device Collaborative High-Concurrency
Access Management Model

In order to realize the cloud-edge-device collaborative high-
concurrency access management, the channel pre-allocation
between edge gateways and devices is optimized in large
timescale, and the edge-cloud load balancing is optimized
in small timescale. The optimization objective is to jointly
minimize edge-cloud load balancing degree and queuing de-
lay.

We define £(¢) as the weighted sum of edge-cloud load
balancing degree and edge-cloud queuing delay, i.e.,

=2

¢,?<r>+4— PIAMOIE

gn€G dy, €Dy sk €S
A& Z Z —L"Q(t)+/l— Z LY @),
In€G dp €Dy sk €S

(10)

where A is a weight to adjust the balance between edge side
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and cloud side. Ay, is the weight of queuing delay in order to
unify the order of magnitude between load balancing degree
and queuing delay. Cloud-edge-device collaborative high-
concurrency access management model is formulated as

min (t
EAONAOY £

st. Cp:xh(i), yr"n,k(t) € {0,1},vd), € D,, Vg, € G,
Vs, €S,YVie IVt e T,

C: Z xX(i) < qu,Vi € T,Ygn € G,
& <D,

1
1
Cs:B |7 D )| = e Vdy, € Do Vgu € G,
i=1
. n _ "
Cs: Z Ymi(t) = LVgn € GVI € T ,Vd,, € Dy,

Sk €S

Gs: Z Z Yy (1) < numy, Vs € SVt € T,
gnEQ d,’:’,EDn

Co: Do >0 (Wi () + yh (Ol (1)) < W™,
gn€G dy, €Dy

Vs, €SVt €T,
(11)

where g, is the maximum number of channels that are pre-
allocatable to devices within the communication range of g,,;
€, is the required access success rate for the device dy,,. W™
is the maximum data queue backlog allowed by si. numy is
the maximum number of data queues which are allowed to
access to Sk.

C is the constraint of large-timescale device-edge chan-
nel pre-allocation variable and small-timescale edge-cloud
data access control variable. C, is the constraint of pre-
allocation channel numbers. Cj is the constraint of device
access success rate. Cy indicates that each edge gateway can
access to only one cloud server. Cs is the constraint on the
data queue number of high-concurrency access of of cloud
server S, i.e., at most numy, data queues are allowed to ac-
cess to sg. Cg is the constraint on the data queue backlogs of
high-concurrency access of cloud server s;. A data queue
is not allowed to access to s if the total data queue backlog
exceeds W,

3. High-Concurrency Access Management Algorithm
Based on Multi-Timescale Joint Optimization of
Channel Pre-Allocation and Load Balancing Degree

The problem formulated in (11) is a mixed integer non-
linear programming problem involving multiple timescales,
which is NP-hard. The optimization objective contains the
load balancing degree and queuing delay of edge servers
and cloud servers. Therefore, we ensure the load balanc-
ing degree and queuing delay performance of edge servers
by optimizing device-edge channel pre-allocation in large
timescale, and on this basis, we optimize data access con-
trol in small timescale to ensure the load balancing degree
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and queuing delay performance of edge servers and cloud
servers simultaneously. Based on the above analysis, we
decompose the formulated problem into a large-timescale
device-edge channel pre-allocation subproblem and a small-
timescale edge-cloud data access control subproblem. Then,
we propose the high-concurrency access management algo-
rithm based on multi-timescale joint optimization of chan-
nel pre-allocation and load balancing degree to solve the
above subproblems, which is shown in Algorithm 1. The

Algorithm 1 High-concurrency access management algo-
rithm based on multi-timescale optimization of channel pre-
allocation and load balancing degree

1: For t=1.2,....T do

Large-timescale device-edge channel pre-allocation based on

device-edge collaborative access priority

If t=Ty,..,iTy,...,I Ty, then
Calculate service similarity degree '7::1,;1 (i) based on (12) and
determine the device access type.

4: Calculate the edge-side empirical data queue backlog perfor-
mance deviation AQY, (i), AAY, (i), and AU} (i) based on (13), (14),
and (15).

5: Calculate the device-side access success rate deviation based on
(16).

6: Obtain the device-edge collaborative access priority score
Scorey;, (i) based on (17).

7: Pre-allocate channels based on 2)5"“ (i) for g, devices, and set
xJ1 (i) = 1 when device is pre-allocated to a channel by g;,.

8: Else
Small-timescale edge-cloud collaborative data access control based
on discounted empirical matching with perception of high-
concurrency number and queue backlog

9: Initialization: Initialize I'x (#) =2, Q2 =0,and? = S.

10: Discounted empirical weighted performance-based preference
list construction: Calculate a;’") & (¢) and Bﬁl, « based on (20) and (21)
and construct the preference list 77}, and F.

11: Perception of high-concurrency number and queue backlog-
based matching iteration:

12: While 77}, + @, do

13: For 6]}, € ©, do

14: 6%, sends matching proposal to its most preferred cloud server
based on 7}},.

15: End for

16: For s; €7, do

17: If Tx (£) | < numy and Egn ery (1) [Wr::,k (2) +u:'n’k(t)] <
W,;“a", then

18: sk establishes temporary matching relationship with the

matching options which have sent match proposals to it.
19: Else

20: s establishes temporary matching relationship with the first
numy matching options in the . Remove unmatched options from
T (1).

21: The matching option with the smallest preference value

in 'y (¢) is removed successively until 2 omery (1) [Wr:tl,k (1) +
u";’k(t)] < W,

22: End if

23: The matched matching options in I'x (¢) are temporarily re-
moved from €. s rejects other matching options that send matching
proposals to sy

24: End for

25: The rejected matching option 6}}, updates the preference list 7},
by removing sy

26: End while

27: End for
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proposed algorithm solves the large-timescale device-edge
channel pre-allocation subproblem by the device-edge col-
laborative access priority scoring mechanism. According to
the large-timescale channel pre-allocation strategy, the pro-
posed algorithm addresses the small-timescale edge-cloud
data access control subproblem by the DEM with the per-
ception of high-concurrency number and queue backlog.

3.1 Large-Timescale Device-Edge Channel Pre-Allocation
Based on Device-Edge Collaborative Access Priority

We construct device-edge collaborative access priority score
to solve the large-timescale channel pre-allocation subprob-
lem. Firstly, we construct the service data feature vector
based on the unique feature fields which appear frequently.
The classification of the service carried by the device is
performed by calculating the similarity degree between the
device data traffic feature vector and the service data traffic
feature vector. Then, based on the service classification re-
sults, we calculate the edge-side empirical data queue back-
log performance deviation. Afterwards, we calculate the
device-side access success rate performance deviation. Fi-
nally, the device-edge collaborative access priority score is
derived by combining edge-side empirical data queue back-
log performance deviation and device-side access success
rate deviation. The access channel pre-allocation decision
is determined based on the access priority score and the
constraint of device-edge pre-allocation channel numbers.

3.1.1 Power Service Classification

The edge gateway determines the device access type in each
period. If d}} is determined as a new access device, the
service similarity degree is calculated by comparing the data
traffic feature vector of dJ;, with the service data traffic feature
vector to achieve service classification. Otherwise, the edge
gateway uses the historical service classification result of d,,.
The service similarity degree between dj,, and the h-th type
service is given by

1
| Fr(@) — X [

where F},, (i) is the data traffic feature vector of dj;,, and X,
is the data feature vector of the A-th type service. When
n:‘n’h(i) is the largest one among all types of services, the
data of device dJ;, are identified as the /i-th type service. d,,
is added to the device set of the h-th type service Oy (i), i.e.,
On(i) = Op()) U {dp,}.

Tl:,lh(i) = (12)

3.1.2 Edge-Side Empirical Data Queue Backlog Perfor-
mance Deviation

Assume d)j, € Op(i). Define AQ% (i) as the deviation be-
tween the historical average queue backlog of d,, and the
historical average queue backlog of the h-th type service.
Define AAJ, (i) as the deviation between the historical aver-
age queue input of d};, and the historical average queue input
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of the h-th type service. Define AU/ (i) as the deviation
between the historical average queue output of dJ;, and the
historical queue output of the A-th type service. AQ7 (i),
AAJ (i), and AU} (i) are given by

(=T

N ,
A== > 00 (13)
0 (i D141
1 (i_ZU:TO
R Om(0),
| Oh(l) | TO d €0y, (i) t=(i-2)Ty+1
1 (GRD)
ML =2 A (14)
O =i Dmp+1
| (i-DTy
- AL (1),
| On(i) | To 3, €0y (i) 1=(i-2)Tp+1
1 (i-DTy
ML= D, Un) )
0 =i D1p+1
| (i-DTp
- U,
[ 0ni) | To "

day, €Oy, (l) t=(i-2)Ty+1

where | Oy (i) | is the number of devices in the set Oy, (7).
3.1.3 Device-Side Access Success Rate Deviation

The deviation between the required access success rate ¢,
for dJ}, and the historical average access success rate of dJ;,
is defined as

i-1

xn(e). (16)
1

AEm(l) = 6::1 - :
e=

3.1.4 Device-Edge Collaborative Access Priority Score

The device-edge collaborative access priority score is
calculated based on edge-side queue backlog deviation
AQ7 (i), queue input deviation AAZ (i), queue output devi-
ation AU} (i), and device-side access success rate deviation
A€)(i). Device-edge collaborative access priority score is
derived as

Score), (i) = AeAe, (i) + AU, (i) — AQL, (i) — AAL (D),
(17)

where A, is the adjustment weight of Ael)(i). The larger
Scorel (i) is, the higher access priority dJ}, will have in the
i-th period.

3.1.5 Access Channel Pre-Allocation Decision
Define Score™™ as the access channel pre-allocation thresh-
old. The set of devices meeting the threshold is defined
as D3°°(%i) = {d" | Score" (i) > Score™"}. Arrange
the devices in D3¢°(i) in descending order according to
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Scorel (i). If d}, ranks top g, among all the devices in D,,,
gn pre-allocates a channel for d}, i.e., x» (i) = 1.

3.2 Small-Timescale Edge-Cloud Collaborative Data Ac-
cess Control Algorithm Based on Discounted Empir-
ical Matching with Perception of High-Concurrency
Number and Queue Backlog

3.2.1 Matching Model

The small-timescale edge-cloud data access control subprob-
lem involves the optimization of data access control strat-
egy among data queues, edge gateways, and cloud servers.
Therefore, we model it as a three-dimensional matching
among edge gateways, data queues, and cloud servers. The
goal is to construct the matching to minimize the weighted
sum of edge-cloud load balancing degree and edge-cloud
queuing delay. Considering the high complexity, the three-
dimensional matching is reduced into a two-side matching
by combining gateways and data queues as new matching op-
tions. Define ® = {6!, .. SO AI\/’[ } as the set of match-
ing options, where 67, represents the data backlog queue of
d in edge gateway g,. The number of matching options in
®is |6 = nN:l M,,. Some definitions are introduced as the
basis to derive the proposed algorithm.

Definition 1 (Preference relation): For each side partic-
ipating matching, the preference relation reflects the degree
of mutual preference, which is a complete, reflective and
transitive binary relation over the available participants of
the other side, i.e., “>". It is introduced to compare the
preferences as

O, >, S, © ay, (1) > ap, (1), (18a)
Sk >ap, O © B () > Bl (1), (18b)

where 6}, >, s; means that the matching option ¢}, prefers
to the cloud server s; more than the cloud server si because
the preference value a;, , (¢) is larger than a, k,(t)

Definition 2 (Two- szded matching): The decision of the
edge-cloud collaborative data access control is a two-sided
matching ¢, i.e.

#(6,) €S and |¢(0),)| = LVsk € S, (19a)
#(sk) €O and |@(sk)| = numg, Vo), € O, (19b)
$(se) SO and > (W (6)+yp (00 (1)
oreo (se)
< WX Vgl € @, (19¢)
= ¢(0y,) © O € B(s1)s (19d)

where (19a) ensures that each data queue can access to only
one cloud server. (19b) indicates that numy; matching options
are allowed to access to sx. (19c) indicates that matching
options are not allowed to access to sy if the total data queue
backlog exceeds W;™*. (19d) means the cloud server sy is
matched to the matching option 6}}, if 87, is matched to sx.
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Definition 3 (Rational matching): A matching ¢ is indi-
vidually rational if there does not exist a cloud server which
prefers to keep unmatched compared with its current match.
This implies that the cloud server in the matching process
should not be unacceptable.

Definition 4 (Blocked): A matching 6 is said to be
blocked by a pair of participants ()}, sx) if 0;‘; . & o(sk),
Sk >0n', ¢(Sk) and 9;’1 >sir Sk Sk’ ¢ ¢(9;‘n)

5eﬁnition 5 (Stable matching): A matching ¢ is said to
be stable if it is individually rational, and it is not blocked by
any pair.

3.2.2 Implementation Process of DEM

We propose a DEM mechanism to overcome information un-
certainty caused by externalities. Accordingly, the proposed
mechanism takes the discounted empirical matching perfor-
mance into account when constructing the preference list. On
the one hand, the empirical matching performance avoids the
externality which rely on only historical observation. On the
other hand, a discount factor is used to describe the weight
of the influence of the historical performance on the calcu-
lation of the present preference value at different points in
time. The introduction of a discount factor enables temporal
adjustment of preference value, ensuring the accuracy of the
present matching relationship. DEM contains three steps,
i.e., initialization, discounted empirical performance-based
preference list construction, and matching iteration base on
perception of high-concurrency number and queue backlog.

e Step 1: Initialization. Define I'x(¢) as the set of match-
ing options that are currently matched with s, and de-
note |T(7)| as the number of matching options in Iy ().
Denote the set of unmatched matching options as €,
and the set of unmatched cloud servers as 7. Initialize
I't)=2,2=0,and? = 8.

 Step 2: Discounted empirical performance-based pref-
erence list construction. The preference value of 6},
for sy is defined as the discounted empirical weighted
sum of load balancing degree and queuing delay of g,,,
which is given by

t—1

AMOESS Z v

z=1

1
~ar 2 @)+ L@
" dj, €D,

“wp (Om(2) (20)

Similarly, the preference value of s for 67, is defined
as the discounted empirical weighted sum of load bal-
ancing degree and queuing delay of s, which is given
by

-1

ﬁ,’;,k(r>=—2 VI (Wl (W (2) @D

RPN

gn€G dy, €Dn

k(z) +ALL" (z)],
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where v € (0,1) is the discount factor used to adjust
the influence weight of the historical performance at
different points in time for the calculation of the present
preference value. The discount factor makes the slots
in the front have lower weight, ensuring the accuracy
of the present matching relationship. Define the )}
as the preference list of 6, for cloud servers and %
as the preference list of s for matching options. Then,
matching options and cloud servers calculate preference
values based on (20) and (21), and construct preference
lists by sorting preference values in descending order.
» Step 3: Matching iteration base on perception of high-
concurrency number and queue backlog. First, 67, € Q
sends matching proposal to its most preferred cloud
server based on 7, e.g., sx. Afterward, s calcu-
lates the number of received matching proposal. If
0] < numi; and By e oW, () + ()] <
W, sy establishes temporary matching relationship
with the matching options which have sent match pro-
posals to it, i.e. y”;’k(t) = 1. Otherwise, sy establishes
temporary matching relationship with the first numy
matching options in the #;. Remove unmatched op-
tions from I't(z). The matching option with the small-
est preference value among numy options is removed
from [y (¢) until 3 gn Erk(t)[Wrr:l,k(t) + u”m’k(t)] < Wi
The matched matching options are temporarily removed
from Q. Then, s rejects other matching options that
send matching proposals to s; and the rejected matching
option 87, updates the preference list 7, by removing
sk. Finally, the unmatched matching options make new
proposals based on the updated preference lists.

Matching iteration ends when each matching option 6},
establishes a matching relationship with a cloud server or its
preference list 7, = @.

3.2.3 Property Analysis

The proposed algorithm provides an effective solution for
high-concurrency access management of massive IoT de-
vices in distribution grids. It focuses on optimizing the
device-edge channel pre-allocation strategy in the large
timescale to mitigate the capacity shortage of communication
and computing resulting from high-concurrency access. Ad-
ditionally, in the small timescale, the algorithm adopts DEM
to determine the data access control strategy. This strategy
aims to optimize the load balancing degree and queuing de-
lay of edge-cloud resources in the face of high concurrency
data access from IoT devices.

The complexity of the proposed algorithm includes
preference list construction and matching iteration. Specifi-
cally, the complexity of matching options to construct pref-
erence lists is O(K + K log(K)), and the complexity of cloud
servers to construct preference lists is O(M + M log(M)). In
the matching iteration, based on constraint Cs and constraint
Cg, the matching option only needs to send matching pro-
posal to the cloud server, and the cloud server establishes a
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temporary matching relationship with at most numy; match-
ing options, the complexity of both is O(1). At the same
time, each iteration has at least one matching options to
complete the matching, the algorithm ends for a maximum
of M iterations, so the complexity of matching iteration is
O(M). Therefore, the complexity of proposed algorithm is
O(K + Klog(K)) + O(M + M log(M)) + O(M), which has a
linear logarithmic relationship with the number of matching
options. As the number of matching options increases, the
algorithm is still applicable.

4. Simulation Result

We consider the IEEE 33 node topology model for simula-
tion validation [44]. The topology contains 3 cloud servers,
10 edge gateways, and 3000 IoT devices. Each device imple-
ments one type of service. The service priority contains four
levels, i.e., the fourth-level service has the highest priority,
and the first-level service has the lowest priority. The set
of service priorities for four levels w7, is [0.8,0.6,0.4,0.2],
and the set of minimum expected constraints for four lev-
els €, is [0.8,0.7,0.6,0.5]. The simulation parameters are
summarized in Table 1 [45], [46].

The performance of the proposed algorithm is com-
pared with two existing algorithms, which are introduced
below.

4.1 Load-Aware Channel Allocation (LACA) Algorithm
[47]

LACA optimizes the channel pre-allocation optimization
based on edge-side load in large timescale, but ignores the
small-timescale edge-cloud data access control optimization.

4.2 Bipartite Matching-Based Edge-Cloud Collaborative
Offloading (BMECO) Algorithm [48]

BMECO pre-allocates access channels based on service pri-
ority without considering the constraint of access success
rate in large timescale, and optimizes the edge-cloud data
access control based on the bipartite matching algorithm
in small timescale, which neglects information uncertainty
caused by the problem of externalities.

Figure 3 shows the edge-cloud load balancing degree
versus time slot. The result shows that the edge-cloud load
balancing degree of the proposed algorithm is the best and
the fluctuation is the smallest. Compared with LACA and

Table 1  Simulation parameters.
Parameter Value Parameter Value
N 10 M 3x10°
K 3 1 10
T 100 T 50 ms
AT (4 [0.3,0.7] Mbits REPIC (1) [6.8] Mbps
9::1 k(t) [2,4] x 103 cycles/bit R:’n‘SkG(t) [8,12] Mbps
£ (0 2 x 10™0cycles/s Wl [0.80.6 0.4 0.2]
dn 200 ka““" 200 Mbps
nump 700 AL 0.1
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BMECO, the edge-cloud load balancing degree of the pro-
posed algorithm is improved by 74.68% and 71.27%, respec-
tively. The reason is that the proposed algorithm performs
channel pre-allocation according to edge-side empirical data
queue backlog performance deviation and device-side ac-
cess success rate deviation in large timescale to balance the
queue backlog of different devices. At the same time, the
proposed algorithm optimizes the edge-cloud data collab-
orative data access strategy based on perception of high-
concurrency number and queue backlog, achieving greater
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edge-cloud load balancing degree performance.

Figure 4 shows the edge-cloud load balancing degree for
four-level services with differentiated priorities. Compared
with LACA and BMECO, the proposed algorithm increases
the load balancing degree performance of the fourth-level
service with the highest priority by 70.37% and 38.46%.
This is because the proposed algorithm considers the ser-
vice priority in both large-timescale and small-timescale op-
timizations. In large timescale, more strict constraint of
access success rate is imposed for high-priority service. In
small timescale, service priority is utilized as a weight to
construct the matching preference, which ensures that high-
priority data queues are matched to cloud servers with better
load balancing degree. LACA ignores the optimization of
edge-cloud data access and service priority, which cannot
ensure the load balancing performance of high-priority ser-
vices. BMECO performs better than LACA but worse than
the proposed algorithm. It only considers service priorities
in large-timescale channel pre-allocation but cannot achieve
service priority aware in small-timescale data access control.

Figure 5 shows the edge-cloud queuing delay versus
time slot. When ¢ = 100, compared with LACA and
BMECO, the proposed algorithm improves the edge-cloud
queuing delay by 6.97% and 14.83%, respectively. Itreduces
queuing delay by simultaneously considering the edge-side
data queue backlog performance deviation and cloud-side
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high-concurrency number and queue backlog. LACA has the
worst queuing delay performance due to the large cloud-side
queuing delay caused by uncoordinated high-concurrency
data access. BMECO cannot construct accurate preference
value based on edge-cloud queuing delay because of the
information uncertainty caused by externalities. The perfor-
mance of bipartite matching gets worse since matching is
implemented based on the inaccurate preference value.

Figure 6 and Fig. 7 shows the box plots of edge queue
backlog and cloud queue backlog. Compared with LACA
and BMECO, the proposed algorithm reduces the edge queue
backlog fluctuation by 76.67% and 67.19%, and the cloud
queue backlog fluctuation by 62.35% and 60.22%. The
reasons have been introduced in Fig. 5.

Figure 8 shows the access success rate of different ser-
vice priorities. The proposed algorithm meets the constraints
of access success rate for all services. It considers the device-
side access success rate deviation in access priority scores,
which is closely related to the service priority. Channels are
pre-allocated to devices with larger deviation to increase the
access success rate. LACA cannot provide access success
rate guarantee for high-priority service because the service
priority is ignored in channel pre-allocation. BMECO only
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considers the service priority but ignores the queue backlog
deviation. Channels are aggressively pre-allocated to high-
priority services, which reduces the access success rate of
low-priority services.

Figure 9 shows the access success rate versus the num-
ber of devices. As the number of devices increases from
3 x 103 to 4.5 x 10°, the access success rate of the forth-
level service decreases by 9.41%, while that of the first-level
service decreases by 43.39%. With the increase of device
number, more channels are pre-allocated to high-priority
services, which achieves service priority-aware access suc-
cess guarantee under high-concurrency access of massive
devices.

5. Conclusion

In this paper, we proposed a cloud-edge-device collaborative
high-concurrency access management algorithm based on
multi-timescale joint optimization of channel pre-allocation
and load balancing degree for IoT devices in distribution
grid. The proposed algorithm achieves joint guarantee of
edge-cloud load balancing degree and queuing delay for ser-
vices with differentiated priorities. Compared with LACA
and BMECO, the proposed algorithm respectively improves
edge-cloud load balancing degree by 74.68% and 71.27%,
and edge-cloud queuing delay by 6.97% and 14.83%. In the
future, we will further investigate high-concurrency access
management from the perspective of sensing, communica-
tion, and computing integration.
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