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SUMMARY Fault-tolerant aggregate signature (FT-AS) is a special type
of aggregate signature that is equipped with the functionality for tracing
signerswho generated invalid signatures in the case an aggregate signature is
detected as invalid. In existing FT-AS schemes (whose tracing functionality
requires multi-rounds), a verifier needs to send a feedback to an aggregator
for efficiently tracing the invalid signer(s). However, in practice, if this
feedback is not responded to the aggregator in a sufficiently fast and timely
manner, the tracing process will fail. Therefore, it is important to estimate
whether this feedback can be responded and received in time on a real
system. In this work, we measure the total processing time required for the
feedback by implementing an existing FT-AS scheme, and evaluate whether
the scheme works without problems in real systems. Our experimental
results show that the time required for the feedback is 605.3ms for a typical
parameter setting, which indicates that if the acceptable feedback time is
significantly larger than a few hundredms, the existing FT-AS schemewould
effectively work in such systems. However, there are situations where such
feedback time is not acceptable, in which case the existing FT-AS scheme
cannot be used. Therefore, we further propose a novel FT-AS scheme
that does not require any feedback. We also implement our new scheme
and show that a feedback in this scheme is completely eliminated but the
size of its aggregate signature (affecting the communication cost from the
aggregator to the verifier) is 144.9 times larger than that of the existing
FT-AS scheme (with feedbacks) for a typical parameter setting, and thus
has a trade-off between the feedback waiting time and the communication
cost from the verifier to the aggregator with the existing FT-AS scheme.
key words: sensor networks, aggregate signature

1. Introduction

An aggregate signature scheme [2]–[5] is a signature scheme
in which multiple signatures can be aggregated into a single
aggregate signature. Aggregate signature schemes poten-
tially allow us to significantly reduce the communication
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cost in information systems where a large number of signed
data is transmitted. For instance, an aggregate signature
scheme can be used for alive monitoring of devices in a
factory. Suppose that there are thousands of devices that
send their own signatures as survival reports. Thanks to an
aggregate signature scheme, the thousands of reports can
be aggregated into a single aggregate signature. Thus, the
factory can pass the entire reports to the monitoring center
by sending the aggregate signature, which will drastically
reduce the bandwidth consumption.

Here, however, a potential problem is that, if invalid
signatures are contained in the aggregate signature, then the
entire reports would be rejected. In this paper, we call sign-
ers who generate invalid signatures rogue signers. Rogue
signers can be seen to model signers who generate invalid
signature probabilistically (due to, e.g., the failure of de-
vices), or signers that are corrupted by a malicious party∗∗.
At first glance, it seems trivial to detect invalid signatures
if an aggregator verifies individual signatures before aggre-
gation. In practice, however, aggregators are assumed to be
relatively small devices on the communication path, such as
IoT devices, which have small memory size and would be
difficult to verify many signatures sufficiently fast. There-
fore, we assume aggregators are inexpensive small devices
that can aggregate fast but cannot verify individual signatures
sufficiently fast before aggregation or store them all.

For resolving this problem, Hartung et al. [6] proposed
Fault-Tolerant Aggregate Signature (FT-AS for short) which
is equipped with the functionality for identifying rogue sign-
ers. In FT-AS schemes, the aggregator temporarily stores all
signatures which have not been aggregated in its memory,
andwhen an invalid aggregate signature is detected, it identi-
fies the rogue signer(s) by using combinatorial methods such
as cover-free family [7]–[9], or group testing [10], [11]. Note
that these schemes are more efficient than the trivial scheme
because the combinatorial methods require light computa-
tion and less times of verification than the trivial method. A
potential problem in these schemes is that the aggregator is
required to have a relatively large memory which can store
all individual (non-aggregated) signatures. Since the aggre-
gator is assumed to be a non-powerful device, it is not always
the case that such a sufficiently large memory is available to

∗∗In this paper, we mainly focus on signers that probabilistically
generate invalid signatures. However, we can think of them as
corrupted by a malicious party.
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the aggregator. Therefore, following [6], there have been
proposed some attempts to reduce the required memory size
for the aggregator in the context of FT-AS. Especially, [12]
investigated an approach for reducing the aggregator’s mem-
ory size by introducing a multi-round tracing [13]. This
special type of FT-AS was called aggregate signature with
interactive tracing functionality (ASIT) in [12]. As men-
tioned above, one possible application of FT-AS is alive
monitoring of edge devices in a factory, where each edge
device periodically sends a signature and a detecting process
for the rogue signers is carried out by using multiple aggre-
gated signatures at each time period. In such a scenario, in
contrast to the single-round setting, FT-AS schemes in the
multi-round setting do not identify rogue signers in a single
execution of the tracing functionality. Typically, it works as
follows: Once the aggregator receives individual signatures,
it aggregates them by following some predetermined way
(specified by the underlying combinatorial method such as
Dynamic Traitor Tracing (DTT) [14]), and then sends the ag-
gregate signatures to the verifier. The verifier, on receiving
the aggregate signatures, verifies them to determine the next
way of aggregation (by running the combinatorial method),
and sends it to the aggregator as a feedback. When the aggre-
gator receives individual signatures in the next time period,
it aggregates them based on the way that is determined by
the feedback. This process is repeated until all rogue signers
are identified.

As mentioned above, in existing multi-round FT-AS
schemes, the verifier sends a feedback to the aggregator for
efficiently tracing rogue signers. Thus, in real systems, this
feedback must be transmitted in a sufficiently fast and timely
manner to the aggregator so that the aggregator can proceed
to the next step of the tracing procedure in time. Therefore, it
is important to investigate whether this feedback can be sent
and received sufficiently fast on a real system, and might be
necessary to consider an alternative scheme if the feedback
waiting time is not acceptable.

1.1 Our Contribution

To the best of our knowledge, the most efficient multi-round
FT-AS scheme is the one proposed by Ishii et al. [12]. (In
the following, we refer to this scheme as AS-FT-2, following
the description in [12].) The first contribution of our work
is that we measure the total processing time required for the
feedback by implementing AS-FT-2. In order to realize an
environment in cyberspace that is as close to a real system as
possible, we implement this scheme in a simulation environ-
ment built on Amazon Web Services (AWS). We measure
the performance of the algorithms, and find out that the feed-
back waiting time is 605.3ms on average in the setting with
the number of signers N = 3000 including d = 5 rogue
signers (for which we have the above mentioned example of
a factory in mind). The feedback waiting time is asymptot-
ically proportional to N . This indicates that in applications
whose acceptable feedback time is significantly larger than
a few hundred ms, the existing FT-AS scheme can be used

without problems. However, these schemes cannot be used
if applications require faster feedback time. For instance,
the average requirement for the transmission interval is con-
sidered to be 5 seconds to an hour [15], whereas in some
real-time communication systems, the data transmission in-
terval for cooperative intelligent transportation systems is
considered to be 200 ms [16]. The existing scheme would
not be suitable for the latter case.

Our second contribution is that we propose a new vari-
ant of an ASIT scheme [12] that does not require a feedback,
in anticipation of applications where the feedback waiting
time is shorter so that existing schemes cannot be used. The
idea behind our proposed scheme is that we let the aggrega-
tor decide how to generate aggregate signatures beforehand.
More specifically, our scheme employs Sequential Traitor
Tracing (STT) [17] as a tracing functionality, instead of DTT
employed in the existing ASIT scheme (see Sect. 3 for the
technical details). We also implement our new scheme, and
compare the performances with AS-FT-2. The experiment
reveals that the new scheme runs faster than the existing
scheme, but requires more communication cost (i.e., the
bandwidth for sending aggregate signatures). See Sect. 5 for
the discussion.

1.2 Implications of Our Results: Suitable Schemes for In-
dividual Applications

In this subsection, we discuss the implications of our results.
In particular, we provide specific recommended multi-round
FT-AS schemes for some applications. We illustrate this
in Fig. 1. Note that this is a list of recommended schemes
that seem to be most suitable, and other schemes can also
be applied to the same applications. In addition, when an
aggregator is sufficiently powerful in terms of computation
or memory size, we can use the trivial method that the ag-
gregator verifies all individual signatures before aggregation
or store all individual signatures to trace invalid signatures.
If the aggregator is sufficiently powerful then we can use this
trivial method. Therefore, we only consider the case where
such a powerful aggregator is not available.

Our results show that for applications where high com-
munication rate (more than about 1Mbps) is available but
we need to transmit a new message in real time with an in-
terval of less than 1 second (the left-upper region of Fig. 1),

Fig. 1 A map of the most suitable scheme in existing multi-round FT-
AS schemes for a network where aggregators have small memory and low
computational power.
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our proposed scheme (presented in Sect. 4) is recommended.
Such applications include, for example, traffic monitoring.

For applications where the transmission rate is low
(about 128 kbps) but it is sufficient to send the latest in-
formation at a relatively long interval of a few seconds or
more (the right-lower region of Fig. 1), the schemes in [12]
and [18] are recommended†. Such applications include sen-
sor networks.

For applications where high communication rate is
available and where it is sufficient to transmit a newmessage
at relatively long intervals of a few seconds or more (the
right-upper region of Fig. 1), a variety of FT-AS schemes
can naturally be applied. However, among those schemes,
we recommend [12] and [18] as the most suitable schemes
because of their very small size of data transmission. Of
course, AS-SW-1 (presented in Sect. 4) is also applicable,
but since the communication data size of AS-SW-1 is much
larger than that of [12] and [18], there is no particular merit
except for being able to accept a short interval.

For applications where only low transmission rate is
available and the latest message must be transmitted in real
time at intervals of less than 1 second (the left-lower region
of Fig. 1), there are currently no recommended schemes. In
such a situation, if it is necessary to use a FT-AS scheme,
the only way is to use the trivial methods using a powerful
aggregator as described above.

Note that our proposed scheme is not always the best
for such time-constrained network settings. Our claim is
that only our scheme is applicable to some networks where
existing schemes have not been assumed.

1.3 Related Work

Boneh et al. [2] proposed the first aggregate signature scheme
(together with its concept itself), which is secure in the ran-
dom oracle model and based on the BLS signature [19] in
groups with efficiently computable bilinear maps. Hohen-
berger et al. [20] gave an aggregate signature scheme using
multilinear maps in the standard model. These schemes can
aggregate individual signatures as well as already aggregated
signatures in any order.

Hartung et al. [6] proposed fault-tolerant aggregate sig-
nature schemes. In their schemes, a cover-free family [7]–
[9], which is a combinatorial scheme, is used to determine
sets of individual signatures to be aggregated. Several
works [13], [18], [21] proposed efficient aggregate signatures
with a tracing functionality based on group testing [10], [11].
These schemes were shown to be secure against static attack-
ers.

There are other types of aggregate signature schemes.
One is sequential aggregate signature, which was first pro-
posed by Lysyanskaya et al. [3] and shown to be secure in the
random oracle model. Since then, a number of schemes have
been proposed both in the randomoraclemodel [3], [22], [23]

†AS-FT-2 [12] and the Construction I in [18] have essentially
the same tracing procedure, binary splitting.

and in the standard model [24], [25]. Another type is ag-
gregate signature with synchronized aggregation, which was
first proposed by Gentry and Ramzan [4] (in the identity-
based setting) and shown to be secure in the random oracle
model. Again, since then, several constructions have been
proposed both in the random oracle model [4], [5] and in the
standard model [5].

1.4 Paper Organization

In Sect. 2, we introduce notations and recall the definitions
of ASIT. In Sect. 3, we review the ASIT scheme AS-FT-2
by Ishii et al. [12], observe the feedback waiting time of
this scheme, and give a discussion on it. In Sect. 4, we
propose a new ASIT scheme, called AS-SW-1, that does not
require a feedback, based on a STT. In Sect. 5, we show the
experimental results for the proposed scheme and discuss
which of AS-FT-2 and AS-SW-1 is more suitable for some
network systems. Finally, Sect. 6 concludes this work.

2. Preliminaries

2.1 Notations

We let [n]B{1, . . . ,n}. We denote the empty string by ε , the
empty set by ∅, the message space (of a signature scheme)
byM, an unspecified polynomial by poly(·), an unspecified
negligible function by negl(·), and the security parameter by
λ. PPT stands for probalistic polynomial time. We say that
P is a partition of a set U(⊆ [n]) if it satisfies the following
conditions: P = (S1, . . . ,Sp), p ∈ [|U |], S1, . . . ,Sp ∈ 2U \
{∅},

⋃
i∈[p] Si = U, and Si ∩ Sj = ∅ for all i , j (i, j ∈ [p]).

2.2 Aggregate Signatures

Here, we recall an ordinary aggregate signature and its se-
curity definition. In this paper, for simplicity, we deal with
aggregate signatures which aggregate only one message and
signature pair under one verification key††.

An aggregate signature scheme consists of the five PPT
algorithms (KeyGen, Sign, Verify, Agg, AggVerify).

• (pk,sk) ← KeyGen(1λ): KeyGen is the key genera-
tion algorithm that takes 1λ as input and outputs a pair
(pk,sk) of public and secret keys.

• σ ← Sign(sk,m): Sign is the signing algorithm that
takes a secret key sk and a message m ∈ M as input,
and outputs a signature σ.

• 1 / 0 ← Verify(pk,m, σ): Verify is the verification al-
gorithm (for an individual signature) that takes a public
key pk, a message m, and a signature σ as input, and
outputs either 1 (valid) or 0 (invalid).

††In general, aggregate signatures can aggregate multiple signa-
tures even if they are generated under the same key.
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• τ ← Agg({(pki,mi, σi)}i): Agg is the aggregation al-
gorithm that takes as input tuples of a public key, a
message, and a signature, {(pki,mi, σi)}i . It then out-
puts an aggregate signature τ.

• 1 / 0 ← AggVerify({(pki,mi)}i, τ): AggVerify is the
verification algorithm (for an aggregate signature) that
takes as input pairs of a public key and a message
{(pki,mi)}i , and an aggregate signature τ. It then out-
puts either 1 (valid) or 0 (invalid).

Definition 2.1 (Correctness): An aggregate signature
scheme ΣAS = (KeyGen,Sign,Verify,Agg,AggVerify) satis-
fies correctness if for any λ ∈ N, any n = poly(λ), and any
m1, . . . ,mn ∈ M, it holds that

Pr
 1← AggVerify({(pki,mi)}i∈[n], τ)

������
∀i ∈ [n], (pki,ski) ← KeyGen(1λ),
andσi ← Sign(ski,mi);
τ ← Agg({(pki,mi, σi)}i∈[n])

 = 1.

For security aganist forgery, we consider EUF-CMA
(Existential UnForgeability against Chosen Message At-
tacks) security in the model where all key pairs are generated
honestly (honest-key model). The definition captures a sit-
uation where adversaries, including an aggregator, cannot
forge a valid and fresh message-signature pair even if they
acquired valid signatures of honest signers.

We define security using an experiment in which all
signers and an aggregator except the first signer are consid-
ered as adversaries, and the adversary wins if it success-
fully forges a valid aggregate signature containing the first
signer. The adversaries’ acquisition of valid signatures is
represented as oracle access.

Definition 2.2 (EUF-CMA security): An aggregate signa-
ture scheme ΣAS = (KeyGen,Sign,Verify,Agg,AggVerify)
satisfies EUF-CMA security if for any λ ∈ N, any
n = poly(λ) and any PPT adversary A, it holds
that Pr

[
ExpASEUF-CMA

ΣAS ,A
(λ,n) = 1

]
= negl(λ) where

ExpASEUF-CMA
ΣAS ,A

(λ,n) is the following experiment:

ExpASEUF-CMA
ΣAS ,A

(λ,n)
∀i ∈ [n], (pki,ski) ← ΣAS. KeyGen(1λ);
QB ∅;
({mi}i∈S, τ,S) ←
AΣAS. Sign(sk1 , ·)(pk1, {(pki,ski)}i∈[n]\{1}) :

Output 1 if S ⊆ [n], 1 ∈ S, m1 < Q and
ΣAS. AggVerify({(pki,mi)}i∈S, τ) = 1,
else output 0

where when A makes a query m ∈ M to the signing oracle
ΣAS. Sign(sk1, ·), it computes σ ← ΣAS. Sign(sk1,m), sends
σ to A, and sets Q← Q ∪ {m}.

Note that in the experiment, the user index 1 is used as the

challenge user, whose secret key is unknown to an adversary,
and the remaining keys (pki,ski)i∈[n]\{1} are directly given to
A. Thus, the signing oracle is provided only for the index 1.

2.3 Aggregate Signatures with Interactive Tracing Func-
tionality

Here we recall the formal definitions for an aggregate signa-
ture scheme with interactive tracing functionality (ASIT) in
the form given in [12]. In Definition 2.3, Trace is an algo-
rithm to trace adversaries from invalid aggregate signatures
and generate partitions of the signer set, and PartVerify is
an algorithm to verify an aggregate signature containing a
specified signer.

Definition 2.3 (ASIT): An ASIT scheme consists of the
PPT algorithms (KeyGen, Sign, Agg, Verify, PartVerify,
Trace) that work as follows.

• (pk,sk) ← KeyGen(1λ): KeyGen is the key genera-
tion algorithm that takes 1λ as input and outputs a pair
(pk,sk) of public and secret keys.

• σ ← Sign(sk,m): Sign is the signing algorithm that
takes a secret key sk and a message m ∈ M as input,
and outputs a signature σ.

• 1 / 0 ← Verify(pk,m, σ): Verify is the verification al-
gorithm (for an individual signature) that takes a public
key pk, a message m, and a signature σ as input, and
outputs either 1 (valid) or 0 (invalid).

• τ ← Agg( f , {(pki,mi, σi)}i): Agg is the aggretation
algorithm that takes as input a feedback f from the
verifier and tuples of a public key, a message, and a
signature {(pki,mi, σi)}i as input. It then outputs an
aggregate signature τ.

• 1 / 0 ← PartVerify(β, {(pki,mi)}i, τ, j): PartVerify is
the partial verification algoritm that takes as input the
verifier’s internal state β, pairs of a public key and a
message {(pki,mi)}i , an aggregate signature τ, and a
target user index j. It then outputs either 1 (valid) or 0
(invalid).

• (β′, f ,V) ← Trace(β, {(pki,mi)}i, τ): Trace is the trac-
ing algorithm that takes as input the verifier’s internal
state β, pairs of a public key and a message {(pki,mi)}i ,
and an aggregate signature τ. It then outputs a tuple
(β′, f ,V) where β′ is the verifier’s internal state in the
next round, f is a feedback, andV is the traced user set.
It is required that the feedback f and traced user set V
can be uniquely retrieved from the internal state β′.

Note that PartVerify is not part of the actual operation of an
aggregator or a verifier but is introduced for the brevity of
the EUF-CMA security of ASIT.

We also present the correctness of Trace and PartVerify
as functional requirements of the ASIT algorithms. The
correctness of Trace represents that any signer is not traced
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Fig. 2 The experiments used for defining the correctness of an ASIT scheme.

by Trace algorithm in any round if all users follow the ASIT
algorithm.

Definition 2.4 (Correctness of Trace): Let ΣASIT be an
ASIT scheme. The algorithm ΣASIT. Trace satisfies correct-
ness if for any λ ∈ N, any n = poly(λ), any t ∈ N, and
any m1, . . . ,mn ∈ M, it holds that Pr[Vt = ∅] = 1 where Vt

is the value in the experiment ExpASITTrace
ΣASIT
(λ,n, {mi}i∈[n])

described in Fig. 2 (left).

The correctness of PartVerify represents that if all users
follow theASIT algorithm, thePartVerify algorithmcan show
the correctness of an aggregate signature including a speci-
fied user.

Definition 2.5 (Correctness of PartVerify): Let ΣASIT be an
ASIT scheme. The algorithm ΣASIT. PartVerify satisfies cor-
rectness if for any λ ∈ N, any n = poly(λ), any possible form
of internal state β, any j ∈ [n], and any m1, . . . ,mn ∈ M, it
holds that Pr[v = 1] = 1 where v is an output of the exper-
iment ExpASITPartVrf

ΣASIT
(λ,n, β, j, {mi}i∈[n]) described in Fig. 2

(right).

2.3.1 EUF-CMA Security

We recall EUF-CMA security for ASIT [12]. The EUF-
CMA security for ASIT is also defined as well as the EUF-
CMA security for standard aggregate signatures we pre-
sented in Sect. 2.2. The EUF-CMA security for ASIT cap-
tures a situation where adversaries, including an aggregator,
cannot forge a valid and fresh message-signature pair even
if they acquired valid signatures of honest signers. In the
experiment of Definition 2.6, OS is the signature oracle, and
OV is the verification oracle, which verifies whether the sig-
nature generated by an untraced adversary is a valid signature
containing the first signer, i.e., whether the forgery of a sig-
nature is successful. If successful, the adversary wins, and
the game stops; otherwise, the tracing algorithm is executed.

Definition 2.6: An ASIT scheme ΣASIT satisfies EUF-
CMAsecurity if for any λ ∈ N, any n = poly(λ), and any PPT
adversary A, it holds that Pr[ExpASITEUF-CMA

ΣASIT ,A
(λ,n) = 1] =

negl(λ)where ExpASITEUF-CMA
ΣASIT ,A

is the following experiment.

ExpASITEUF-CMA
ΣASIT ,A

(λ,n)
∀i ∈ [n], (pki,ski) ← ΣASIT. KeyGen(1λ);
t B 1; QB ∅; W1B ∅;
run AOS (·),OV (·)(pk1, {(pki,ski)}i∈[n]\{1}) :
Output 0 when A halts

whereA can halt at an arbitrary point,A is allowed to make
arbitrarily (polynomially) many queries to the signing oracle
OS and the verification oracle OV , which work as follows:

OS: Given a query m ∈ M from A, OS runs σ ←
ΣASIT. Sign(sk1,m), returns σ to A, and updates Q ←
Q ∪ {m}.

OV : Given pairs of an index and amessage {(i,mi,t )}i∈It and
an aggregate signature τ from A, OV outputs 1 (indi-
cating that A wins) and terminates the experiment if it
holds that ΣASIT. PartVerify(βt, {(pki,mi,t )}i∈It , τt,1) =
1, 1 < Wt , and m1,t < Q. Otherwise, OV executes
(βt+1, ft,Vt )← ΣASIT. Trace(βt, {(pki,mi,t )}i∈It , τt ), re-
turns ( ft,Vt ) to A, and updates Wt = Wt ∪ Vt and
t ← t + 1.

Note that the user index 1 is treated as the challenge user, and
an adversary is given the secret keys for the remaining users
with index 2 to n, and thus the signing oracle is necessary
only for the user index 1. Note also that the experiment can
output 1 only ifA makes an OV -query that contains a forged
signature with respect to the user index 1 (judged using the
algorithm PartVerify).

2.3.2 R-Identifiability and Correctness

We recall R-identifiability and correctness of an ASIT
scheme ΣASIT. R-identifiability guarantees that a verifier
can identify all rogue signers within R rounds of executions
of the tracing procedure. A potential adversary in these secu-
rity notions is a set of usersC ⊆ [n] that may generate invalid
signatures. On the other hand, correctness guarantees that no
honest signers will be traced. Note that an aggregator and the
verifier behave honestly. These security notions are defined
based on the following experiment ExpASITΣASIT ,A(λ,n) in
which a stateful adversary A is executed:
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Fig. 3 The descriptions of the DTT (FT-2) by Fiat and Tassa [14] and the subroutine Halve used in the
scheme.

ExpASITΣASIT ,A(λ,n)
∀i ∈ [n], (pki,ski) ← ΣASIT. KeyGen(1λ);
C ← A({(pki,ski)}i∈[n]);
t B 1; r B 0; W1B ∅; β1B ε ; f0B ε ; I1B[n]; J1BC;
run AOT (·)({(pki,ski)}i∈[n]) :
Output (W :=

⋃t
t′=1 Vt′,C,r)when A halts

where A can halt at an arbitrary point, and A is allowed to
make arbitrarily (polynomially) many queries to the tracing
oracle OT . Let Wt :=

⋃t
t′=1 Vt , It := [n]\Wt , and Jt :=

C \ Wt . Given a query ({mi,t }i∈It , {(mj ,t, σj ,t )}j∈Jt ) from
A, OT operates as follows:

1. If there exists j ∈ Jt such that ΣASIT. Verify(pk j,mj ,t ,
σj ,t ) = 0, then set r ← r + 1.

2. For every i ∈ It , compute σi,t ← ΣASIT. Sign(ski,mi,t ).

3. Compute
τt ← ΣASIT. Agg( ft−1, {(pki,mi,t, σi,t )}i∈It∪Jt ).

4. Compute
(βt+1, ft,Vt ) ← ΣASIT. Trace(βt, {(pki,mi,t )}i∈It∪Jt , τt ).

5. Return ( ft,Vt ) to A and set t ← t + 1.

We define R-identifiability and correctness of ASIT as
follows.

Definition 2.7 (R-Identifiability): An ASIT scheme ΣASIT
satisfies R-identifiability if for any λ ∈ N, any n = poly(λ),
and any PPT adversary A, we have

Pr[(C * W) | (W,C,r)
← ExpASITΣASIT ,A(λ,n) ∧ (r ≥ R)] = negl(λ).

Definition 2.8 (Correctness): An ASIT scheme ΣASIT sat-
isfies correctness if both ΣASIT. Trace and ΣASIT. PartVerify
satisfy correctness, and for any λ ∈ N, any n = poly(λ), and
any PPT adversary A, we have

Pr[([n]\C) ∩W , ∅ | (W,C,r)
← ExpASITΣASIT ,A(λ,n)] = negl(λ).

3. Feedback Waiting Time in ASIT

This section presents our first contribution. Recall that, as
discussed in Sect. 1, the feedback waiting time of a multi-
round FT-AS scheme could be critical if we use it in practice.
Therefore, here we evaluate the feedback waiting time of a
concrete instantiation of ASIT. More specifically, we eval-
uate the instantiation of ASIT in [12], which is constructed
from an ordinary aggregate signature scheme and DTT. In
Sect. 3.1, we introduce the concrete instantiation FT-2 of
DTT that is proposed by Fiat and Tassa [14], and an ASIT
scheme proposed by Ishii et al. [12] that is based on an ag-
gregate signature scheme and FT-2. We review the formal
definition of DTT formalized by Ishii et al. [12] in Appendix
A. In Sect. 3.2, we evaluate the feedback waiting time of the
ASIT scheme. We remark that this is the first experimental
result for ASIT schemes, because [12] only proposed the
scheme.

3.1 Existing Instantiations of DTT and ASIT

DTT is a method to trace piracy in a contents distributing
service, which works as follows: Users are divided into
several subgroups, and for each subgroup a content with a
unique watermark is distributed. Once a piracy is found,
the contents distributor checks the watermark, divides the
corresponding subgroup into smaller subgroups, and repeats
this procedure until it traces a piracy. We refer to the inter-
val between the executions of tracing as 1 round. Fiat and
Tassa [14] proposed two DTTs, and we recall one of them.

Figure 3 illustrates the instantiation of DTT proposed
in [14], named FT-2. FT-2 is a method to trace traitors in
a set of users similar to a binary search. Initially, all users
are included in the set I (representing innocent), which is
bisected into Lj and Rj when a piracy is detected. Then in
the next round, when piracy is found from Lj (or Rj), Lj

(or Rj) is divided in two. The process is repeated until the
adversary is isolated. It is known that FT-2 traces all traitors
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Fig. 4 The instantiation ΣASIT of an ASIT scheme based on an aggregate signature scheme ΣAS and
FT-2 ΣDTT by [12]. (†) This command exits for and moves to the next line.

in d(log2 N + 1) rounds, where the number of signers is N
and the number of traitors is d.

We recall the ASIT scheme proposed by Ishii et al. [12].
The idea behind the tracing functionality of this scheme is to
regard rogue signers as pirates, and run FT-2 to trace them.
Figure 4 illustrates the ASIT scheme ΣASIT based on an ag-
gregate signature scheme ΣAS and the DTT FT-2 ΣDTT. We
call this instantiation as AS-FT-2. For AS-FT-2, an aggre-
gator aggregates all individual signatures into an aggregate
signature in the first round. The verifier verifies it, and if
it is invalid, the Trace algorithm of FT-2 is run to gener-
ate the next partition. This partition is sent as feedback to
the aggregator. In the next round, aggregation is performed
in part-by-part according to the partition in the feedback.
Specifically, for each individual subset divided by the parti-
tion, only signatures in the same subset are aggregated (i.e.,
the number of aggregate signatures generated by the aggre-
gator is as many as the number of subsets). Then the verifier
verifies the signatures and if it finds an invalid one, it runs
the Trace algorithm. These processes are repeated until all
invalid signers are traced.

3.2 Evaluation of the Feedback Waiting Time of AS-FT-2

We evaluate the feedback waiting time of AS-FT-2, describe
the implementation experiment of AS-FT-2 in detail and
present the results. We also discuss whether the feedback
waiting time meets the requirement for some applications.

3.2.1 Experimental Environment

We use a simulator implemented usingAmazonWeb Service
(AWS) shown in [26]. For the devices, we use four Amazon
EC2 instances, which are virtual devices provided by AWS.
The EC2 instance types are all t3.micro (3.1GHz Intel Xeon
Scalable processor, baseline performance per virtual CPU:

Fig. 5 Device configuration in a cluster. The legitimate node sends N−d
valid signatures and the rogue signer node sends d invalid signatures in each
round, where N is the number of all signers and d is the number of rogue
signers.

10%, virtual CPU: 2, memory: 1GiB, maximum bandwidth:
5Gbps, baseline bandwidth: 87Mbps). These four instances
are managed by Amazon Elastic Kubernetes Service (EKS)
as shown in Fig. 5 and each of them has a container image,
which consists of alpine Linux 3.15 (latest) as the OS and
g++ 10.3.1 as the C++ version.

3.2.2 Experimental Setting

Wecapture a situationwhere somefixed rogue signers among
many signers always send invalid signatures. The number
N of all signers and the number d of rogue signers are
N = 1000, 3000, and d = 5,10,40, respectively. These
parameter settings are based on [27], which deals with iden-
tifying sensor nodes that have failed to transmit in a sensor
network. It assumes a network setting similar to ours where a
large number (1000–3000) of sensor nodes transmit data and
some faulty nodes are included. Each honest/rogue signer
sends a pair of a 128-Byte message and a signature to the ag-
gregator. For the underlying aggregate signature scheme, we
implement the BGLS aggregate signature scheme [2] by us-
ing a pairing cryptography library mcl [28] and BN254 [29]
for elliptic curves. The experiment is conducted 10 times
and the average is taken.
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Table 1 Simulation results of AS-FT-2. Trace is the average execution
time of the tracing algorithm, and Feedback is the average time from the
time that the aggregator generates an aggregate signature to the time that
the verifier returns a feedback. The feedback size of each round when
N = 1000, 3000 are 3.9 kilobytes and 11.9 kilobytes respectively.

3.2.3 Experimental Results

Table 1 shows the simulation results of AS-FT-2 under the
experimental conditions described above. Observe that the
execution time of tracing occupies a large ratio of the feed-
back waiting time, which further increases when N becomes
large. This is because the verifier requires N + 1 pairing op-
erations and a pairing operation takes longer time than other
group operations in our instantiation†. We observe that the
execution time of tracing becomes less as d increases. In
this experiment, each rogue signer always sends an invalid
signature, so at least one of the splits out of two includes a
rogue signer and an invalid signature can be found in two
times of verifications. In addition, when d is large, the num-
ber of set partitions in tracing is also large and the number
of signatures in each set becomes small, then the number
of pairing operations executed to find an invalid aggregate
signature becomes small††.

For the column Feedback, it becomes clear that when
(N, d) = (1000,5), (3000,5), the aggregator needs to wait on
average of 233.3ms, 605.3ms, respectively, and each signer
needs to have a transmission interval longer than this. The
time difference of the columns Trace and Feedback is due
to the communication delay to the aggregator in addition to
the time of tracing.

3.2.4 Acceptable Feedback Waiting Time

We consider whether or not the feedback waiting time of AS-
FT-2 is acceptable for the data transmission interval require-
ment of less time-constrained or real-time communication
systems. We also consider whether AS-FT-2 is applicable or
not in these networks systems.

In less time-constrained communication systems such
as monitoring sensor networks, according to [15], to reduce
power consumption and increase lifetime of nodes, the aver-
age requirement for the transmission interval is considered
to be 5 seconds to an hour. From these requirements and
Table 1, the feedback waiting time of AS-FT-2 is sufficiently
†It takes 0.679 microseconds per group operation and 286 mi-

croseconds per pairing operation in our setting.
††In the tracing algorithm of AS-FT-2, when the verifier finds

an invalid aggregate signature, it outputs a feedback and the rest of
signatures are not verified.

short when AS-FT-2 is used in these networks. Therefore,
AS-FT-2 is applicable in monitoring sensor networks and
industrial networks.

On the other hand, in some real-time communication
systems, according to [16], to guarantee traffic safety under
bandwidth constraints, the data transmission interval for a
cooperative intelligent transportation system is considered
to be 200 ms, which is to optimize the overall efficiency
of a system in features of safety indicators. From these
requirements and Table 1, the feedback waiting time of AS-
FT-2 is too long. Therefore, AS-FT-2 is not applicable for
such real-time communication systems.

4. An ASIT Scheme without Feedback

In this section, we propose a new ASIT scheme that does not
require a feedback, in anticipation of applications where the
feedback waiting time is short so that the ASIT scheme AS-
FT-2 cannot be used. The idea behind our proposed scheme
is that we let the aggregator decide how to create aggregate
signatures (i.e., the partitions) beforehand, in contrast to the
construction of AS-FT-2, in which the verifier (the tracing
algorithm) decides it adaptively during the execution. Simi-
larly to AS-FT-2, we construct the new ASIT scheme based
on an aggregate signature scheme and a piracy tracing algo-
rithm, but in our scheme we use a Sequential Traitor Tracing
(STT) [17]. STT predetermines the assignment of water-
marks beforehand, and this feature allows us to remove a
feedback from an ASIT scheme.

We first review the concept of STT, and then the con-
crete instantiation of STT, named c-SW-1 [17]. Then we pro-
vide our new construction of ASIT named AS-SW-1 based
on an aggregate signature scheme and c-SW-1. As explained
earlier, [12] proposed a generic construction of ASIT based
on an aggregate signature scheme and a DTT. Our ASIT
scheme AS-SW-1 is constructed just by replacing FT-2 used
in AS-FT-2 with c-SW-1. Therefore, to prove AS-SW-1 sat-
isfies the requirements of an ASIT scheme, it is sufficient to
prove that c-SW-1 is a DTT.

4.1 Sequential Traitor Tracing

As alreadymentioned, STT is a variant of a piracy tracing al-
gorithm that predetermines the watermark assignment. The
assignment is actually determined by an allocation matrix
M , whose entry is decided by a function family Φ. The col-
umn of M corresponds to the allocation of watermarks for
each distribution. The time interval between each distribu-
tion is called segment. In this subsection, we introduce the
allocation matrix and the function family along with several
lemmas and an implementation of the function family. Then,
we provide an implementation of the STT.

Let W B[q] be the set of watermarks, and b (≤ q) and
l be integers. We let Φ = {φi, j : 1 ≤ i ≤ b,1 ≤ j ≤ l},
where φi, j : W → W is a function family that satisfies the
following conditions:
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Condition 1: For all x ∈ W , anyfixed j and a pair of the first
indices (i1, i2) where i1 , i2, it holds that φi1 j(x) , φi2 j(x).

Condition 2: For any (i1, i2) and ( j1, j2) where j1 , j2, and
any x1, x2 ∈ W such that x1 , x2, if φi1 , j1 (x1) = φi2 , j1 (x2)
then φi1 , j2 (x1) , φi2 , j2 (x2).

Now, we describe an allocation matrix M . Let Φ be a
function family that satisfies the above conditions. Let M0
and φi, j(M0) (i ∈ [b], j ∈ [l]) be the following q×1matrices:

M0 =

©­­­­«
1
2
...
q

ª®®®®¬
, φi, j(M0) =

©­­­­«
φi, j(1)
φi, j(2)
...

φi, j(q)

ª®®®®¬
.

Then, the allocation matrix M is described as follows:

M =
©­­­­«

M0 φ1,1(M0) φ1,2(M0) · · · φ1,l(M0)
M0 φ2,1(M0) φ2,2(M0) · · · φ2,l(M0)
...

...
...

...
...

M0 φb,1(M0) φb,2(M0) · · · φb,l(M0)

ª®®®®¬
.

Note that M has b block rows and each block consists of q
rows. The i-th rowof M represents thewatermark assigned to
user i in order (thus, it is implicitly assumed that the number
of users is bq), and j-th column represents the assignment
of watermarks for each user at segment j. Let (r, k) denote
the k-th row of the r-th block.

Here we explain how M is used to detect piracy in a con-
tent distribution service. The content distributor distributes
a watermark of a content M(i, j) to the user i at the segment
j, with monitoring piracy. For ease of discussion, we as-
sume that the distributor detects exactly one piracy in every
segment. Let Fj = ( f1, . . . , fj) be the index sequence of the
watermarks on the content detected by the distributor from
segment 1 to segment j. Furthermore, let

ρ(Fj, i, s) =
{

1 (if fs = M(i, j))
0 (otherwise) ,

ρ(Fj, i) =
j∑

s=1
ρ(Fj, i, s).

If there exists a user i such that ρ(Fj, i) ≥ t for a thresh-
old t, then the distributor regards i as a pirate and eliminates
it. Regarding the threshold, Safavi-Naini and Wang [17]
showed the following lemmas.

Lemma 4.1 ([17]): Let C be the set of pirates where |C | =
c, and Fj = ( f1, . . . , fj) be the index sequence of the wa-
termarks on the content detected by the distributor from
segment 1 to segment j. If there exists a user i such that
ρ(Fj, i) ≥ c + 1, then i ∈ C.

Regarding how many segments are necessary to trace all
pirates, they also showed the following lemma.

Lemma 4.2 ([17]): Let C be the set of pirates where |C | =
c. All pirates can be traced with at most c2 + c segments.

Lemma 4.2 tells us the relation between the number of seg-
ments and the number of pirates.

Corollary 4.1 ([17]): Let M be an n × (l + 1) allocation
matrix. The STT that employs this matrix can trace at most

c =

⌊
−1 +

√
5 + 4l

2

⌋
(1)

pirates.

4.1.1 Implementation of Φ

Safavi-Naini and Wang [17] proposed the following imple-
mentation Φ of the function family.

Theorem 4.1 ([17]): Let p be a prime number. Let Φ =
{φi, j : i, j ∈ [(p − 1)/2]} (φi, j : Z∗p → Z∗p) be the function
family defined by φi, j(x) = (i+ j)x mod p. Then,Φ satisfies
Condition 1 and Condition 2.

4.1.2 Observation

When we use Φ in Theorem 4.1 in a STT, the allocation
matrix should be the n × l matrix where n = (p − 1)2/2 and
l = (p−1)/2. Also, the maximum number of pirates that can

be traced is c = b
−1+
√

2p+3
2 c. Given n and c, the condition

for p is expressed as p ≥ max(1 +
√

2n,2c2 + 2c − 1) from
(p − 1)2/2 ≥ n and c2 + c ≤ (p − 1)/2 + 1 (note that the
second inequality is due to Lemma 4.2).

4.1.3 An Instantiation of STT

Here we provide an instantiation of STT based on the func-
tion family in Theorem 4.1. Let nB bq be the number of
signers, C ⊆ [n] be a set of pirates where |C | = c ≤ n, and
W B[q] be a set of watermarks that are assumed to be given
to the distributor in advance. Let Q j ,x be the set of users to
which the watermark x ∈ W is assigned at segment j, i.e.,
Q j ,x = {i ∈ [n] : M[i, j] = x}.

Figure 6 illustrates the construction c-SW-1 of the STT
that uses the function family Φ in Theorem 4.1. Note that
in the subroutine GenMatrix, the prime p is chosen based on
the above observation. We show the following lemma.

Lemma 4.3: The algorithm c-SW-1 is a DTT.

The proof of 4.3 is presented in Appendix B.

4.2 The Construction of an ASIT Scheme without a Feed-
back

We demonstrate anASIT scheme that does not require a feed-
back based on an aggregate signature and the STT c-SW-1
(hereinafter referred to as AS-SW-1). Figure 7 illustrates
AS-SW-1, where c satisfies the Eq. (1). We assume without
loss of generality that the number of users n and the number
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Fig. 6 The construction c-SW-1 of STT.GenMatrix is a subroutine that is used to generate the allocation
matrix M based on the function family Φ in Theorem 4.1.

Fig. 7 The proposed ASIT scheme AS-SW-1. (†) This command exits for and moves to the
next line.

of rogue signers c are given to the algorithms. AS-SW-1 per-
forms similarly to AS-FT-2 in that aggregation is performed
in part-by-part according to the partition, but unlike AS-FT-
2, AS-SW-1 avoids the feedback communication between an
aggregator and a verifier. Specifically, the aggregator and
the verifier both execute c-SW-1 to share how the signer set
is divided in each round, and the partition P held by the
aggregator and the verifier are stored in the internal states α
and β, respectively.

Observe that both Agg and Trace run c-SW-1. Initialize
when they are initiated. Because c-SW-1, including the sub-
routine GenMatrix, is deterministic, these algorithms share
the same partition P (or the same allocation matrix). Note
that the output f by Trace is an empty string (this feedback
is put just to follow the syntax of ASIT, and thus Agg does

not receive this f in an actual execution). Also, when the
verifier identifies rogue signers, it sends the traced attacker
set V to the aggregator.

4.2.1 Security

Observe that AS-SW-1 is constructed by just replacing the
DTT FT-2 used in AS-FT-2 with c-SW-1. Furthermore, as
shown in Lemma 4.3, c-SW-1 is a DTT. Therefore, AS-SW-1
follows the generic construction of ASIT proposed by Ishii
et al. [12], which implies the following lemma.

Lemma 4.4: Assume the underlying aggregate signature
scheme ΣAS is EUF-CMA secure, and the underlying DTT
is c-SW-1. Then, AS-SW-1 is an ASIT scheme satisfying
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Table 2 Theoretical evaluations. Trivial denotes a trivial scheme. N and
d are the numbers of all signers and rogue signers, respectively, and p is
a prime number that satisfies p > max(2d2 + 2d, d

√
2N
2 e). Rmax is the

maximum number of rounds required to trace all the rogue signers. Sigmax
is the maximum number of signatures sent by the aggregator per round.
TotalSig is the total number of signatures to trace all colluded rogue signers
when there is a round to send Sigmax signatures.

EUF-CMA security, (c2 + c)-identifiabilty, and correctness.

5. Comparison of AS-SW-1 with AS-FT-2

In this section, we theoretically and experimentally evaluate
the efficiency of AS-SW-1 compared to that of AS-FT-2.
Then, we discuss which of the two schemes is more suitable
in some situations.

5.1 Theoretical Evaluations

We theoretically evaluate a trivial scheme (i.e, no aggrega-
tion), an existing scheme AS-FT-2 and our proposed scheme
AS-SW-1 with respect to the efficiency of the tracing func-
tionality and the communication bandwidth of AS-FT-2 and
AS-SW-1. To compare these metrics, we evaluate the maxi-
mumnumber of rounds required to trace all the rogue signers,
the maximum number of signatures sent by the aggregator
per round and the total number of signatures until all rogue
signers are traced.

We firstly compare a trivial method and the other
schemes. From Table 2, Trivial requires the least number
of tracing rounds, while TotalSig is linear to N . When
d(2N − d + 1)/2 < 3d(d + 1), i.e, N < 4d + 2 or d(2N − d +
1)/2 < (d2 + d)(p − 1), i.e, N < (d + 1)(p − 1) + (d − 1)/2,
Trivial is the best scheme in terms of both tracing and band-
width, otherwise, it requires huge communication cost in the
whole tracing.

Next, we compare AS-FT-2 and AS-SW-1. For the num-
ber of rounds Rmax, when d < log2 N , AS-SW-1 requires
fewer rounds than AS-FT-2, otherwise AS-FT-2 requires
fewer rounds than AS-SW-1. For Sigmax, when 2(d2 + d) <
√

2N
2 and

√
2N
2 −1 < 2d+1, i.e., 8(d2+ d)2 < N < 8(d+1)2,

the maximum number of signatures sent by the aggregator
per round of AS-SW-1 is less than that of AS-FT-2, otherwise
AS-FT-2 sends less signatures than AS-SW-1. Therefore,
AS-SW-1 traces more efficiently when the number of rogue
signers is quite much smaller compared to the number of all
signers but requires more bandwidth than AS-FT-2.

5.2 Implementation Evaluations

Based on the theoretical evaluations, we concretely set the
number of all signers and that of the rogue signers, and
implement our scheme, and evaluate which of AS-FT-2 or

Table 3 Simulation results for AS-FT-2 and AS-SW-1. non-FB stands
for no feedback (“X” means it does not require a feedback, and “-” means
it does), Round is the total number of rounds to trace all attackers, Time is
the total time from the start of the first round to the completion of tracing,
and Sig is the average size of transmitted signatures per round.

AS-SW-1 ismore effective based on experiments. The details
of the experimental environment are the same as in Sect. 3.

5.2.1 Simulation Settings

In the experiment setting, we capture a situation where a
small number of fixed attackers always send invalid signa-
tures to show the tracing efficiency and bandwidth consump-
tion of AS-SW-1 by comparing with AS-FT-2. As in Sect. 3,
the number N of all signers and the number d of rogue sign-
ers are N = 1000, 3000, and d = 5,10,40, respectively. The
experiment is performed 10 times and the average is taken.

5.2.2 Simulation Results

Table 3 shows our result. In this table, the prime p is the
smallest one satisfying the condition in Table 2 for AS-SW-
1. The most important part is the column non-FB, which
indicates the necessity of a feedback. We confirm that AS-
SW-1, which does not require a feedback, indeed works well.
For tracing efficiency, the total time of tracing is almost
proportional to d2 and N/p for AS-SW-1 when p < N , while
that of AS-FT-2 is almost proportional to d log N . This result
is consistent with the theoretical evaluation shown in Table 2.
From Table 3, the total time of tracing of AS-SW-1 is less
than that of AS-FT-2 when 200d < N , otherwise that of AS-
FT-2 is less. On the other hand, for bandwidth consumption,
from Table 2, the column Sig is almost proportional to d2

for AS-SW-1 when p < N and otherwise it is the same as
individual signature transmission, while AS-FT-2 is almost
proportional to d. Specifically, AS-SW-1 requires 144.9
times more signatures to trace rogue signers than AS-FT-2
when (N, d) = (3000,40). Observe that this result indicates
that AS-SW-1 requires more bandwidth consumption than
AS-FT-2.

5.2.3 Suitable Schemes for Applications

We consider which of AS-FT-2 andAS-SW-1 is more suitable
for some applications, which are less time-constrained or
real-time communication systems. In less time-constrained
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communication systems, e.g., in monitoring sensor net-
works [15], a low-bandwidth protocol, such as LoRa, which
has a speed of 37.5 kbps [30] is used. In addition, a system
could have many rogue devices, say, from 40 to 300 rogue
devices out of 1000 devices [27]. From the above results,
AS-FT-2 is more efficient than AS-SW-1 in terms of the band-
width and the time to trace all rogue signers when d is large.
Although the aggregator of AS-FT-2 needs to wait for a feed-
back, as mentioned in Sect. 3, the waiting time is not too
long for these applications, and the bandwidth is sufficient
for AS-FT-2. Therefore, AS-FT-2 is more suitable for less
time-constrained communication systems to take advantage
of its bandwidth efficiency and short tracing time when d is
large. In some real-time communication systems, e.g., coop-
erative intelligent transportation systems, some high band-
width communication protocols, such as LTE (23.6Mbps),
are used. In addition, to optimize the overall efficiency of
a system in features of safety indicators, many devices send
data in short interval, which is about 200ms [16]. There-
fore, AS-FT-2 cannot be used because of the feedbackwaiting
time. On the other hand, the above results show that AS-SW-
1 is more efficient in terms of the time to trace all rogue
signers when d is small (d ≤ 10) due to its no feedback
feature. However, when d is large, AS-SW-1 needs more
tracing time and large bandwidth. Therefore, AS-SW-1 is
more suitable for real-time communication systems to take
advantage of its no feedback feature, acceptable bandwidth
consumption and short tracing time when d is small.

6. Conclusion

In this paper, to examine whether an existing FT-AS scheme
is capable of transmitting a feedback sufficiently fast on a
real system, we evaluated the feedback waiting time of the
implementation AS-FT-2 of an ASIT scheme proposed in
[12]. The results of the implementation experiment indicates
that if the acceptable feedback time of a system is signifi-
cantly larger than a few hundred ms, e.g., industrial sensor
systems [31], AS-FT-2 can be used without problems. On
the other hand, there may be some applications where such
sufficiently large feedback time is not acceptable, e.g., coop-
erative intelligent transportation systems [16]. In anticipa-
tion of such applications, we also proposed an ASIT scheme
AS-SW-1 that does not require a feedback. The proposed
scheme eliminates a feedback by using the STT proposed by
Safavi-Naini et al. [17] in Ishii et al.’s generic construction of
ASIT [12]. From our implementation results, we found that
although a feedback is completely eliminated in our scheme,
its communication cost is significantly larger, for example
144.9 times larger when (N, d) = (3000,40). Therefore, AS-
SW-1 is more suitable for applications in which it is highly
time-constrained and high bandwidth is available, while for
applications where bandwidth is constrained but time is not,
AS-FT-2 is more suitable.

We leave it as a future work to construct a concrete
system that uses ASIT schemes. Towards this goal, we will
first need to consider an execution environment such as the

network topology and themessage format for ASIT schemes.
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Appendix A: Definition of DTT

Recall that DTT is a method for detecting piracy in digital
content distribution services. Two security requirements are
defined for DTT. One is R-identifiability, which means that
the distributor can identify all the traitors within R rounds
of executions of the tracing procedure. The other is com-
pleteness, which means that the distributor does not trace
legitimate users. In DTT, it is assumed that at least one
traitor redistributes in each segment. We first recall the syn-
tax of DTT, then recall the security requirements.

Definition Appendix A.1 (Dynamic Traitor Tracing): Ady-
namic traitor tracing (DTT) consists of the two PPT algo-
rithms (Initialize,Trace) that work as follows:

• (α,P) ← Initialize(1λ,1n): Algorithm Initialize takes
1λ, 1n as input and outputs a pair (α,P) of an internal
state and a partition of the user set.

• (α′,P′,V) ← Trace(α, i): Algorithm Trace takes as in-
put an internal state α and an index i, and outputs the
tuple of an internal state of the next round, a partition
of the user set, and a traced user set, where the input
index is the index of the watermark assigned to the
redistributed content from the traitor.

This syntax captures the following scenario. At first, the
distributor executes Initialize to create an initial internal state
and an initial partition. Note that a partition is a subset of
the user set, and users who are in the same partition receive
a content with the same watermark. Once the distributer
detects a piracy, it checks the watermark i of the redistributed
content, and runs Trace on i to create a new partition. The

distributor repeats this until it detects a redistribution of a
content whose watermark corresponds to a partition that
contains only a single user. Then, the distributor regards
the user as a pirate, and eliminates it. We count the interval
between the executions of Trace as 1 round.

A.1 Security Requirements

Here, we recall the security requirements of DTT. In the
securitymodel, an adversary declares a setC (where |C | ≤ d)
of pirates at first. Furthermore, we assume that a pirate
rebroadcasts the content that it receives. In other words,
we do not consider the case where a pirate eavesdrops other
user’s content and rebroadcasts it. These are the restrictions
implicitly put in [14].

As mentioned earlier, two security notions are consid-
ered for DTT: R-identifiability, which ensures that a distrib-
utor can identify all the pirates within R (or less) rounds,
and completeness, which ensures that a distributor does not
trace legitimate users as pirates. These are defined using the
following experimentExpDTTΣDTT ,A(λ,n) in which a stateful
adversary A is executed.

ExpDTTΣDTT ,A(λ,n)

(α1,P1) ← ΣDTT. Initialize(1λ,1n);
C ← A(α1,P1); t := 1; W B ∅; run AOT (·)(α1,P1) :
Output (W,C)

where A may adaptively make multiple queries it to the
tracing oracle OT . However, A’s t-th OT query it must
satisfy it ∈ [|Pt |] and Sit ,t ∩ C , ∅, where αt is the
internal state and Pt = (S1,t, . . . ,Spt ,t ) (for some natural
number pt ) denotes the partition after A’s (t − 1)-th OT

query is answered. Given the t-th OT query it from A,
OT runs (αt+1,Pt+1,Vt ) ← ΣDTT. Trace(αt, it ), and returns
(αt+1,Pt+1,Vt ) to A. Then, OT updates W ← W ∪ Vt and
t ← t +1. We remark that W in the output of the experiment
is that at the point A halts.

Definition Appendix A.2 (R-Identifiability): A DTT ΣDTT
satisfies R-identifiability if for any λ ∈ N, any n = poly(λ),
and any PPT adversary A, it holds that

Pr [C * W | (W,C)

← ExpDTTΣDTT ,A(λ,n) ∧ t ≥ R
]
= negl(λ).

where t is the value of the counter when A stops.

Definition Appendix A.3 (Completeness): A DTT ΣDTT
satisfies completeness if for any λ ∈ N, any n = poly(λ),
and any PPT adversary A, it holds that

Pr [([n] \ C) ∩W , ∅ | (W,C)

← ExpDTTΣDTT ,A(λ,n)
]
= negl(λ).

Appendix B: Proof of Lemma 4.3

Let ΣcSW1 be the algorithm described in Fig. 6. Observe
that ΣcSW1 meets the syntax of DTT. Therefore, it remains to
show the completeness and the R-identifiability, which can
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be trivially obtained from Lemma 4.1 and Lemma 4.2.

Claim Appendix B.1: The algorithm ΣcSW1 satisfies the
completeness of DTT.

Proof. Let (W,C) be the output of the experiment
ExpDTTΣcSW1 ,A(λ,n) where |C | = c and A is a PPT ad-
versary, and let u ∈ W (recall that W is the set of users that
are detected as pirates). Observe that u ∈ W if and only if
c + 1 partitions† that u belongs to are detected as partitions
that contain a piracy. Due to Lemma 4.1, u ∈ W implies that
u ∈ C, which concludes the claim. �

Claim Appendix B.2: Suppose that piracy occurs every
round. Then, the algorithm ΣcSW1 satisfies (c2 + c)-
identifiability where c is the number of pirates.

Proof.Because piracy occurs every round, the tracing proce-
dure of the underlying STT proceeds every round. Therefore,
Lemma 4.2 concludes the claim. �
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