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PAPER
Compactly Committing Authenticated Encryption Made Simpler

Shoichi HIROSE†a) and Kazuhiko MINEMATSU†† ,†††, Members

SUMMARY In 2016, message franking was introduced by Facebook in
end-to-end encrypted messaging. This feature enables recipients to report
harmful content to their service provider in a verifiable manner. Grubbs
et al. (CRYPTO 2017) formalized compactly committing authenticated en-
cryption with associated data (ccAEAD) as a symmetric-key primitive that
can be used for message franking and presented its generic constructions.
Dodis et al. (CRYPTO 2018) proposed encryptment as a core component
of ccAEAD and presented two transforms to build ccAEAD from encrypt-
ment. One transform builds randomized ccAEAD with one call to con-
ventional AEAD, while the other builds nonce-based ccAEAD with two
calls to a pseudorandom function (PRF). Hirose and Minematsu presented
an improved transform that requires a tweakable block cipher instead of
AEAD. This paper presents an even simplified transform to build random-
ized ccAEAD,which requires only one call to a PRF. The resulting ccAEAD
is more efficient regarding bandwidth than Dodis et al. and has a smaller
computation cost than Hirose and Minematsu. The presented transform can
be extended to build nonce-based ccAEAD,which is alsomore efficient than
the one presented by Dodis et al. regarding bandwidth, though it requires
two calls to a PRF as well as their transform.
key words: Authenticated encryption, Commitment, Pseudorandom func-
tion, Encryptment

1. Introduction

1.1 Background

Many people enjoy end-to-end encryptedmessaging services
such as Facebook Messenger [1], Signal [2], and Whatsapp
Messenger [3]. End-to-end messaging brings new secu-
rity requirements apart from privacy and authenticity. One
major concern is preventing malicious senders from sending
harassing messages or harmful content. To achieve this goal,
Facebook introduced message franking [4], a cryptographic
protocol enabling users to report receiving abusive messages
to Facebook in a verifiable manner.

Grubbs et al. [5] initiated the formal study of message
franking and introduced a new type of authenticated encryp-
tion with associated data (AEAD) [6], which they called
compactly committing AEAD (ccAEAD). For ccAEAD, a
small part of the ciphertext is used as a commitment value
to the message and its associated data. Decryption returns
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an opening key together with a recovered message. Ad-
ditionally, ccAEAD provides an algorithm that checks the
recovered message against the commitment value using the
opening key. Grubbs et al. also presented two generic con-
structions of ccAEAD: CtE (Commit-then-Encrypt), which
combines a commitment scheme and anAEADscheme; CEP
(Committing Encrypt-and-PRF), which consists of a pseu-
dorandom generator, a pseudorandom function (PRF), and a
collision-resistant PRF.

Aiming to construct more efficient ccAEAD than CtE
and CEP, Dodis et al. [7], [8] (DGRW18) abstracted a core
component of ccAEAD, which they called encryptment. It
is roughly one-time ccAEAD and simultaneously encrypts
and commits to a given message. They constructed an
encryptment scheme called HFC (hash function chaining)
using a Merkle-Damgård hash function [9], [10] and pre-
sented two transforms to build ccAEAD from encryptment.
One transform builds randomized ccAEAD with one call
to conventional AEAD, and the other builds nonce-based
ccAEAD with two calls to a PRF. The encryption algo-
rithms of ccAEAD built by these transforms are depicted in
Fig. 1. For the first transform, Hirose and Minematsu [11],
[12] (HM23) demonstrated that AEAD can be replaced with
a tweakable block cipher (TBC) [13], [14] as shown in Fig. 2.
For Figures 1 and 2, ECkg and ECenc are key-generation and
encryption algorithms of encryptment, respectively. AEenc
is an encryption algorithm of AEAD. PRF is a PRF. 𝐸 is a
TBC. 𝐾 is a secret key shared by a sender and a receiver.
𝐴 is associated data, 𝑀 is a message, and 𝑁 is a nonce. 𝐿
is a secret key for encryptment. 𝐶 is a ciphertext, and 𝐵
is a binding tag used as a commitment value for 𝐴 and 𝑀 .
AEenc𝐾 treats 𝐵 and 𝐿 as associated data and a message,
respectively, and produces a ciphertext 𝑆 and a tag 𝑇 . 𝐸
treats 𝐵 as a tweak.

1.2 Our Contributions

We further simplify the transform to build ccAEAD from
encryptment. The proposed transform needs one call to a
PRF, which is depicted in Fig. 3a. In terms of the bandwidth
of resultant ccAEAD, the transform of ours as well as that
of HM23 is more efficient than that of Dodis et al. [7], [8].
From implementation perspective, ours generally has mer-
its over HM23 as the PRF in our transform has a smaller
input size than the TBC in HM23 (in terms of the total in-
puts, namely a tweak and a message block). Moreover, the
TBC in HM23 needs both forward and backward circuits,
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(a)Randomized (usingAEAD) (b) Nonce-based (using PRF)

Fig. 1: Encryption algorithms of ccAEAD built by trans-
forms of Dodis et al. [7], [8]

Fig. 2: Encryption algorithm of ccAEAD built by transform
of Hirose and Minematsu [11], [12]

which even increases the footprint. The transform can be ex-
tended straightforwardly to nonce-based ccAEAD as shown
in Fig. 3b. It needs two calls to a PRF as well as that of Dodis
et al. [7], [8]. However, the former has a smaller bandwidth
for the resultant ccAEAD.

Table 1 summarizes the ccAEAD schemes built by the
transforms from encryptment. Notice that all the transforms
can use the identical encryptment scheme. For the random-
ized ccAEAD schemes, 𝑆 and 𝐿 have the same length. For
the nonce-based ccAEAD schemes, 𝑆 and 𝑁 have the same
length.

The security requirements of ccAEAD built by the pro-
posed transforms are reduced to those of the underlying en-
cryptment and PRF. For ciphertext integrity, the proposed
transforms as well as that of HM23 require that the underly-
ing encryptment satisfies targeted-ciphertext unforgeability,
which is relevant to preimage resistance of a cryptographic
hash function family. On the other hand, the transform of
Dodis et al. [7], [8] requires that the underlying encryptment
satisfies second-ciphertext unforgeability, which is relevant
to second-preimage resistance of a cryptographic hash func-
tion family.

1.3 Related Work

Authenticated encryption is a symmetric-key primitive pro-
viding privacy and authenticity. It has been attracting inter-
ests among researchers for many years. Its formal treatments
were initiated by Katz and Yung [15] and by Bellare and
Namprempre [16].

Message franking schemes with additional features

(a) Randomized (b) Nonce-based

Fig. 3: Encryption algorithms of ccAEAD built by proposed
transforms

were also discussed in the literature. Message franking
schemes enabling recipients to report abusive messages
by revealing only abusive parts were investigated indepen-
dently by Leontiadis and Vaudenay [17], [18] and by Chen
and Tang [19]. A secure bidirectional channel with mes-
sage franking was formalized and instantiated by Huguenin-
Dumittan and Leontiadis [20]. Yamamuro et al. [21], [22]
formalized forward secure message franking and presented
its generic constructions. Tyagi et al. [23] formalized asym-
metric message franking and presented construction from
signatures of knowledge [24] for designated verifier signa-
tures [25].

Hirose [26] instantiated the transformofDodis et al. [7],
[8] to build nonce-based ccAEAD (Fig. 1b) only with a TBC.
The instantiation does not reduce the bandwidth.

Farshim et al. [27], Albertini et al. [28], Len et al. [29],
Bellare and Hoang [30], and Chan and Rogaway [31] investi-
gated so-called committing authenticated encryption. While
their definitions and security goals are not identical, their
primary goal was basically to decrease the risk of error or
misuse by application designers, and message franking was
out of scope for the lack of opening key needed by ccAEAD.

1.4 Organization

Section 2 introduces notations and formalizes pseudorandom
functions, ccAEAD, and encryptment. Section 3 describes
the proposed transforms to build ccAEAD from encryptment
and proves the security of resultant ccAEAD. Section 4 gives
brief concluding remarks.

2. Preliminaries

Let N be the set of non-negative integers. Let 𝛴 B {0, 1}.
For any integer 𝑙 ≥ 0, let 𝛴 𝑙 be the set of all 𝛴-sequences
of length 𝑙. Let 𝛴∗ B

⋃
𝑖≥0 𝛴

𝑖 . The length of 𝑥 ∈ 𝛴∗ is
denoted by |𝑥 |. Concatenation of 𝑥1, 𝑥2 ∈ 𝛴∗ is denoted by
𝑥1‖𝑥2. A uniform random choice of an element 𝑠 from a set
S is denoted by 𝑠←← S.

2.1 Pseudorandom Functions

Let 𝑓 : K 𝑓 × D 𝑓 → R 𝑓 be a keyed function with its key
space K 𝑓 . 𝑓 (𝐾, ·) is often denoted by 𝑓𝐾 (·). Let A be an
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Table 1: ccAEAD schemes built by the transforms from encryptment. ‘Type’ indicates randomized (R) or nonce-based (N).
‘Primitive’ indicates a required primitive. ‘# calls’ indicates the number of calls to the primitive. ‘Overall ciphertext’ indicates
components sent to a receiver.

Scheme Type Primitive # calls Overall ciphertext
DGRW18 (Fig. 1a) R AEAD 1 𝐴, 𝐶, 𝐵, 𝑆, 𝑇

HM23 (Fig. 2) R TBC 1 𝐴, 𝐶, 𝐵, 𝑆

Proposed (Fig. 3a) R PRF 1 𝐴, 𝐶, 𝐵, 𝑆

DGRW18 (Fig. 1b) N PRF 2 𝑁 , 𝐴, 𝐶, 𝐵, 𝑇

Proposed (Fig. 3b) N PRF 2 𝐴, 𝐶, 𝐵, 𝑆

adversary which has a function fromD 𝑓 to R 𝑓 as an oracle
and outputs 0 or 1. The advantage ofA against 𝑓 concerning
a pseudorandom function (PRF) is given by

Advprf
𝑓
(A) B

��Pr[A 𝑓𝐾 = 1] − Pr[A𝜌 = 1]
��,

where 𝐾 ←← K 𝑓 , and 𝜌 : D 𝑓 → R 𝑓 is a uniform random
function.

2.2 ccAEAD

2.2.1 Syntax

Following the convention [5], [7], we first formalize the
syntax of randomized ccAEAD and then formalize that of
nonce-based ccAEAD. We refer to randomized ccAEAD as
ccAEAD.

A tuple of algorithms CAE B (CAEkg,CAEenc,
CAEdec,CAEver) specifies ccAEAD.CAEkg is a probabilis-
tic algorithm for key generation. CAEenc is a probabilistic
algorithm for encryption. CAEdec is a deterministic algo-
rithm for decryption. CAEver is a deterministic algorithm
for verification. ccAEAD is involved with the following
subsets of 𝛴∗: a key space KCAE, an associated-data space
ACAE, a message space MCAE, a ciphertext space CCAE,
an opening-key space LCAE, a binding-tag space TCAE, and
an attachment space SCAE. For every 𝑙 ∈ N, 𝛴 𝑙 ⊆ MCAE
or 𝛴 𝑙 ∩ MCAE = ∅. A targeted security level of ccAEAD
determines the key length 𝑛, the opening-key length ℓ, the
binding-tag length 𝜏, and the attachment length 𝜎. Thus,
KCAE B 𝛴𝑛, LCAE B 𝛴ℓ , TCAE B 𝛴 𝜏 , and SCAE B 𝛴𝜎 .
The compactly-committing property requires that 𝜏 is small.

• CAEkg returns a secret key𝐾 ∈ KCAE chosen uniformly
at random.

• CAEenc takes (𝐾, 𝐴, 𝑀) ∈ KCAE × ACAE ×MCAE as
input and returns (𝐶, 𝐵, 𝑆) ∈ CCAE × TCAE × SCAE.
|𝐶 | depends only on |𝑀 |, and let clen : N → N be a
function such that |𝐶 | = clen( |𝑀 |).

• CAEdec takes (𝐾, 𝐴, 𝐶, 𝐵, 𝑆) ∈ KCAE×ACAE×CCAE×
TCAE × SCAE as input and returns (𝑀, 𝐿) ∈ MCAE ×
LCAE or ⊥ ∉MCAE × LCAE.

• CAEver takes (𝐴, 𝑀, 𝐿, 𝐵) ∈ ACAE ×MCAE ×LCAE ×
TCAE as input and returns 𝑏 ∈ 𝛴 .
It is common that CAE is assumed to satisfy cor-

rectness: For any (𝐾, 𝐴, 𝑀) ∈ KCAE × ACAE × MCAE,
if (𝐶, 𝐵, 𝑆) ← CAEenc(𝐾, 𝐴, 𝑀), then there exists some

𝐿 ∈ LCAE such that CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆) = (𝑀, 𝐿) and
CAEver(𝐴, 𝑀, 𝐿, 𝐵) = 1.

Remark 1 In the formalization by Grubbs et al. [5] and
Dodis et al. [7], (𝐶, 𝑆) ∈ CCAE × SCAE is specified as a
ciphertext.

Nonce-based ccAEAD is specified by a tuple of al-
gorithms nCAE B (CAEkg, nCAEenc,CAEdec,CAEver).
The difference between CAE and nCAE is minor. They
share CAEkg, CAEdec, and CAEver. nCAEenc is a de-
terministic algorithm for encryption. It takes as input
(𝐾, 𝑁, 𝐴, 𝑀) ∈ KCAE ×NCAE ×ACAE ×MCAE and returns
(𝐶, 𝐵, 𝑆) ∈ CCAE × TCAE × SCAE, where NCAE ⊆ 𝛴∗ is a
nonce space.

2.2.2 Security Requirements

The security requirements of (nonce-based) ccAEAD are
confidentiality, ciphertext integrity, and binding properties.
Confidentiality and ciphertext integrity are inherited from
AEAD and tailored to (nonce-based) ccAEAD. The binding
properties are specific to (nonce-based) ccAEAD.

Hereafter, the security requirements are formalized only
for ccAEAD. They are similarly formalized for nonce-based
ccAEAD since the syntax of nonce-based ccAEAD is very
similar to that of ccAEAD.

(1) Confidentiality

Confidentiality is formalized as real-or-random indistin-
guishability in the multi-opening setting. The advantage
of an adversary A for confidentiality of CAE is

Advmo-rorCAE (A) B��Pr[MO-REALA
CAE = 1] − Pr[MO-RANDA

CAE = 1]
��,

where the games MO-REALA
CAE and MO-RAND

A
CAE are

shown in Fig. 4. A is allowed to access the oracles Enc,
Dec, and ChalEnc. The same Enc and Dec oracles are
given to A in both of the games. Dec returns (𝑀, 𝐿) for
any query (𝐴,𝐶, 𝐵, 𝑆) if it appears in the previous query-
response pairs for Enc (multi-opening setting). Otherwise,
Dec returns ⊥. For each query, ChalEnc returns the output
of CAEenc in MO-REAL and a uniform random sequence
inMO-RAND.

(2) Ciphertext Integrity

Ciphertext integrity is formalized as existential unforgeabil-
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𝐾 ← CAEkg(); Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc ⊲ 𝑏 ∈ 𝛴
return 𝑏

Enc(𝐴, 𝑀 )
(𝐶, 𝐵, 𝑆) ← CAEenc(𝐾, 𝐴, 𝑀 )
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
(𝑀, 𝐿) ← CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆)
return (𝑀, 𝐿)

ChalEnc(𝐴, 𝑀 )
(𝐶, 𝐵, 𝑆) ← CAEenc(𝐾, 𝐴, 𝑀 )
return (𝐶, 𝐵, 𝑆)

(a) MO-REALA
CAE

𝐾 ← CAEkg(); Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc ⊲ 𝑏 ∈ 𝛴
return 𝑏

Enc(𝐴, 𝑀 )
(𝐶, 𝐵, 𝑆) ← CAEenc(𝐾, 𝐴, 𝑀 )
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
(𝑀, 𝐿) ← CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆)
return (𝑀, 𝐿)

ChalEnc(𝐴, 𝑀 )
(𝐶, 𝐵, 𝑆) ←← 𝛴 clen( |𝑀 |) × 𝛴 𝜏 × 𝛴 𝜎
return (𝐶, 𝐵, 𝑆)

(b) MO-RANDA
CAE

Fig. 4: Games for confidentiality of ccAEAD

ity in the multi-opening setting. The advantage of an adver-
sary A for ciphertext integrity of CAE is

Advmo-ctxtCAE (A) B Pr[MO-CTXTA
CAE = 1],

where the game MO-CTXTA
CAE is shown in Fig. 5. A is

allowed to access the oracles Enc, Dec, and ChalDec. The
game outputs 1 if A asks a successful query to ChalDec
which does not appear in the previous query-response pairs
for Enc.

(3) Binding Properties

Binding properties are formalized with respect to a sender
and a receiver. Receiver binding describes that a malicious
receiver should not be able to blame an honest sender. The
advantage of an adversary A for receiver binding of CAE is

Advr-bindCAE (A) B Pr[((𝐴, 𝑀, 𝐿), (𝐴
′, 𝑀 ′, 𝐿 ′), 𝐵) ← A :

(𝐴, 𝑀) ≠ (𝐴′, 𝑀 ′) ∧

𝐾 ← CAEkg(); Y ← ∅
win← 0
AEnc,Dec,ChalDec

return win

Enc(𝐴, 𝑀 )
(𝐶, 𝐵, 𝑆) ← CAEenc(𝐾, 𝐴, 𝑀 )
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆)
return CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆)

ChalDec(𝐴, 𝐶, 𝐵, 𝑆)
if (𝐴, 𝐶, 𝐵, 𝑆) ∈ Y then

return ⊥
end if
if CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆) ≠ ⊥
then

win← 1
end if
return CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆)

Fig. 5: Game MO-CTXTA
CAE for ciphertext integrity of

ccAEAD

CAEver(𝐴, 𝑀, 𝐿, 𝐵) = CAEver(𝐴′, 𝑀 ′, 𝐿 ′, 𝐵) = 1] .

The advantage of A for strong receiver binding of CAE is

Advsr-bindCAE (A) B Pr[((𝐴, 𝑀, 𝐿), (𝐴
′, 𝑀 ′, 𝐿 ′), 𝐵) ← A :

(𝐴, 𝑀, 𝐿) ≠ (𝐴′, 𝑀 ′, 𝐿 ′) ∧
CAEver(𝐴, 𝑀, 𝐿, 𝐵) = CAEver(𝐴′, 𝑀 ′, 𝐿 ′, 𝐵) = 1] .

It is apparent that Advr-bindCAE (A) ≤ Adv
sr-bind
CAE (A).

Sender binding describes that a dishonest sender should
be blamed. The advantage ofA for sender binding of CAE is

Advs-bindCAE (A) B
Pr[(𝐾, 𝐴, 𝐶, 𝐵, 𝑆) ← A : CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆) ≠ ⊥ ∧
(𝑀, 𝐿) ← CAEdec(𝐾, 𝐴, 𝐶, 𝐵, 𝑆) ∧
CAEver(𝐴, 𝑀, 𝐿, 𝐵) = 0] .

Remark 2 (Message Franking Using ccAEAD) Aservice
provider is responsible for relaying all communications
among users. Users encrypt their communication using
ccAEAD. When a sender sends a ciphertext, the service
provider computes a tag using a MAC function to the bind-
ing tag in the ciphertext, and then sends the ciphertext and
the tag to the receiver. If the receiver recovers an abusive
message from the ciphertext, then they report it to the service
provider along with the opening key, binding tag, and the tag
attached by the service provider.

2.3 Encryptment

Encryptment is relatively a new primitive introduced and for-
malized by Dodis et al. [7]. It is roughly one-time ccAEAD,
and its formal descriptions are similar to those of ccAEAD
in many aspects.

2.3.1 Syntax

A tuple of algorithms EC = (ECkg,ECenc,ECdec,ECver)
specifies encryptment. ECkg is a probabilistic algorithm for
key generation. ECenc is a deterministic algorithm for en-
cryptment. ECdec is a deterministic algorithm for decrypt-
ment. ECver is a deterministic algorithm for verification.
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Encryptment is involved with the following subsets of 𝛴∗:
a key space KEC, an associated-data space AEC, a message
spaceMEC, a ciphertext space CEC, and a binding-tag space
TEC. A targeted security level determines the key length ℓ and
the binding-tag length 𝜏. Thus, KEC B 𝛴ℓ , and TEC B 𝛴 𝜏 .

• ECkg returns a secret key 𝐾ec ∈ KEC chosen uniformly
at random.

• ECenc takes (𝐾ec, 𝐴, 𝑀) ∈ KEC×AEC×MEC as input
and returns (𝐶, 𝐵) ∈ CEC × TEC. |𝐶 | depends only on
|𝑀 |.

• ECdec takes (𝐾ec, 𝐴, 𝐶, 𝐵) ∈ KEC × AEC × CEC × TEC
as input and returns 𝑀 ∈ MEC or ⊥ ∉MEC.

• ECver takes (𝐴, 𝑀, 𝐾ec, 𝐵) ∈ AEC×MEC×KEC×TEC
as input and returns 𝑏 ∈ 𝛴 .
EC is assumed to satisfy correctness as well as

ccAEAD. Namely, for any (𝐾ec, 𝐴, 𝑀) ∈ KEC × AEC ×
MEC, if (𝐶, 𝐵) ← ECenc(𝐾ec, 𝐴, 𝑀), then ECdec(𝐾ec,
𝐴, 𝐶, 𝐵) = 𝑀 and ECver(𝐴, 𝑀, 𝐾ec, 𝐵) = 1. EC is said
to satisfy strong correctness if, for any (𝐾ec, 𝐴, 𝐶, 𝐵) ∈
KEC × AEC × CEC × TEC, ECdec(𝐾ec, 𝐴, 𝐶, 𝐵) ≠ ⊥, then
ECenc(𝐾ec, 𝐴,ECdec(𝐾ec, 𝐴, 𝐶, 𝐵)) = (𝐶, 𝐵).

2.3.2 Security Requirements

The security requirements of encryptment are confidential-
ity, second-ciphertext unforgeability, and binding proper-
ties [7], [8]. Targeted-ciphertext unforgeability is also in-
troduced [11], [12].

(1) Confidentiality

Confidentiality is formalized as real-or-random indistin-
guishability. The advantage of an adversary A for confi-
dentiality of EC is

Advot-rorEC (A) B��Pr[otREALA
EC = 1] − Pr[otRANDA

EC = 1]
��,

where the games otREALA
EC and otRAND

A
EC are shown in

Fig. 6. A is allowed to ask a single query to the enc oracle.

𝐾ec ← ECkg()
𝑏 ← Aenc ⊲ 𝑏 ∈ 𝛴
return 𝑏

enc(𝐴, 𝑀 )
(𝐶, 𝐵) ← ECenc(𝐾ec, 𝐴, 𝑀 )
return (𝐶, 𝐵)

(a) otREALA
EC

𝑏 ← Aenc ⊲ 𝑏 ∈ 𝛴
return 𝑏

enc(𝐴, 𝑀 )
(𝐶, 𝐵) ←← 𝛴 clen( |𝑀 |) × 𝛴 𝜏
return (𝐶, 𝐵)

(b) otRANDA
EC

Fig. 6: Games for confidentiality of encryptment

(2) Second-Ciphertext Unforgeability

An adversary A first makes a query (𝐴, 𝑀) ∈ AEC ×MEC
to ECenc(𝐾ec, ·, ·) and gets (𝐶, 𝐵) and 𝐾ec, where 𝐾ec ←
ECkg() and (𝐶, 𝐵) ← ECenc𝐾ec (𝐴, 𝑀). Then, A outputs

(𝐴′, 𝐶 ′) ∈ AEC × CEC. The advantage of A for second-
ciphertext unforgeability of EC is

AdvscuEC (A) B
Pr[(𝐴,𝐶) ≠ (𝐴′, 𝐶 ′) ∧ ECdec𝐾ec (𝐴′, 𝐶 ′, 𝐵) ≠ ⊥] .

Second-ciphertext unforgeability recalls second-preimage
resistance of a cryptographic hash function family.

(3) Targeted-Ciphertext Unforgeability

Targeted-ciphertext unforgeability [11], [12] recalls every-
where preimage resistance of a cryptographic hash function
family [32]. Let A B (A1,A2) be a two-phase adversary.
First,A1 takes no input and outputs (𝐵, state), where 𝐵 ∈ TEC
and state is some state information. Then,A2 takes (𝐵, state)
and 𝐾ec as input and outputs (𝐴,𝐶) ∈ AEC × CEC, where
𝐾ec ← ECkg(). The advantage of A for targeted-ciphertext
unforgeability of EC is

AdvtcuEC (A) B Pr[ECdec(𝐾ec, 𝐴, 𝐶, 𝐵) ≠ ⊥] .

It is shown that the HFC (hash function chaining) en-
cryptment scheme [7], [8] satisfies targeted-ciphertext un-
forgeability in the random oracle model [11], [12].

(4) Binding properties

The advantage of A for receiver binding of EC is

Advr-bindEC (A) B
Pr[((𝐾ec, 𝐴, 𝑀), (𝐾 ′ec, 𝐴′, 𝑀 ′), 𝐵) ← A :
(𝐴, 𝑀) ≠ (𝐴′, 𝑀 ′) ∧
ECver(𝐴, 𝑀, 𝐾ec, 𝐵) = ECver(𝐴′, 𝑀 ′, 𝐾 ′ec, 𝐵) = 1] .

The advantage of A for strong receiver binding of EC is

Advsr-bindEC (A) B
Pr[((𝐾ec, 𝐴, 𝑀), (𝐾 ′ec, 𝐴′, 𝑀 ′), 𝐵) ← A :
(𝐾ec, 𝐴, 𝑀) ≠ (𝐾 ′ec, 𝐴′, 𝑀 ′) ∧
ECver(𝐴, 𝑀, 𝐾ec, 𝐵) = ECver(𝐴′, 𝑀 ′, 𝐾 ′ec, 𝐵) = 1] .

The advantage of an adversary A for sender binding of
EC is

Advs-bindEC (A) B
Pr[(𝐾ec, 𝐴, 𝐶, 𝐵) ← A, 𝑀 ← ECdec(𝐾ec, 𝐴, 𝐶, 𝐵) :
𝑀 ≠ ⊥ ∧ ECver(𝐴, 𝑀, 𝐾ec, 𝐵) = 0] .

For strongly correct encryptment, receiver binding im-
plies second-ciphertext unforgeability, while the converse
does not hold [11], [12]:

Proposition 1 Let EC be a strongly correct encryptment
scheme. Then, for any adversary A against EC for second-
ciphertext unforgeability, there exists an adversary ¤A such
that AdvscuEC (A) ≤ Adv

r-bind
EC ( ¤A) and the run time of ¤A is at

most about that of A.

Strongly correct encryptment satisfies sender binding:
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Proposition 2 Let EC be a strongly correct encryptment
scheme. Then, for any adversary A against EC for sender
binding, Advs-bindEC (A) = 0.

Proof For (𝐾ec, 𝐴, 𝐶, 𝐵) ∈ KEC × AEC × CEC × TEC,
suppose that there exists some 𝑀 ∈ MEC such that
ECdec(𝐾ec, 𝐴, 𝐶, 𝐵) = 𝑀 . Then, ECenc(𝐾ec, 𝐴, 𝑀) =

(𝐶, 𝐵) since EC satisfies strong correctness. Thus,
ECver(𝐴, 𝑀, 𝐾ec, 𝐵) = 1 follows from correctness of EC.

�

3. ccAEAD Using Encryptment and PRF

3.1 Scheme

The proposed transforms to build ccAEAD from encrypt-
ment construct randomized ccAEAD ECP (EnCryptment-
and-Prf) ECP := (KG,ENC,DEC,VER) and nonce-
based ccAEAD nECP := (KG, nENC, nDEC,VER).
They combine strongly correct encryptment EC :=
(ECkg,ECenc,ECdec,ECver) and a PRF F.

ECP and nECP are involved with a key space K :=
𝛴𝑛, an associated-data space A := AEC, a message space
M := MEC, a ciphertext space C := CEC, an opening-key
space L := 𝛴ℓ (= KEC), a binding-tag space T := TEC,
and an attachment space S = L. nECP is also involved
with a nonce space N := 𝛴ℓ . ECP and nECP share KG
and VER. KG returns a secret key 𝐾 ←← 𝛴𝑛 for PRF, and
VER simply runs ECver. ENC and DEC are shown in Fig. 7,
and nENC and nDEC are shown in Fig. 8. ENC and nENC
are also depicted in Fig. 3. For nECP, it is assumed that
the nonce space and the binding-tag space are disjoint for
domain separation of F.

ENC(𝐾, 𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← F𝐾 (𝐵) ⊕ 𝐿
return (𝐶, 𝐵, 𝑆)

DEC(𝐾, 𝐴, 𝐶, 𝐵, 𝑆)
𝐿 ← F𝐾 (𝐵) ⊕ 𝑆
𝑀 ← ECdec(𝐿, 𝐴, 𝐶, 𝐵)
if 𝑀 = ⊥ then

return ⊥
end if
return (𝑀, 𝐿)

Fig. 7: The encryption and decryption algorithms of ECP

nENC(𝐾, 𝑁 , 𝐴, 𝑀 )
𝐿 ← F𝐾 (𝑁 )
(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← F𝐾 (𝐵) ⊕ 𝑁
return (𝐶, 𝐵, 𝑆)

nDEC(𝐾, 𝐴, 𝐶, 𝐵, 𝑆)
𝑁 ← F𝐾 (𝐵) ⊕ 𝑆
𝐿 ← F𝐾 (𝑁 )
𝑀 ← ECdec(𝐿, 𝐴, 𝐶, 𝐵)
if 𝑀 = ⊥ then

return ⊥
end if
return (𝑀, 𝐿)

Fig. 8: The encryption and decryption algorithms of nECP

3.2 Security

3.2.1 Confidentiality

Confidentiality of ECP is reduced to confidentiality and
strong receiver binding of EC and the PRF property of F:

Theorem 1 For any adversary A against ECP making at
most 𝑞e and 𝑞c queries to Enc and ChalEnc, respectively,
there exist adversaries ¤A, ¥A, and Ä such that

Advmo-rorECP (A) ≤ Adv
sr-bind
EC ( ¤A) + 𝑞c · Advot-rorEC ( ¥A) +
2 · AdvprfF (Ä) + (𝑞e + 𝑞c)

2/2ℓ+1.

The run time of ¤A, ¥A, and Ä is at most about that of
MO-REALA

ECP. Ä makes at most (𝑞e + 𝑞c) queries to its
oracle.

Proof The games MO-REALA
ECP and MO-RAND

A
ECP are

shown in Fig. 9. In the games, R keeps (𝑀, 𝐿) with index
(𝐴,𝐶, 𝐵, 𝑆) for each query (𝐴, 𝑀) to Enc. Then,

Advmo-rorECP (A) =��Pr[MO-REALA
ECP = 1] − Pr[MO-RANDA

ECP = 1]
��.

The game MO-ROR-GA
1 shown in Fig. 10 is obtained

fromMO-REALA
ECP by replacing F𝐾 with a uniform random

function 𝜌. Let A1 be an adversary against F. A1 is given
either F𝐾 or 𝜌 as an oracle. A1 simulates MO-REALA

ECP
and MO-ROR-GA

1 by making use of F𝐾 and 𝜌, respectively.
Then,

AdvprfF (A1) =
��Pr[AF𝐾

1 = 1] − Pr[A𝜌1 = 1]
��

=
��Pr[MO-REALA

ECP = 1] − Pr[MO-ROR-GA
1 = 1]

��.
The run time of A1 is at most about that of MO-REALA

ECP.
A1 makes at most (𝑞e + 𝑞c) queries to its oracle.

The game MO-ROR-GA
2 shown in Fig. 11 is obtained

from MO-ROR-GA
1 by replacing 𝑆 ← 𝜌(𝐵) ⊕ 𝐿 with 𝑆 ←←

𝛴ℓ in ChalEnc. In MO-ROR-GA
2 , as long as no collision is

found for 𝐿 and for 𝐵, 𝑆 is chosen uniformly at random and
independently of (𝐶, 𝐵) in ChalEnc. Let ¤A be an adversary
against EC for strong receiver binding. ¤A runsMO-ROR-GA

1
and finally outputs ((𝐿, 𝐴, 𝑀), (𝐿 ′, 𝐴′, 𝑀 ′), 𝐵). Then,��Pr[MO-ROR-GA

1 = 1] − Pr[MO-ROR-GA
2 = 1]

��
≤ Advsr-bindEC ( ¤A) + (𝑞e + 𝑞c)2/2ℓ+1.

The run time of ¤A is at most about that ofMO-REALA
ECP.

The game MO-ROR-GA
3 shown in Fig. 12 is obtained

fromMO-ROR-GA
2 by replacing (𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀)

with (𝐶, 𝐵) ←← 𝛴clen( |𝑀 |) × 𝛴 𝜏 in ChalEnc. For trans-
formation from MO-ROR-GA

2 to MO-ROR-G
A
3 , let us con-

sider the game MO-HYBA
𝑘
shown in Fig. 13, where 𝑘 ∈

[0, 𝑞c]. MO-HYBA
𝑘
is different from MO-ROR-GA

2 only for
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ChalEnc. Then,��Pr[MO-ROR-GA
2 = 1] − Pr[MO-ROR-GA

3 = 1]
��

=
��Pr[MO-HYBA

0 = 1] − Pr[MO-HYBA
𝑞c = 1]

��
≤

𝑞c∑︁
𝑙=1

��Pr[MO-HYBA
𝑙−1 = 1] − Pr[MO-HYB

A
𝑙 = 1]

��.
Let A′

𝑙
be an adversary against EC for confidentiality, where

𝑙 ∈ [1, 𝑞c]. A′
𝑙
simulates MO-HYBA

𝑙
except for the 𝑙-th

query to ChalEnc made by A. A′
𝑙
forwards it to its ECenc

oracle and returns the reply to A. Finally, A′
𝑙
produces the

same output as A. Then,��Pr[MO-HYBA
𝑙−1 = 1] − Pr[MO-HYB

A
𝑙 = 1]

��
=
��Pr[otREALA′

𝑙

EC = 1] − Pr[otRANDA′
𝑙

EC = 1]
��

= Advot-rorEC (A
′
𝑙).

There exists some adversary ¥A such that Advot-rorEC (A′𝑙) ≤
Advot-rorEC ( ¥A) for every 𝑙 ∈ [1, 𝑞c] and its run time is at most
about that ofMO-REALA

ECP. Thus,��Pr[MO-ROR-GA
2 = 1] − Pr[MO-ROR-GA

3 = 1]
��

≤ 𝑞c · Advot-rorEC ( ¥A).

For transformation fromMO-ROR-GA
3 toMO-RAND

A
ECP,

similarly to the transformation from MO-REALA
ECP to

MO-ROR-GA
1 , there exists some adversary A2 such that

AdvprfF (A2) =
��Pr[AF𝐾

2 = 1] − Pr[A𝜌2 = 1]
��

=
��Pr[MO-RANDA

ECP = 1] − Pr[MO-ROR-GA
3 = 1]

��.
The run time of A2 is at most about that of MO-REALA

ECP.
A2 makes at most 𝑞e queries to its oracle. Thus, there exists
some adversary Ä such that

AdvprfF (Ä) ≥ max{Adv
prf
F (A1),Adv

prf
F (A2)}.

The run time of Ä is at most about that ofMO-REALA
ECP. Ä

makes at most (𝑞e + 𝑞c) queries to its oracle. �

Confidentiality of nonce-based ECP is also reduced to
confidentiality and strong receiver binding of EC and the
PRF property of F. The proof is omitted since it is very
similar to that of Theorem 1.

Corollary 1 For any adversary A against nECP making at
most 𝑞e and 𝑞c queries to Enc and ChalEnc, respectively,
there exist adversaries ¤A, ¥A, and Ä such that

Advmo-rornECP (A) ≤ Adv
sr-bind
EC ( ¤A) + 𝑞c · Advot-rorEC ( ¥A) +

2 · AdvprfF (Ä) + (𝑞e + 𝑞c)
2/2ℓ .

The run time of ¤A, ¥A, and Ä is at most about that of
MO-REALA

nECP. Ä makes at most 2(𝑞e + 𝑞c) queries to
its oracle.

𝐾 ←← 𝛴 𝑛; Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc

return 𝑏

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← F𝐾 (𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalEnc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← F𝐾 (𝐵) ⊕ 𝐿
return (𝐶, 𝐵, 𝑆)

(a) MO-REALA
ECP

𝐾 ←← 𝛴 𝑛; Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc

return 𝑏

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← F𝐾 (𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalEnc(𝐴, 𝑀 )

(𝐶, 𝐵) ←← 𝛴 clen( |𝑀 |) × 𝛴 𝜏
𝑆 ←← 𝛴 ℓ

return (𝐶, 𝐵, 𝑆)

(b) MO-RANDA
ECP

Fig. 9: Games for confidentiality of ECP

𝐾 ←← 𝛴 𝑛; Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc

return 𝑏

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← 𝜌(𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalEnc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← 𝜌(𝐵) ⊕ 𝐿
return (𝐶, 𝐵, 𝑆)

Fig. 10: MO-ROR-GA
1

𝐾 ←← 𝛴 𝑛; Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc

return 𝑏

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← 𝜌(𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalEnc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ←← 𝛴 ℓ

return (𝐶, 𝐵, 𝑆)

Fig. 11: MO-ROR-GA
2

3.2.2 Ciphertext Integrity

Ciphertext integrity of ECP is reduced to targeted-ciphertext
unforgeability and strong receiver binding of EC, and the
PRF property of F:

Theorem 2 For any adversary A against ECP making at
most 𝑞e, 𝑞d, and 𝑞c queries to Enc, Dec, and ChalDec,
respectively, there exist adversaries ¤A, ¥A, and Ä such that

Advmo-ctxtECP (A) ≤ AdvprfF ( ¤A)+Adv
sr-bind
EC ( ¥A)+𝑞c·AdvtcuEC (Ä).

The run time of ¤A, ¥A, and Ä is at most about that of
MO-CTXTA

ECP. ¤A makes at most (𝑞e + 𝑞c) queries to its
oracle.

Proof The game MO-CTXTA
ECP is shown in Fig. 14.
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𝐾 ←← 𝛴 𝑛; Y ← ∅
𝑏 ← AEnc,Dec,ChalEnc

return 𝑏

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← 𝜌(𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalEnc(𝐴, 𝑀 )

(𝐶, 𝐵) ←← 𝛴 clen( |𝑀 |) × 𝛴 𝜏

𝑆 ←← 𝛴 ℓ

return (𝐶, 𝐵, 𝑆)

Fig. 12: MO-ROR-GA
3

𝐾 ←← 𝛴 𝑛; Y ← ∅; ctr← 0
𝑏 ← AEnc,Dec,ChalEnc

return 𝑏

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← 𝜌(𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵)
if (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y then

return ⊥
end if
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalEnc(𝐴, 𝑀 )
ctr← ctr + 1
if ctr > 𝑘 then
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
else

(𝐶, 𝐵) ←← 𝛴 clen( |𝑀 |) × 𝛴 𝜏
end if
𝑆 ←← 𝛴 ℓ

return (𝐶, 𝐵, 𝑆)

Fig. 13: MO-HYBA
𝑘

Advmo-ctxtECP (A) = Pr[MO-CTXTA
ECP = 1] .

The game MO-CTXT-GA
1 shown in Fig. 15 is obtained

fromMO-CTXTA
ECP by replacing F𝐾 with a uniform random

function 𝜌. Let ¤A be an adversary against F. ¤A is given
either F𝐾 or 𝜌 as an oracle. ¤A simulates MO-CTXTA

ECP and
MO-CTXT-GA

1 by making use of F𝐾 and 𝜌, respectively.
Then,

AdvprfF ( ¤A) =
��Pr[ ¤AF𝐾 = 1] − Pr[ ¤A𝜌 = 1]

��
=
��Pr[MO-CTXTA

ECP = 1] − Pr[MO-CTXT-GA
1 = 1]

��.
¤Amakes at most (𝑞e +𝑞c) queries to its oracle. The run time
of ¤A is at most about that ofMO-CTXTA

ECP.
InMO-CTXT-GA

1 , suppose that a query (𝐴∗, 𝐶∗, 𝐵∗, 𝑆∗)
sets win 1. Then, there are two cases: (1) There exists
some (𝐴,𝐶, 𝐵, 𝑆) ∈ Y such that 𝐵 = 𝐵∗ and (𝐴,𝐶, 𝑆) ≠
(𝐴∗, 𝐶∗, 𝑆∗), and (2) there exists no (𝐴,𝐶, 𝐵, 𝑆) ∈ Y such
that 𝐵 = 𝐵∗.

For the first case, let ¥A be an adversary against EC for
strong receiver binding. ¥A first simply runs MO-CTXT-GA

1 .
Let (𝐴′, 𝐶 ′, 𝐵′, 𝑆′) ∈ Y be a tuple such that 𝐵′ = 𝐵∗ and
(𝐴′, 𝐶 ′, 𝑆′) ≠ (𝐴∗, 𝐶∗, 𝑆∗). Let (𝑀 ′, 𝐿 ′) be a tuple such
that ECenc(𝐿 ′, 𝐴′, 𝑀 ′) = (𝐶 ′, 𝐵′). Let (𝑀∗, 𝐿∗) be re-
turned by ChalDec in response to (𝐴∗, 𝐶∗, 𝐵∗, 𝑆∗). Then, ¥A
terminates with the output ((𝐿 ′, 𝐴′, 𝑀 ′), (𝐿∗, 𝐴∗, 𝑀∗), 𝐵∗).
Let us see that ¥A is successful. Since EC is
(strongly) correct, ECenc(𝐿∗, 𝐴∗, 𝑀∗) = (𝐶∗, 𝐵∗), and
ECver(𝐴∗, 𝑀∗, 𝐿∗, 𝐵∗) = 1. It is easy to see that
(𝐿 ′, 𝐴′, 𝑀 ′) ≠ (𝐿∗, 𝐴∗, 𝑀∗).

For the second case, let Ä := (Ä1, Ä2) be an adversary
against EC for targeted-ciphertext unforgeability. Ä1 first
selects 𝑟 ∈ [1, 𝑞c] uniformly at random. Then, Ä1 simulates

MO-CTXT-GA
1 except that Ä1 returns ⊥ to the 𝑖-th query to

ChalDec made by A for every 𝑖 < 𝑟 . For the 𝑟-th query
(𝐴′′, 𝐶 ′′, 𝐵′′, 𝑆′′) to ChalDecmade by A, Ä1 terminates the
simulation and outputs (𝐵′′, state), where state is some state
information including (𝐴′′, 𝐶 ′′). Then, Ä2 takes (𝐵′′, state)
and 𝐿 ′′ as input, where 𝐿 ′′ ←← 𝛴ℓ , and outputs (𝐴′′, 𝐶 ′′).
Ä is successful if (𝐴′′, 𝐶 ′′, 𝐵′′, 𝑆′′) = (𝐴∗, 𝐶∗, 𝐵∗, 𝑆∗). �

𝐾 ←← 𝛴 𝑛; Y ← ∅
win← 0
AEnc,Dec,ChalDec

return win

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← F𝐾 (𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆) ⊲ (𝐴, 𝐶, 𝐵, 𝑆) ∈ Y
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalDec(𝐴, 𝐶, 𝐵, 𝑆) ⊲ (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y
𝐿 ← F𝐾 (𝐵) ⊕ 𝑆
𝑀 ← ECdec(𝐿, 𝐴, 𝐶, 𝐵)
if 𝑀 = ⊥ then

return ⊥
end if
win← 1
return (𝑀, 𝐿)

Fig. 14: Game MO-CTXTA
ECP

𝐾 ←← 𝛴 𝑛; Y ← ∅
win← 0
AEnc,Dec,ChalDec

return win

Enc(𝐴, 𝑀 )
𝐿 ←← 𝛴 ℓ

(𝐶, 𝐵) ← ECenc(𝐿, 𝐴, 𝑀 )
𝑆 ← 𝜌(𝐵) ⊕ 𝐿
Y ← Y ∪ {(𝐴, 𝐶, 𝐵, 𝑆) }
R[𝐴, 𝐶, 𝐵, 𝑆 ] ← (𝑀, 𝐿)
return (𝐶, 𝐵, 𝑆)

Dec(𝐴, 𝐶, 𝐵, 𝑆) ⊲ (𝐴, 𝐶, 𝐵, 𝑆) ∈ Y
return R[𝐴, 𝐶, 𝐵, 𝑆 ]

ChalDec(𝐴, 𝐶, 𝐵, 𝑆) ⊲ (𝐴, 𝐶, 𝐵, 𝑆) ∉ Y
𝐿 ← 𝜌(𝐵) ⊕ 𝑆
𝑀 ← ECdec(𝐿, 𝐴, 𝐶, 𝐵)
if 𝑀 = ⊥ then

return ⊥
end if
win← 1
return (𝑀, 𝐿)

Fig. 15: MO-CTXT-GA
1

Ciphertext integrity of nonce-based ECP is also re-
duced to targeted-ciphertext unforgeability and strong re-
ceiver binding of EC, and the PRF property of F. The proof
is omitted since it is very similar to that of Theorem 2.

Corollary 2 For any adversary A against nECP making at
most 𝑞e, 𝑞d, and 𝑞c queries to Enc, Dec, and ChalDec,
respectively, there exist adversaries ¤A, ¥A, and Ä such that

Advmo-ctxtnECP (A) ≤ Adv
prf
F ( ¤A)+Adv

sr-bind
EC ( ¥A)+𝑞c·AdvtcuEC (Ä).

The run time of ¤A, ¥A, and Ä is at most about that of
MO-CTXTA

nECP. ¤A makes at most 2(𝑞e + 𝑞c) queries to
its oracle.

3.2.3 Binding Properties

ECP and nECP inherit (strong) receiver binding from EC
since VER simply runs ECver:

Theorem 3 For any adversary A against ECP for (strong)
receiver binding, there exists an adversary ¤A such that
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Adv(s)r-bindECP (A) ≤ Adv(s)r-bindEC ( ¤A). The run time of ¤A is at
most about that of A.

Sender binding of ECP and nECP is implied by
strong correctness of EC. Suppose that (𝐾, 𝐴, 𝐶, 𝐵, 𝑆)
satisfies DEC(𝐾, 𝐴, 𝐶, 𝐵, 𝑆) = (𝑀, 𝐿) ≠ ⊥. Then,
ECdec(𝐿, 𝐴, 𝐶, 𝐵) = 𝑀 . Since EC is strongly correct,
ECenc(𝐿, 𝐴, 𝑀) = (𝐶, 𝐵) and ECver(𝐴, 𝑀, 𝐿, 𝐵) = 1 =

VER(𝐴, 𝑀, 𝐿, 𝐵).

Theorem 4 Suppose that the underlying EC of ECP and
nECP satisfies strong correctness. Then, for any adversary
A, Advs-bindECP (A) = 0 and Adv

s-bind
nECP (A) = 0.

4. Conclusion

Wehave presented a transform to build randomized ccAEAD
from encryptment, requiring only a single call to a PRF. We
have also extended it to build nonce-based ccAEAD, which
requires two calls to a PRF. Then, we have reduced the se-
curity of the resultant ccAEAD to the security of underlying
encryptment and a PRF.

Future work is to study generic ccAEAD construction
simpler than CtE and CEP. It is also interesting to explore
applications ccAEAD is useful for.
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