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Sample Recoverable Fuzzy Extractors®

Wataru NAKAMURA 9, Nonmember and Kenta TAKAHASHI™, Member

SUMMARY  To realize online biometric authentication systems with
both of protection and utilization of biometric data, we propose a novel
primitive called “Sample Recoverable Fuzzy Extractors (SRFEs).” Con-
ventionally, Biometric Template Protection (BTP) is studied as an approach
for preventing biometric data from leakage. An important requirement of
BTPis thatitis difficult to recover biometric data from the stored data, which
is called irreversibility, and fuzzy extractors are known as one of promising
primitives for realizing BTP. On the other hand, in some cases, it is desired
that the system can utilize biometric samples such as images having cap-
tured during past enrollment and authentication processes. For example,
when the authentication accuracy of a specific user is low, samples of past
processes are helpful clue for investigation of a cause. Also, they can be
used for multi-sample fusion to improve accuracy in a biometric template
update, and for post verification of past processes. To enable utilization
of past biometric samples for such various situations while protecting the
biometric data, we define a SRFE as a primitive satisfying the following
two properties: (i) It can recover the secret key along with samples of past
enrollment and authentication processes from the stored data and a feature
which can succeeds in the authentication. (ii) It is computationally difficult
to recover the secret key from the stored data. We give a construction based
on a fuzzy extractor and a symmetric encryption scheme satisfying a kind
of key dependent message security. By using a SRFE, we realize a protocol
of an online biometric authentication system which satisfies irreversibility
while the past biometric samples can be recovered from the stored data with
a help of the genuine user.

key words: Biometric template protection, fuzzy extractors, utilization of
past biometric samples, authenticated sample recoverability.

1. Introduction
1.1 Background on Online User Authentication

In a current digital society with wide-spreading online ser-
vices such as banking, shopping, file storage, and social
media, online user authentication technology is essential to
avoid unauthorized accesses of the system. User authenti-
cation methods are often classified into “what you know,”
“what you have,” and “what you are,” based on the type of
secret information used for authentication [2][3]. For secu-
rity, it is crucial to prevent the secret information leakage.
Also, it is required to be secure against online attacks such
as a replay attack and a real-time phishing. In addition to se-
curity, user convenience is important because inconvenience
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hinders widespread use.

Online user authentication methods based on “what you
know” such as password-based schemes are widely used,
but it is difficult for them to achieve both security and conve-
nience. If users use a password easy to remember, it becomes
easier for adversaries to guess. On the other hand, requiring
users to remember complex knowledge reduces convenience.

Methods based on “what you have” can be realized
by devices (e.g., smartphones, computers, IC cards, and
hardware tokens) storing a secret key. In particular, digital
signature-based schemes such as FIDO" [4] can protect on-
line attacks such as a replay attack and a real-time phishing,
and make it difficult for adversaries to guess the secret key
even if they obtain the corresponding verification key stored
in the server and signatures sent to the server. In addition, in
order to lower the risk of unauthorized use, the device can
perform additional local authentication, e.g., local biomet-
ric authentication as FIDO system does. However, schemes
based on “what you have” requires users to bring a device
storing the secret key to authenticate themselves, which re-
duces convenience. Furthermore, if users lose the device,
they will not be able to be authenticated by the system.

A hopeful alternative is online user authentication
schemes based on “what you are,” i.e., online biometric au-
thentication, used in commercial and governmental services
[5][6]. Users can authenticate themselves using their own
biometric traits such as face, fingerprint, and iris, without re-
membering complex passwords or bringing a device storing
a secret key.

Online biometric authentication systems can simply be
realized as follows: the server stores biometric data captured
during an enrollment process, and compares it to biometric
data captured during an authentication process. However,
this scheme has the risk of biometric data leakage from the
data stored in the server. For example, due to a vulner-
ability in a biometric ID system “Aadhaar,” anybody had
access to biometric data of more than 1 billion Indian citi-
zens [7]. Biometric data leakage leads to privacy invasion
and increases impersonation risk. Furthermore, unlike pass-
words, it is difficult for users to change their biometric data
if compromised.

To protect biometric information from leakage, Biomet-
ric Template Protection (BTP) [8][9] has been studied and
standardized. In BTP, biometric data is transformed into a
protected biometric template so that it is difficult to recover

TFIDO is a trademark of FIDO Alliance.
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the original biometric data from the template. This require-
ment is called irreversibility”. One of promising primitives
for realizing BTP is Fuzzy Extractors (FEs) [10], which de-
rive a secret key from biometric data. As Fig. 1, the gen-
eration algorithm Genpg of a FE generates a pair (r, p) of
a secret key r and a helper string p from a fuzzy biometric
feature yg. The reproduction process Repgg reproduces se-
cret key r’ from the helper string p and a feature yr. The
correct secret key r is reproduced if features yg and yr are
sufficiently close, and it is difficult to guess yg or r from the
helper string p alone. By using the secret key r for gener-
ating a digital signature, secure online authentication can be
realized [11].

1.2 Motivation for Irreversibility with Authenticated Sam-
ple Recoverability (IASR)

While irreversibility is required to lower the risk of biometric
data leakage, it is desired in some cases that the system can
utilize biometric samples such as images of biometric traits
having captured during past enrollment and authentication
processes. Examples of such cases include the following
(Case A)—(Case C).

(Case A) Investigation of a cause of low authentication
accuracy. The biometric sample acquired from an indi-
vidual is susceptible to changes due to improper interac-
tion with the sensor, modifications in sensor characteris-
tics, variations in environmental factors, and temporary
alterations in the biometric trait itself [12]. Because
of these changes of the obtained samples, it is possible
that some uses are frequently rejected from the system.
When a user is relatively frequently rejected, samples
having captured during past enrollment and authentica-
tion processes can be a powerful clue for investigating
the cause in more detail, which will lead to fewer false
rejects. For example, if the user notices by checking the
samples that they tend to be acquired under too bright
environment (or in tilting postures), the user can be
careful about the lighting conditions (or postures). In
addition, once the common causes for such users are
identified, the system can be modified to reduce them.
For example, if it turns out that users tend to input their
biometric traits into the scanning device in inappropri-
ate postures, the system can be modified so that the

T Although BTP has other requirements, we focus on irre-
versibility because it is the most important when we consider low-
ering the risk of biometric data leakage.
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correct input posture is displayed on the screen.

(Case B) Multi-sample fusion in biometric template up-
date. Enrolled biometric templates have to be updated
for various reasons. For example, when a biometric
authentication system upgrades algorithms such as fea-
ture extraction, it has to update enrolled template to
reflect the upgrade. Also, a user’s template has to be
updated when the sample captured for enrollment is
unrepresentative [12] or when his/her biometric trait
changes due to aging [13]. To improve authentica-
tion accuracy, an effective technique is multi-sample
fusion [12][14][15][16], which generates a template us-
ing multiple samples. If this technique is used during
template update process, the system can enroll new tem-
plates that achieve higher accuracy. However, scanning
samples many times during the update process is a bur-
den for users. If samples during past processes can be
utilized for multi-sample fusion, the system can improve
authentication accuracy without placing the burden on
users.

(Case C) Post verification of past processes. When some
problem is found on a past process, the sample hav-
ing captured during the process can be helpful for post
verification of the process. For example, when a user
notices a past authentication history that he/she does not
remember’T, it is possible that a False Acceptance (FA)
occurred, i.e., the system accepted another user’s sam-
ple, or a Presentation Attack (PA) [17] occurred, i.e.,
the process was done by an attacker inputting a fake bio-
metric sample. If FA or PA occurred, the user will want
to show that he/she did not perform the authentication
because the unauthorized authentication usually leads
to some damage such as unauthorized money transfer
or payment. The system administrator will also want
to know whether FA or PA occurred or not because
some measures need to be taken if it actually occurred.
On the other hand, it is possible that the process was
performed by the user, but he/she simply forgot it or
makes a malicious claim. If the sample having cap-
tured during the process can be utilized, it can help to
investigate in detail after the fact whether the sample is
from another user, fake, or from the genuine user. For
example, to investigate whether a FA occurred, one can
match the sample during the process and the sample
during the enrollment using matching schemes differ-
ent from the one employed by the system''". Also, to

T In services such as payment at store or bank transfer using
biometric authentication, the service provider may not notice an
unauthorized authentication at the time of the process and notices
it when a user notices and points it out later.

1 The matching scheme employed by the system is constrained
by the system requirements. For example, if irreversibility is re-
quired, only schemes satisfying it can be used. On the other hand,
in post verification, one can use any schemes including any feature
extraction schemes. Therefore, even if the system accepted another
user’s sample during the authentication process, there is a chance
to notice that the input sample was from another user.
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investigate whether a PA occurred, one can check the
sample using up-to-date Presentation Attack Detection
(PAD) schemes”.

A trivial scheme to enable the utilization of past sam-
ples is storing them itself, but this scheme cannot protect
biometric data. To protect biometric data, one might come
up with the scheme of storing them in encrypted form, and
the key for decrypting them. However, this scheme also does
not satisfy irreversibility because samples can be recovered
from the stored data. To realize both of irreversibility and
utilization of biometric data, we aim at constructing online
biometric authentication which satisfies irreversibility while
past samples can be recovered with a help of the genuine user,
i.e., with a sample captured from the genuine user again. To
make this concrete, we introduce Irreversibility with Authen-
ticated Sample Recoverability (IASR)' for online biometric
authentication systems as the property of satisfying the fol-
lowing two:

(a) Irreversibility : It is difficult to recover a sample or a
feature having used for past enrollment or authentication
processes from the stored data.

(b) Authenticated Sample Recoverability (ASR) : From the
stored data and a biometric sample which can succeed
in the authentication’ ", the system can recover samples
having captured during past enrollment and authentica-
tion processes.

The goal of this paper is to realize an online biometric au-
thentication system with TASR.

1.3 Limitation of Conventional FEs on IASR

Some conventional FEs can realize online biometric au-
thentication systems satisfying Irreversibility with Authen-
ticated Feature Recoverability (IAFR), a weaker property
than IASR. We define IAFR as the property of satisfying

TEven if the system employs a PAD scheme, it is not always up-
to-date because PAD schemes have been actively studied. There-
fore, even if the fake sample did not detect the PA, there is a chance
to notice it by up-to-date PAD schemes.

"In the conference version [1], the property of satisfying (a)
and (b) is called ASR. In this paper, we define IASR and ASR
as above because we think that this definition of the terms more
appropriately describes the properties.

In (Case B), the system is required to check whether the user
trying to update a template is the genuine user. By performing
the check through the biometric authentication, a biometric sample
succeeding in the authentication can be obtained and used for ASR.
On the other hand, in (Case A) and (Case C), user’s cooperation is
needed to obtain such a sample. We believe that users will tend to
cooperate in these cases for the following reasons. In (Case A), the
investigation leads to improvement of their convenience in authen-
tication. We note that for users relatively frequently rejected, e.g.,
with probability 10%, the system can obtain a sample succeeding
in authentication by simply repeating the scanning from them a few
times. Also, if at least some users cooperate, the identified causes
will enable system modifications, which will also reduce false re-
jects for other users. In (Case C), the user will want to show that
he/she did not perform the authentication as described above.

irreversibility and the following AFR:

(b’) Authenticated Feature Recoverability (AFR) : From the
stored data and a biometric sample which can succeed
in the authentication, the system can recover features
having extracted during past enrollment and authenti-
cation processes.

Indeed, in FEs constructed with a Secure Sketch (SS), e.g.,
Dodis et al.’s [10], the helper string includes a sketch of the
feature yg for generation. The feature yg can be recovered
from the sketch and a feature y” sufficiently close to yg, while
yg has sufficient min-entropy given the sketch. Therefore,
authentication systems based on FEs with a SS can recover
the feature yg having extracted during the enrollment from
the stored data and a feature y’ close to yg. Features during
past authentication processes can be also recovered if the
system runs the generation algorithm additionally during
each authentication process. Some FEs have a property
called reusability, which ensures security even when multiple
helper strings are stored. Therefore, by using a reusable FE
with a SS, the system satisfies IAFR.

However, for (Case A)—(Case C) described above, [ASR
is needed rather than IAFR. Features input for FEs are ele-
ments of a metric space such as a Hamming space, but in
situations such as (Case A)—(Case C), raw biometric samples
such as images of biometric traits are needed. The samples
are a powerful clue for the investigation in (Case A), required
for multi-sample fusion in (Case B), and helpful information
for the post verification in (Case C).

1.4 Our Contribution

To realize online biometric authentication systems with
IASR, we propose Sample Recoverable Fuzzy Extractors
(SRFEs) as a primitive satisfying the following three prop-
erties:

(Property 1) From the stored data and a sample xg close to
one xg for the generation process, the secret key can be
correctly reproduced, where the closeness is measured
by the closeness of the extracted features.

(Property 2) From the stored data and a feature ysr ex-
tracted to a sample xggr close to one xg for the genera-
tion process, the sample recovery process can correctly
recovers the samples (xg, xgr) for generation and suc-
cessful reproduction processes.

(Property 3) It is difficult for any Probabilistic Polynomial
Time (PPT) adversary who obtains the stored data to
distinguish the secret key r and a uniform random num-
ber.

We explain this definition in more detail using Fig. 2.
We define SRFEs as a tuple (Gengrre, Repgrpg, SRecsrrg) of
generation, reproduction, and sample recovery algorithms.
Although generation Gengg and reproduction Repgg of con-
ventional FEs takes a feature as an input, we input a sample,
not a feature, to Gengrre and Repgrpg in order to treat re-
covery of the samples having been input to them. Gengrrg
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generates a secret key r and a helper string p from a sample
Xg, and p is stored. (Property 1) means that if xg and xg
are close, then Repgrpg correctly reproduce r from xg and
the stored p. Unlike the reproduction of conventional FEs,
Repgrpr additionally outputs data g, which we call an addi-
tional reference, and q is also stored to be used for the sample
recovery. (Property 2) means that if samples xsr and xg are
sufficiently close, then SRecsgrpg correctly recovers (xg, XR)
from a feature ysg " extracted from xsg and the stored (p, q),
provided that Repgrpg using xr is successful. (Property 3)
means that it is difficult for any PPT adversary who obtains
(p, q) to distinguish the secret key r and a uniform random
number'.
Our technical contributions are threefold:

(i) Formal definition for SRFEs. We give a formal defini-
tion of SRFEs so that they satisfy the above (Property
1)—(Property 3), along with a biometric data setting,
which specifies how fuzzy biometric data are gener-
ated.

(ii) Construction of SRFEs. We propose a generic con-
struction of a SRFE based on a FE and a symmetric
encryption scheme satisfying a kind of key dependent
message security. Also, we give a specific construction
of a SRFE.

(iii) Online Biometric Authentication with IASR. We con-
struct a protocol of an online biometric authentication
system using a SRFE, and show that the authentica-
tion system satisfies IASR. Also, we analyze the perfor-
mance of the proposed system.

1.5 Organization

The rest of this paper is organized as follows. In Sect. 1.6,
we explain the relation of this paper and an earlier version.
In Sect. 2, we review basic notation and standard definitions.
In Sect. 3, we formalize a biometric data setting and SRFEs.
In Sect. 4, we propose a construction of SRFEs. In Sect. 5,
we apply SRFEs to online user authentication. In Sect. 6, we

TWe define that SRecsrrg takes a feature yggr, not a sample
XsR, as an input. This is because by adopting this definition we can
show that our protocol of online biometric authentication using a
SRFE in Sect. 5.2 satisfies IASR, as described in Sect. 5.2.

TIn more detail, we treat security when a helper string and
multiple additional references are stored.
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describe conclusion.
1.6 Relation to the Conference Version

This work is an extended version of a conference paper [1].
In addition to editorial changes, this paper mainly differs
from [1] in the following aspects. In [1], we introduced
Sample Recoverable Biometric Signatures (SRBSs) (which
we describe in Sect. 5.1 in this paper), and gave a generic
construction and an instantiation. We can observe that the
construction in [1] includes a scheme satisfying the above
(Property 1)—(Property 3). Based on this, in this paper we
introduce a new primitive SRFEs. We give a generic con-
struction and an instantiation of a SRFE by extracting core
parts of the construction in [1]. Also, we add an analysis on
the proposed system.

2. Preliminaries

In this section, we review basic notations and definitions of
primitives.

2.1 Basic Notation

Let N denote the set of all positive integers, and let R and R~
denote the sets of real numbers and positive real numbers, re-
spectively. Throughout the paper, A denotes the security pa-
rameter. For a set U, u < U denotes choosing uniform ran-
domly an element u from 9. For a probability distribution
U, u « U denotes choosing an element u according to U. A
function f : N — [0, 1] is said to be negligible if for all poly-
nomials g and all sufficiently large & it holds f(k) < 1/g(k).
For random variables X and Y, the min-entropy Heo(X) of
X is defined by Heo(X) := —log,(max, Pr[X = x])), and
the average min-entropy Ho,(X | Y) of X given Y is defined
by Ho(X | V) := —log, Ey(_y[maxx PriX=x|Y = y]],
where Y denotes the probability distribution of Y. The sta-
tistical distance SD(X, Y) between random variables X and Y
is defined by SD(X,Y) := (1/2) X, [Pr[X = z] — Pr[Y = Z]|.
For ¢ € N, U, denotes a random variable uniformly dis-
tributed on {0, 1}’. For a positive function f, we write
f(k) = O(k) if there exist ¢y, ¢, and kg such that for any k
larger than kg it holds that ¢; < f(k)/k < c3.

2.2 Fuzzy Extractors (FEs)

We review the definition of a FE introduced by Dodis et
al. [10].

Definition 1. A (Y, u, 4,1, €)-FE Xpg is defined by the fol-
lowing algorithms (Gengg, Repgg).

e Gengg(y) — (r,p) : The generation algorithm takes
an element y € Y as an input, and outputs an ex-
tracted string r € {0,1}¢ and a public string p €
{0,1}*. We require that for any random variable Y
on Y of min-entropy y, if (R, P) < Genpg(Y), then
SD((R, P), (U, P)) < e.
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* Reppp(y’, p) — r’ : The reproduction algorithm Reppg
takes an element y’ € Y and a bit string p € {0, 1}*
as inputs, and outputs a string r’. We require that
for any y,y’ € Y satisfying dist(y,y’) < ¢ and
(r, p) generated by (r,p) < Gengg(y), it holds that
Reppg(y’.p) =r.

2.3 Symmetric Encryption Schemes

A symmetric encryption scheme Xgg is defined by the fol-
lowing algorithms (Gengg, Encsg, Decsg).

» Gengg(1') — sksg : The generation algorithm takes
the security parameter 1 as an input, and outputs a
symmetric key sksg.

* Encgg(sksg, m) — ¢ : The encryption algorithm takes
a symmetric key sksg and a message m € M as inputs,
and outputs a ciphertext c.

e Decsg(sksg, ¢) — m’ or L : The decryption algorithm
takes a symmetric key sksg and a string ¢ as inputs, and
outputs a decrypted message m’ € M or L. We require
that for any m € M, A € N, and (skgg, ¢) generated by
sksg < Gengg(1?) and ¢ « Enc(sksg, m), it holds that
Dec(sk,sg,c) = m.

In Sect. 4.2, we define a specific security property of Xgg in
order to use it as a building block of SRFEs. The property
can be considered as a kind of Key Dependent Message
(KDM) security [18], which is on encryption of messages
depending on the secret key'. Specifically, KDM security in
the single key setting’’ is defined as follows. Consider the
following KDM experiment Expgsz{wf #(4) for a symmetric
encryption scheme Xgg = (Gengg, Encgg, Decsg), a class F
of functions, and an adversary A :

Expgﬁv%ﬂ(/l) [ b« {0,1}; sksg «— Gengsg(14);
b — A%wse(); return b’ ],
where Ogpcg; is a encryption oracle that takes a function
f € ¥ as an input and operates as follows: [ m; :=
f(sksg); mg := OBl ¢ « Encgp(sksg, cp); return c .

We say that a symmetric encryption scheme Xgg is ¥ -KDM
secure if for any PPT adversary A,

AdvEDY () 1= [PHExpy )y (D) = 1] b= 1]
— Pr[ExpsPM () = 1] 6= 0|

is negligible.
2.4 Digital Signature Schemes

A digital signature scheme Xpg is defined by the following

TWhen F contains all constant functions, F-KDM security
implies IND-CPA [19].

In general, KDM security is considered in the multiple key
setting. However, the property we define in Sect. 4.2 is related to
KDM security in the single key setting, so we explain the setting
here.

algorithms (Genps, Signpyg, Verps).

* Genps(11) — (skps, vkps) : The generation algorithm
takes the security parameter 1 as an input, and outputs
a signing key skps and a verification key vkps.

o Signpg(skps, m) — ops : The signing algorithm takes
a signing key skps and a message m € M as inputs, and
outputs a signature ops.

¢ Verps(vkps, m, ops) — result : The verification algo-
rithm takes a verification key vkps, a message m € M,
and a signature opg as inputs, and outputs the veri-
fication result result € {T,L}. We require that for
any A € N, message m € M, and (skps, vkps, 0ps)
generated by (skps, vkps) <« Genpg(1?) and opg «
Signpg(skps, m), it holds that Verps(vkps, m, ops) = T.

EUF-CMA security for a digital signature scheme Xpg
is defined as follows. Consider the following EUF-CMA ex-
periment ExpggngMA(/l) for Zps = (Genps, Signpg, Verps,
KeyVerpg) and an adversary A :

UF-CMA( 3 .
s ()

[ (skps, vkps) «— Genps(11); Q := 0;
(m’, ayg) — A%esO(vkpg);
if m’ Q Q AN Ver(m', Vsz, O-I,DS) =T

then return 1 else return O ],

Expg

where Osign,, is a signing oracle that takes a message m € M
as an input and operates as follows: [ Q := QU {m}; ops «
Signpg(skps, m); return ops ]. We say that a digital signature
scheme Xpg is EUF-CMA secure if for any PPT adversary
A, Advggslf'y([;MA(/l) = Pr[Expgg:'ﬂ?MA(/l) = 1] is negligible.

3. Definitions for SRFEs

In this section, we first define a biometric data setting, which
specifies how fuzzy data such as biometric data are gener-
ated. Then, we define the syntax and requirements of SRFEs.

3.1 Biometric Data Setting

As described in Sect. 1.4, we consider generation, reproduc-
tion, and sample recovery processes for SRFEs. We define
a setting of samples and features for these processes.

Let X be the sample space. Let X be the distribu-
tion of a sample for generation. We assume that when a
sample xg is captured from a user for generation process,
a sample from the user for reproduction and sample recov-
ery is generated according to the probability distribution
denoted by A(xg). Also, we assume that a feature gener-
ation algorithm Feat is given, and Y denotes the feature
space. That is, a feature y € Y is generated from a sample
x € X by y < Feat(x). Features generated from sam-
ples of the genuine user should be close with high prob-
ability. This can be formalized with a threshold r € R.g
and an error parameter @ € [0, 1] as follows: Pr{xg «
X; x' « A(xg): dist(Feat(xg), Feat(x’)) > t} < a. We



call 8 = (X, X, A, Y,Feat,dist, t, @) satisfying the above
conditions a biometric data setting.

Remark 1. If the system adopt multi-sample fusion, mul-
tiple samples may be required for each algorithm. We can
treat this multi-sample setting by modifying the definition of
the feature generation algorithm. We describe it in Sect. 5.3.

3.2 SRFEs

For a given biometric data setting, we define SRFEs as
a tuple (Gensrrg, Repgrpg, SRecsrrr) of generation, repro-
duction, and sample recovery algorithms so that (Property
1)—(Property 3) described in Sect. 1.4 are satisfied. As de-
scribed in Sect. 1.4, Gengsrrg and Repgppg take a sample,
not a feature, as an input, while SRecsrpg takes a feature.
Also, Repgrpg outputs an additional reference q. Further-
more, in general, online biometric authentication systems
performs an enrollment process once and an authentication
process multiple times. Considering these, we assume that
Gensrre is performed once and Repggyg is performed mul-
tiple times’, and the additional reference is stored only when
the authentication is successful, i.e., only when the correct
secret key r is reproduced. Then, when iy, . . ., ix-th calls of
Repgrpr reproduce the correct secret key and additional ref-
erences g;,, . . ., g;, are output respectively, the “stored data”
in (Property 1) and (Property 2) are (p, gi,, - - -, qi, ). We de-
fine a security requirement for SRFEs so that  and a uniform
random number are indistinguishable for any PPT adversary
who obtains the stored data. By formulating the above, we
define SRFEs as follows.

Definition 2. For a biometric data setting 8 = (X, X, A, VY,
Feat, dist, t, @) and a positive integer ¢, (8, £)-SRFE is a tu-
ple (Gensgrre, Repgrpg, SRecsrrg) satisfying the correctness
and security requirements below.

* Gengrre(1Y, xg) — (r,p): The generation algorithm
takes a security parameter 1 and a sample xg as inputs,
and outputs a secret key r € {0, 1}¢ and a helper string
p.

* Repgrpe(xr, p) — (', g): The reproduction algorithm
takes a sample xr and a helper string p as inputs, and
outputs a reproduced secret key r’ € {0,1}¢ and an
additional reference g.

* SRecsrrE(Ysr, P, q) — (x§, xg) or L: The sample re-
covery algorithm takes a feature ysg, a helper string p,
and an additional reference ¢ as inputs, and outputs ei-
ther a pair of recovered samples (x;, xi ) or a designated
symbol L.

Correctness : We define the correctness requirement as fol-
lows: if samples xg, xr € X and a feature ysg € Y satisfy
dist(Feat(xg), Feat(xr)) < t and dist(Feat(xg), ysr) < t,

In cases such as template update, Gengrpg may also be per-
formed multiple times. We can also satisfy security as described
in Remark 3. To simplify the description, we mainly treat the case
where Genggrpg is performed only once.
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thenr, r’, x(’}, X generated by (r, p) <« Gensrre(14, xg), (7,
q) < Rep(xg, p), and (x§, xz) < SRecsrre(Ysr, p; q) sat-
isty (r, xG, xr) = (r', x5, Xg)-

Security : To define the security requirement, we define the

SRFE experiment Expggii 2(4) as follows:

¢ The challenger generates a random bit b by b « {0, 1}.

e The challenger generates (p,rp) as follows: [ xg «
X; (r,p) < Gengrpe(1%, x6); ro « r; rp — {0, 1}%;
return (p, rp). |

e For i € [n], the challenger generates ¢; as follows:
[ xR «— A(xg); (r',q) < Repgrpe(xr, p); if r" # r
then ¢; « L else ¢; < ¢; return g;. |

e The adversary A obtains (p, rp, q1, - -
erates b’ € {0,1} using them.

Expgl:}ii #(4) is defined by b’

.»qn), and gen-
The output of

We define the security requirement as follows: for any PPT

adversary A, the advantage Advgzii () defined by

AdVRRIE () = |Pr[Bxpiit o () =1]b=1]

ZsRrFE, A ZsrFE, A
— Pr[Expit () =1]b=0]|
is negligible.

4. Construction

In this section, we give a generic construction and instan-
tiation of a SRFE scheme Zgrrg = (Gensrrg, Repsreg
SRecsrpg). For construction, we use a (Y, u, ¢, t, €)-fuzzy
extractor Xpg = (Genpg, Reppp) and a symmetric encryption
scheme Xsg = (Gengsg, Encgg, Decsg) as building blocks.

4.1 Insecure Construction and Our Idea

Before giving our construction, we give an example of in-
secure construction. To satisfy the requirements, one might
come up with the following construction. The output secret
key r of Xsrpg is defined by the secret key rgg of Zpg. Also,
the captured sample during each process is encrypted with
rre as the symmetric key, and the encrypted sample is con-
tained in p or g. Concretely, this construction is described
as follows:

* Genggre(14, xg) = (r,p) :
yg < Feat(xg);
(rrE, prE) < Gengg(yg);
r  IFE;
¢ < Encsg(reg, XG);
P < (PrE €G);
return (r, p).

* Repgrpe(*r,p) = (', q) :
yr <« Feat(xgr);
parse p as (prE, ¢G);
rtg < Reppe(yr, prE);
Pty
q < Encsg(rfg, Xr);
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return (r’, g).

* SRecsrre(Ysr, s q) = (x5, xg)
ysr < Feat(xsr);
parse p as (PrE, €G);

r 1:—15 — Repgg(Ysr, PrE);
x§; < Decse(rig, ¢6);

xp < Decsp(r{g 9);
return (x(;, xg).

It satisfies the correctness, but does not satisfy the se-
curity requirement. Indeed, in the SRFE experiment, the
attacker can identify whether b = 0 or b = 1 by decrypting
cg in p with r, because the attacker can recover the cor-
rect sample xg if b = 0, while the attacker cannot recover
it if b = 1. Also, we can observe that Genggrpg encrypts
the sample xg with a secret key rpg related to xg. In such
a construction, IND-CCA security is insufficient to make
the encrypted sample indistinguishable with a uniform ran-
dom number [18]. Considering them, our idea to satisfy the
requirements is as follows:

* Gengrpg generates a fresh random secret key for the
output secret key r. Then, r is encrypted with rgg and
included into p.

* We require a kind of KDM security for Xgg, which we
define as the Biometric Encryption (BE) security.

4.2 Generic Construction

Based on the idea described in Sect. 4.1, we give a generic
construction of Xgrpg satisfying the requirements. We define
the BE security as follows. We assume that all samples
x € X are represented by the same bit-length |x|. Consider
the following BE experiment EXP%],EZFE,ZSE, () for B, g,
sk, and an adversary A :

BE )

EXPg 5 v (D)

[ b« {0,1}; xg <« X; yg « Feat(xg);
(rE, prE) < Genpg(yG);

¢ « Encsg(ree, XG); co < Encsg(rrg, 0M);

Oknegs- O
b« AFese VEnese (ppp. cp); return b,
~ ~’
where Ogneg; and Of, _ are defined as follows.

* The oracle Ogy, takes a message m as an input, and
operates as follows: [ m; := m; my = olml, ¢
Encgg(r, mp); return c ].

* The oracle Of osi takes no input, and operates as fol-

lows: [ xr — A(xg); x1 = xr; xo = 0Kl ¢/ «
Encsg(rgE, xp); return ¢’ ].

We say that a symmetric encryption scheme Xgg is BE se-
cure with respect to a biometric data setting B and a fuzzy
extractor scheme Xpg if for any PPT adversary A,

BE
Adv 8.5 Ssp. A ()

- BE _ —
= | Pr[Expys,, 5o a(D) = 11 b=1]
— Pr{Expgy,, s a(d) = 11 b =0]]

is negligible.
For the building blocks Xpg and Xsg, we require the
following:

1. The (Y, u, ¢, t, €)-fuzzy extractor Xgg satisfies £ = (1)
and u = Ho(Yg), where Xg denotes a random variable
distributed according to X, and Y5 denotes a random
variable defined by Yg := Feat(Xg).

2. The symmetric encryption scheme Xgg

(2-a) has the key space {0, 1}¢,

(2-b) satisfies that for any m and any sksg, sk¢g, € {0, 1 3
with sksg # sk¢g, Pr(c « Encsg(sksg, m); m’ «
Decsg(skgg, ¢) : m” = m] is negligible, and

(2-c) is BE secure with respect to 8 and Xgg.

Using them, we construct Xsgpg = (Gensrrg, Repgreg
SRecsrre) as Fig. 3. For any algorithm, if it fails to op-
erate “parse”, then it returns L.

Theorem 1. Xsprr = (Gensrrg, Repgrpp, SRecsrre) de-
fined by the above construction is a (8, {)-SRFE.

Proof. Correctness holds because if samples xg, xg € X
and a feature ysg satisfy dist(Feat(xg), Feat(xr)) < t and
dist(Feat(xg), ysr) < ¢, then rgg is used as the symmetric
key for all Encgg and Decgg operations.

We show the security requirement. Let A be any PPT
adversary, and let A; be the advantage of A in Game i.
Game 1: We define Game 1 as the actual SRFE experiment.
In this game, (p, rp) obtained by the adversary is generated
as follows:

xg < X; yg < Feat(xg);

(reg, pre) < Genpe(yc); r — {0, 1}
cG < Encsg(rrE, X6); z ¢ Encsg(reg, 1);
p — (pre. cG. 2); 10 < 13 1y — {0, 1}

return (p, rp).

Furthermore, for i € [n], i-th additional reference ¢; is gen-
erated as follows:

XR < A(xg); yr < Feat(xg);

parse p as (pgg, €G, 2); rléE — Repgg(yr, pre);

r’ « Decsg(rfg, 2); q < Encsg(rfg, Xr);

if r’ # r then ¢; «— L else g; « q; return g;.
Game 2 : In this game, we modify the generation of g; as
follows:

xR — A(xg); yr < Feat(xg);

parse p as (pgg, ¢G, 2); réE — Repgg(yr, PFE);

_; q < Encgsg(rgg, xr);
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Gensgre(14, xg) — (1, p) :
yg < Feat(xg);
(reE, pre) < Gengg(yc);
r—{0,1}%
¢ < Encsg(rrE, xG);
7 < Encsg(rgg, 1);
P < (PFE, €G 2);
return (r, p).

return (r’, g).

Repgrpp(xr. p) —= (', q) :
yr < Feat(xr);
parse p as (pgE, ¢G, 2);
rte < Reppg(Yr, PFE);
r" — Decsg(rfp 2); x§; < Decse(rfg cG);
q < Encsg(r{g, Xr);

SRecsrrE(Ysr, P> q) = (X X)) -
ysr < Feat(xsr);
parse p as (pgg, ¢G, 2);
r];/E «— Repgg(ysr, Pre);
xp < Decsg(rfg, 9);
return (xg, xg).

Fig.3  Generic Construction of a SRFE.

if g # reg then g; « L else ¢; < g; return g;.

where the difference is underlined, and rgg is the value gen-
erated during the generation of (p, ). Because Pr[(rfy #
rgg) A (r’ = r)] = negl(1) follows from (2-b), |A; — Aj| =
negl(A).

Game 3 : In this game, we modify the generation of (p, rp)
as follows:

xg « X; yg < Feat(xg);
(ree, pre) < Genps(yg); r — {0, 1}
cG «— Bncsg(res, 0¥1); 7 < Encsg(rgg, 09);

p « (prE, G, 2); 1o < 15 1 {0, 1}5;
return (p, rp).

Furthermore, we modify the generation of g; as follows:

XR < A(xg); yr < Feat(xg);
parse p as (pgg, ¢G, 2); rIQE < Repgg(yr, PFE);

q — Encsg(rre, 0);
if g # reg then ¢; < L else g; « g; return g;.

In other words, ciphertexts (cg,z ¢;) in the data
(pEE, ¢, 7, g;) obtained by the adversary are changed into
dummy ones. Because of BE security, |A3 — A;| = negl(Q).
In addition, both ry and r; in Game 3 are uniform random
numbers on {0, 1}[, and A cannot obtain information on
ro nor ry other than rp, so Az = negl(2) holds. Therefore,

AdVRIE (1) = A1 < B7, A - Ara| + A3 = negl(D). O

4.3 Instantiation

In this subsection, we show that we can construct a SRFE
scheme in the random oracle model by giving an example of
the building blocks g and Zgg satisfying the requirements
in the generic construction.

We use an (Y, u, 4, 1, €)-fuzzy extractor Xgg such that
{ = 0(1), u = Hu(¥g) and € = negl(2). Also, as Xgg, we
use a symmetric encryption scheme by Black et al. [18]"

"The scheme in [18] is #2!I-KDM secure in the random oracle
model, where F all ¢onsists of all functions such that the bit-length
| f(sksg)| is independent of sksg and the random oracle accessed in

with the key space {0, 1}¢. It can be described as follows.
Let H be the random oracle, and let H,,(x) be the first n
bits of H(x). Let @ be the bitwise XOR operation. Then,
¥se = (Gengg, Encgg, Decgg) is defined as follows:

* Gensg(19) : sksg « {0, 1}¢; return sksg.

* Encsg(sksg, m) : v « {0,1}¢; d « Hm|(sksg || v) @
m; ¢ « (v,d); return c.

* Decsg(sksg, c) : parse c as (v, d); m «— Hq|(skse ||v) @
d; return m.

Theorem 2. Xsrrg by the generic construction in Sect. 4.2
with the above Xgg and Zgg is a (8B, £)-SRFE in the random
oracle model.

Proof. Tt suffices to show that Xpg and Xgg defined as
above satisfy the requirements in Sect. 4.2. Requirements 1
and (2-a) follow from the definition of Xgg and Xsg, re-
spectively. (2-b) holds because [¢ « Encgsg(sksg, m);
m’ « Decsg(skgg, ¢) : m’ = m] is satisfied only when
Hm|(sksg || v) = H)m|(skgg || v) holds for a randomly chosen
v « {0, 1}¢, and this probability is negl(1).

We prove (2-c). Let A be any PPT adversary, and let
A; be the advantage of A in Game i. We define Game 1
as the actual BE experiment. To define Game 2, we define
random variables R and P by (R, P) « Gengg(Yg). Then,
because SD((R, P), (U, P)) < € by the definition of Zgg, we
can construct a probabilistic function F such that R defined
by R « F(R, P) satisfies the following two:

e Pr[R # R] <€, and
* R is uniformly distributed on {0, 1}¢ given P.

By using F, in Game 2, we modify the generation of " as
follows:

[b—{0,1}; xg < X; yg « Feat(xg);
(rrE, prE) < Genge(yg); e < F(rFE, PFE);

¢1 — Encsg (e, X6); co < Encsg(fre, 0M);

(@)

Okncep» Ol
b Ase VEnese (pg, ¢p); return b’ ],

where Ogneg, and Of_ are defined as follows:

EHCSE

OEnCSE :[ mp = m; mo = Olml’
¢ « Encsg(fFg, mp); return c |,
é/

Encss L ¥R < A(xG); X1 1= xR} Xp 1= ohl;



NAKAMURA and TAKAHASHI: SAMPLE RECOVERABLE FUZZY EXTRACTORS

¢’ « Encsg(Frg, xp); return ¢’ ].

The output differs in Game 2 and Game 1 only when the
value of 7g is changed from rpg, and this happens with
probability less than €. Hence, |A] — Az| < € = negl(Q).
Furthermore, in Game 2, 7 is uniformly distributed given
pre. From this and the definition of Xgg, the probabil-
ity that A who obtains ppg identifies the correct cipher-
texts (Encsg(#rg, xG), Encsg(7rg, m), Encsg(7gg, xR )) and the
dummy ones (Encsg(u, 0™1), Encgg (i, 01), Encsg (1, 0*1))
is negl(1). Hence, A, = negl(d). Therefore, the advantage
of A in EXP%],EZFE,ZSE,ﬂ(/D is A; = |A; — Az| + Ay = negl(1),
i.e., (2-c) is satisfied. |

Remark 2. Theorem 2 holds in the random oracle model
because Zsg relies on a random oracle. On the other hand,
F-KDM security without resorting to the use of random
oracles is studied [20][21][22], which aims at enlarging the
function class # or deriving a bound on ¥ . It is future work
to construct a SRFE scheme without random oracles.

5. Application to Online Biometric Authentication

In this section, we propose a protocol of online biometric
authentication system satisfying IASR using a SRFE, and
analyze the system. To describe the protocol, we first define
Sample Recoverable Biometric Signatures (SRBSs) and give
a construction of a SRBS using a SRFE. Then, we describe
the proposed protocol using a SRBS.

5.1 Sample Recoverable Biometric Signatures (SRBSs)

In online biometric authentication systems based on conven-
tional FEs, a client device uses the reproduced secret key
for signing a random message, called a challenge, gener-
ated by the server [11]. We refer to schemes generating a
digital signature using a biometric-based secret as Biomet-
ric Signatures (BSs), such as this combination of a FE and a
digital signature’. To realize online biometric authentication
with IASR, we define Sample Recoverable Biometric Signa-
tures (SRBSs) as BSs which can recover samples (xg, xs) for
key generation and signing processes from the verification
key vksrps, signatures Zgrps, and a feature ysgr satisfying
dist(Feat(xg), ysr) < t.

5.1.1 Definition

We define a SRBS scheme Zgrps for a biometric data setting
B by the following algorithms (Gensgrps, Sighgrps. Versrss,
SRecsrps)-

 Genggrps(14, xg) — vksres : The key generation algo-
rithm takes a sample xg € X as an input, and outputs a

TBSs realized by combining a fuzzy extractor and a digital
signature require the helper string for signing. On the other hand,
BSs not requiring the helper string for signing can be realized by
fuzzy signatures [23]. It is an open problem to realize a SRBS not
requiring vksrpgs for signing.

verification key vksgrps.

* Signgrps(xs, vksres, m) — osrps : The signing algo-
rithm takes a sample xg € X, a verification key vksgrps,
and a message m € M as inputs, and outputs a signature
osrps The signature osgps may be L.

¢ Versrps(vksras, M, 0srgs) — result : The verification
algorithm takes a verification key vksrps, a message
m € M, a signature osrps as inputs, and outputs the
verification result result € {T, L}.

* SRecsrBs(Ysr, VksrBs, OsrBs) — (x(, x§) or L: The
sample recovery algorithm takes a feature ysg € Y, a
verification key vksrps, and a signature osgps as inputs,
and outputs recovered samples (x, xg) € X x X or L.

We require correctness defined as follows: for any
XG, xs € X and ysg € Y satisfying dist(Feat(xg), Feat(xs))
< t and dist(Feat(xg), ysr) < t, any m € M, and any
(vksrps, osrBs) generated by vksgps < Gensrps(1%, xG)
and osrps < Signgpps(¥s, Vksrs, 71), Versrps(Vksras, 7,
osrBs) = T and SRecsrps(Xsr, VKsrBS, OsRBS) = (XG, Xs).

Next, we define EUF-CMA security for Xggps. Con-
sider the following EUF-CMA experiment Expgiifgm(/l)
for a SRBS scheme Zgrps = (Gensrps, Sighgrps, VEISRBS,
SRecsrps) and an adversary A :

EUF-CMA/ )\ .
EpoSRBS, 7 ()

[ X6 < X; vksrps < Gengrps(1%, x6);
Q = 0; (m', ogps) — Asiznsras (vksrBs);
if m’ ¢ QA Ver(kaRBs, m', o—éRBS) =T
then return 1 else return O |,

where Osigngg,s 1S a signing oracle that takes a message m €
M as aninput and operates as follows: [ Q := QU{m}; xs «—
A(xG); osrBs < Signgrps(Xs, Vksras, 7); return osras |.

We say that a SRBS scheme Zgrps is EUF-CMA
secure if for any PPT adversary A, AdVEELFBf%A(/l) =
Pr[ExpgUF '(E%IA(/I) = 1] is negligible.

SRBS

5.1.2  Construction Using SRFEs

Let Zps = (Genps, Signpg, Verps) be a digital signature
scheme satisfying the following properties:

*» Genpg(11) can be expressed by a deterministic algo-
rithm Gen* as Genps(11) = Gen*(seed), where seed is
a uniform random number on {0, 1}*.

* For any seed,seed’ € {0,1}' with seed # seed’,
Pr[(sk, vk) < Gen*(seed); (sk’,vk") <« Gen*(seed’) :
vk = vk'] = negl(1).

* EUF-CMA secure.

By using Y¥ps and a (B,1)-SRFE Xsrpg = (Gengrrg,
Repsrpg, SRecsrre), we construct a EUF-CMA  secure

SRBS Xsrps = (Gengrgs, Signgrps, Versres, Recsrps) as
follows:

* Gensrps(14, xG) — Vksgas :
(rsrre, psriE) < Gensrre(17, xG);



(skps, vkps) < Gen"(rsrre);
vksrBs < (VKDS, PSRFE);
return vksrgs.
* Signgrps(Xs, VksrBS, 71) — OSRBS :
parse vksrBs as (Vkps, PSRFE);
(rsgpps GSRFE) < Repsrpg(Xs, PSRFE);
(skirg» Vkfyg) — Gen® (rdppe):
if vk, # vkps then return L;
ops « Signpg(skpyg, m);
OSRBS < (ODS, GSRFE);
return oSrgs.-
¢ Versrps(VksrBs, M, O'srps) — result :
parse vksrps as (Vkps, PSRFE);
parse osrBs as (0UDs, gSRFE);
result < Verps(vkps, m, ops);
return result.
* SRecsrBs(Ysr, VksrBS, TsrBs) — (X, x§) or L :
parse vksgrBs as (VKDS, PSRFE);
parse osrBs aS (0Ds, gSRFE);
return SReCsRFE(YSR, PSRFE> JSRFE)-

Theorem 3. Xsrps = (Gensrps, Sighgrps. VErsras,
SRecsrps) constructed as above is a SRBS with EUF-CMA
security.

Proof. Correctness follows from that of Zsrpg and Xps. We
prove EUF-CMA security. Let A be a PPT adversary, and
A; be the advantage of A in Game i.

Game 1 : We define Game 1 as the actual EUF-CMA ex-
periment for Xsgps. In Game 1, the verification key vksrps
is generated as follows:

(rsree» psrre) < Gensgrpe(1%, x6);
(skps, vkps) < Gen®(rsrre); vksres < (VADSs, PSRFE)-
Furthermore, when A makes the i-th signing query on a

message m;, the challenger generates a signature oy as fol-
lows:

xs < A(xg); parse vksgps as (VKps, PSRFE);
(r$RFE > 4SRFE i) < Repgp(Xs, PSRFE);

(skps ;> vkps ;) — Gen" (rggp);

if vk,g; # vkps then return L;

opsi < Signpg(skpyg ;> mi); 0 < (DS SRFE)-

Game 2 : In this game, the challenger generates osrps,; as
follows:

xs < A(xg); parse vksrss as (Vkps, PSREE);
(r$rpg » 9SRFE i) <— Reprg(xs, PSREE);
(Skl’)Si’ Vkl/)Si) — Gen*(rS’RFE);

if r{gpe; # rsreE then return L;

opsi «— Signpg(skpsi, m;); 0y < (0DSi, GSRFE)-

where rsgrrg is the value generated during vksrps generation.
Because Pr[rippe; # TsreE A Vkpg; = vkps] = negl(1),
|A; — Ap| < negl(2).
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Game 3 : In this game, the challenger generates vksrps as
follows:

(rsrre, psriE) < Gensgre(17, x6); u « {0, 1}

(skps, vkps) < Gen*(u); vksrps < (Vkps, PSRFE).

Furthermore, the challenge generates o as follows:

xs < A(xg); parse vksgps as (VKps, PSRFE);
(7$RFE > 4SRFE i) < Repgp(Xs, PSRFE);

(skhg » VkDg ;) Gen™(w);

if r{gpg; # rsreE then return L;

opsi < Signpg(skps i, m;); 0 < (0DSi, GSRFE)-

where u is the value generated during vksgps generation.
Because of the security requirement of a (8, 1)-SRFE
ZsrrE = (Gensgrre, Repggpg, SRecsrrr), [A3 — As| = negl(2)
holds. Also, from EUF-CMA security of Xps and the
fact that (psrre, {¢srrE; }ie[n]) Obtained by A is indepen-
dent of (vkps, {0Ds}ie[n))> A3 = negl(2) holds. Therefore,
Advg R CRAY) = A1 < B, A - Aia| + A3 = negl(2)
holds. O

5.2 Online Biometric Authentication System with TASR

We give a protocol of an online biometric authentication
with TASR using a SRBS with EUF-CMA security. We
consider an online biometric authentication system which
consists of client devices and an authentication server. We
make following assumptions:

¢ A biometric data setting 8 = (X, X, A, M, Feat, dist,
t, @) is given, and captured samples are according to
8. Concretely, a sample captured at enrollment is ac-
cording to the distribution X, and when a sample xg is
captured from a user at enrollment, a sample xa cap-
tured from the user at authentication and a sample xgg at
sample recovery are according to the distribution A(xg).

* The server follows the protocol but data that appears in
the server may leak.

* The risk of leaking data that appears temporarily in
client devices during processes for legitimate users are
sufficiently low.

Under these assumptions, by using an SRBS scheme Zgrps =
(Genggrgs, Signgrps, Versrps, Recsrps) with EUF-CMA se-
curity, we describe the process flow of authentication system.

* Enrollment: A client device creates a user ID id, cap-
tures a sample xg « X, and generates vksgps by
vksRBS GCHSRBS(]’I, xg). Then, id and vksgps are
sent to and stored in the server. vksrgs is the enrolled
template in our scheme.

* Authentication: A client device gets the user ID id,
and sends it to the server. The server sends a fresh
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challenge m and vksgps' corresponding to id to the
client device. Then, the client device captures a sam-
ple x5 from the user, generates osgps by OSrBs
Signgrps(xa, vksrps, 1), and sends osrps to the server.
The server determines the authentication result result
by result <« Versgps(vksras, m, osrps). If result = T,
then the server stores o'sggs.-

* Sample Recovery: A client device gets the user ID
id, and sends it to the server. The server sends
vksres and osrps corresponding to id to the client
device. Then, the client device captures a sam-
ple xsg from the user, extracts a feature ysg by
ysr < Feat(xsr), and recovers samples (xf,x}) by
(xf;» X)) < Recsrps(Ysr, VKsrBSs: TSRBS)-

The above system satisfies IASR as follows. Ir-
reversibility is satisfied because the adversary who ob-
tains Feat(xg) or Feat(xs) can recover xg from the stored
data (vksrss, osrBs) by the sample recovery process, and
can forge a signature using the recovered sample. Also,
from a sample xsgr the system can recover samples
(xg, xa) having captured during past enrollment and au-
thentication processes by the sample recovery process us-
ing the stored (vksrps,osrps) and a sample xsg which
can succeed in the authentication, i.e., which satisfies
dist(Feat(xg), Feat(xsr)) < t.

Remark 3. To ensure security even when the same user
enrolls multiple times, we can use a reusable FE [11] for
Yrg. Also, to ensure security even when the server modifies
the helper string p maliciously, we can use a robust FE [24],
which can detect the modification and abort the reproduction
process.

5.3 Application to Template Update

In this subsection, we describe the differences on the biomet-
ric data setting and process flows for application to template
update. A sample recovery process is executed during a
template update process, and the system is required to check
whether the user trying to update a template is the genuine
user. We assume the check is done by biometric authentica-
tion, and consider enrollment, authentication, and template
update with authentication.

To generate a template with multi-sample fusion, an
enrollment process has to capture Ng samples, where Ng > 1.
In other words, the enrollment process requires a sample set
xg € XME. On feature extraction, we assume that feature
extractors Featg for enrollment is given, and a feature yg for
enrollment is extracted by yg « Featg(xg)'.

TFor this process, the server does not have to send
Encgg(rpe, xg) contained in vksrgs = (Vkps.PSRFE) =
(vkps, prE. Encsg(rrg, Xg), Encsg(rpg, ).

T An example of generating a feature y from multiple samples
(x1, ..., xn)is to select the most appropriate one by a specific rule.
Another example when Y = {0, 1}¥ is as follows. For each sample
x;, the algorithm extracts a feature y; by y; = Feat(x;). Then, for

11

By modifying the settings as above and processes of
Ysrps accordingly, enrollment and authentication processes
can be performed as well as those in Sect. 5.2. We de-
scribe the flow of template update with authentication pro-
cess. A client device gets the user ID id, and sends it to the
server. The server sends vksrps and osrps corresponding
to id to the client device. Then, the client device captures
a sample xsg from the user, extracts a feature ysg € Y
by ysg < Feat(xsr), and recovers samples (xp, x}) by
(xé, x/;) — ReCSRBs(ySR, VkSRBS» ‘TSRBS)o If the user has
succeeded in authentication k times, then k samples can be
recovered as x[;, so the client device can obtain Ng + k + 1
samples in total. It chooses Ng samples from them and
generates a new verification key vk{pp¢ using the chosen
samples. Then, vk{pp. is sent to and stored in the server as
a new template.

With this flow, the system can perform the template up-
date process simply by a user inputting a sample as a usual
authentication process when he/she wants to be authenti-
cated, e.g., when he/she wants to log in to a online service.
Furthermore, because the client device obtains Ng + k + 1
samples, it can choose samples more appropriate for gener-
ating a template, e.g., clearly captured ones. On the other
hand, systems which do not support sample recovery have to
require a user to input at least Ng — 1 additional samples for
the update process, which is a burden for users.

We note that, as described in Remark 3, using a reusable
FE as a building block ensures security even when multiple
templates may leak.

5.4 Performance Analysis

We analyze the performance of the proposed system. Specif-
ically, we analyze impact on storage size, authentication ac-
curacy, and processing time.

Impact on Storage Size:

Because the system using our SRFE stores encrypted sam-
ples additionally, it requires additional resource accordingly.
We estimate the impact on storage size for (Case A)—(Case
C) described in Sect. 1. We assume that the system has
10,000 enrolled users, and an encrypted sample size is 100
kB.

In (Case A), it suffices that the system stores encrypted
samples of users relatively frequently rejected, and the sys-
tem only needs to store a sufficient number of their encrypted
samples to identify the cause. We assume that 1% of the en-
rolled users are relatively frequently rejected, and the system
stores 10 samples for each of them for the investigation of the
cause. Then, the additional storage cost by our scheme can
be estimated as 0.1 GB. With this cost, it becomes possible
to investigate a cause of the frequent rejection in more detail

each j € [N] it determines the j-th bit y(j) of y by 1 if the j-th
bit is 1 for more than half of (y;);c[n]. and determines y(i) by 0
otherwise. Also, an example when / = R" is to determine y by
the average of (y;);e[N]-
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with samples having captured during past processes. This
will lead to fewer false rejects, meaning that user convenience
can be improved.

In (Case B), the system only needs to store a sufficient
number of encrypted samples for template update. We as-
sume that the system stores 5 samples for each user, which
is the number adopted in [16]. Then, the additional storage
cost by our scheme can be estimated as 5 GB. By paying
this cost, the system can improve authentication accuracy
by multi-sample fusion during the template update process
without the burden of scanning samples many times.

In (Case C), we assume that the system stores the sample
for enrollment and ones for authentication during the past one
week, and the authentication is performed once a day. Then,
the additional storage cost can be estimated as 8 GB. With
this cost, it becomes possible to post-verify a past process
using the sample having captured during the process.

We believe that the system with 10,000 enrolled users
can tolerate these storage costs. In particular, in (Case A)
and (Case B), by paying these costs, the system can improve
user convenience, which is important for widespread use of
the system.

Authentication Accuracy:

In general, biometric authentication has the characteristic of
probabilistic acceptance of imposters and probabilistic rejec-
tion of the genuine user. The rates of them are called False
Acceptance Rate (FAR) and False Rejection Rate (FRR),
respectively. Also, for our system, similar metrics can be
considered on the sample recovery process. We refer to the
rate that an imposter succeeds in the sample recovery as False
Recovery Success Rate (FRSR), and the rate that the genuine
user fails in the sample recovery as False Recovery Failure
Rate (FRFR). These rates indicate limitations on security
and correctness, so they have to be sufficiently lowered.

FAR and FRR of our system are equal to those of Xgg
respectively. Also, FRSR and FRFR are equal to FAR and
FRR of Xpg, respectively. Therefore, we have to use a FE
with low FAR and FRR as Xgg. Studies have been done
[25][26] for evaluating and improving accuracy on FEs, so
it suffices to choose one with low FAR and FRR as Xgg.

Authentication Time:

In an authentication process, our system additionally exe-
cutes decryption of the seed and encryption of the sample
for authentication. Both are operations on a symmetric en-
cryption algorithm. On the other hand, authentication pro-
cess usually includes sub-process which takes more time,
e.g., feature extraction using technique such as deep learn-
ing. Therefore, we believe that the symmetric encryption
and decryption processes have only a small impact on the
total authentication time.

TOn these rates for the sample recovery, we consider the situ-
ation in which authentication has already been performed success-
fully.

IEICE TRANS. ??, VOL.Exx-??, NO.xx XXXX 200x

Sample Recovery Time:

The operations in the sample recovery other than the de-
cryption of samples are included in the authentication pro-
cess, and the decryption of samples takes only a short time.
Therefore, the sample recovery time is less than or near to
the authentication time, and practical if authentication time
is practical.

6. Conclusion

In this paper, to realize an online biometric authentication
system satisfying Irreversibility with Authenticated Sample
Recoverability (IASR), we introduced Sample Recoverable
Fuzzy Extractors (SRFEs). In Sect. 3, we gave a formal
definition of a SRFE so that it satisfies the following (1)—
(3): (1) From the stored data and a sample close to one
for the generation process, the secret key can be correctly
reproduced. (2) From the stored data and a feature extracted
to a sample close to one for the generation process, the
sample recovery process can correctly recover the samples
for generation and successful reproduction processes. (3)
It is difficult for any PPT adversary who obtains the stored
data to distinguish the secret key and a uniform random
number. In Sect. 4, we gave a generic construction and an
instantiation of SRFEs. In Sect. 5, by using a SRFE, we
proposed a protocol of an online biometric authentication
system satisfying IASR using a SRFE, and analyzed the
proposed system. We believe that the system is useful in
various situations in which past samples are desired to be
utilized, while it prevents biometric data from leakage.
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