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|Paper
Intelligent Interference Waveform Design for Radar Tracking

Haijun Wang ™', Tao Hu', Dongdong Che#', Huiwei Yao', Runze Hé, Di Wu', and Zhifu Tian?

SUMMARY This study addresses the issue of designing false targetwidely used in target tracking, navigation, state estimation,

waveforms for radar tracking and proposes an intelligent -taalziing and fault detection. among other fields [17. 18]. Deceptive
interference waveform design method, the MMISCKF algorithm. The study . ! . 9 [17, . ] . P
interference on tracking radars essentially involves

introduces the residual constraint function of the squact cubature . : ) . ) .
Kalman filter, distancevelocity coupling constraint function, and interference with the tracking filter, ensuring that the filter

improved genetic algorithm and designs interference effectivenessoutput meets the deception design requirements, gradually
evaluation indicators. Comparative experiments show that the MMISCKF diverting the radar away from the true target and uItimater
interference algorithm can effectively avoid suppression by radar anti : : ' _
interference methods and achieve radacking loss faster than uniform causing the traCkerg radar to IOS¢ lock on the targef1Lp .
acceleration towing. The theoretical analysis and experimental resuitdnterference techniques for tra(_:kmg radars h_ave_been highly
demonstrate that the proposed MMISCKF interference algorithm is a fastvalued by researchers worldwide. In deceptive interference
and effective radaracking false target deception method holding techniques for adaptive filtering [20], the estimation error
theoretical and engineering significance. covariance of radaracking filtering is used as the

key words: Intelligent Interference, Radar Tracking, Genetic Algorithm, optimization function to de5|gn optlmal interference

SCKF Filtering Residual. strategies. However, this method involves a sgositive
definite optimization problem that requires a filtering
1. Introduction estimation to satisfy the sempositive definite conditions,

thereby limiting its applicability. Turkci et gR2] proposed
Since its emergence, radar tracking technology [1] has beean electronic attack system based on distance gate drag
highly valued by researchers worldwide. Implementing interference but did not consider the coupling effects of joint
interference on tracking radars to reduce their threat leveinterference in other dimensions. Almsimany et al. [23]
has become an important research direction in the field oforoposed an airborne deception interference method that
electronic warfare [2]Interference techniques for tracking primarily targets fals¢arget deception interference for
radars have evolved from suppressive to deceptive and frorground tracking radars. Rui et al. [8] studied intelligent
incoherent to coherent [3, 4]. In particular, deception distance gate drag interference technology and explored
interference  methods, such as distance and velocityntelligent deceptive interference technology based on a
deception interference, remain the main interferenceparticle swarm algorithm in variousadversarial
methods for tracking radars [5]. With the development of environments. Sun et al. [24] conducteddapth research
intelligent methods, intelligent interference waveform on intelligent radar interference waveform design and
design for radar tracking has become a research hotspot ideveloped unsupervised waveform generation technigques.
the field of tracking radar interference—f. The core = However, this method primarily considers the power
component of tracking rad#s the tracking filters [10, 11].  spectral density of thenferference signals and does not
After many years of development, the representativeanalyze the deceptive interference effects of the generated
Kalman filtering algorithm has been proposed, and variouswaveforms.
new Kalman filtering algorithms have been widely applied Considering the above issues, this study proposes an
[12, 13]. The square root cubature Kalman filter (FCKL4, intelligent radattracking interference waveform design
15], which was developed based on the cubature Kalmarmethod, MMISCKF, and designs its objective function,
filtering algorithm [16], offers advantages such as rigorousconstraint function, and evaluation metrics to actively
mathematical theory, high computational efficiency, good explore intelligent interference indar tracking
stability, nonnecessity for Jacobian matrices and positive
definiteness, ah wide applicability. The SCKF has been 2.SCKF Interference Algorithm
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deception. Specifically, in the absence of interference, theLet %, = [xy x, = %, | be the state vector of the radar
SCKEF filtering result isy®, and in the presence of SCKF tracking system at timeé , where n, is the
interference, the filtering output result j& + y/, where dimension of the state vector, and leE, =
yJ represents the effective interference signal added to thelek Zyp Zn k] be the observation vector, wheng is

. ) , Z !
radar tracking measurement value. the dimension of the observation vector. The nonlinear

Assuming that the radar transmission signakjigt)and  gystem function suitable for the SCKF algorithm is
that the target (equipped with a sé#ffense interference ot (;( )+Vv 5)
k = k-1 k-1

aircraft) is moving at a speeg, and distanceR(t) from
the radar, acqordlng to the echo model, the radar receives the 7 = h(Ek ) v ©)
target echo signal as

A ct(t).lal) _

% (t)__ Asi(t)e ®5(_t at) @ _ where ¥, € R™* is the system state vectaZ, € R™ is
where 4, Is the target echo.amphtud%(t) = 2mv /A i the measurement vectorf(e) is the state transition
the Doppler frequency shift phase caused by the target ) ) i
motion, andAt, = 2R(t)/c is the target distance delay. function of the nonlinear systenf)(e) is the measurement
After the interference aircraft receives theadar  function of the nonlinear systen,_, € R"x is the system
transmission pulse, it modulates parameters such as theoise, andv, € Rz is the measurement noise.
amplitude, delay, and phase and retransmits them back to thiccording to the SCKF algorithm theoryf (o) and h(e)
radar. The radar receives the distanetocity active radar  gre determined by the target motion model of the radar

interference signal as system, and the calculation of volume points depends only
S, (1)=A ¢ (t)_ej[«w;(t)}t o(t-at-ay() @ on the SCKF algorithm model. . .
The aforementioned steps cannot effectively deceive the

) ) ) ) interference. The stage where effective deception
where 4; is the modulation amplitude of the interference jnterference can be implemented is the radar measurement
signal, which typically satisfiesd; > A4,; At;(¢t) is the  stage. By adding carefully designed deceptive signals to the
interference delay function; ang;(t) is the interference  measurement values, the state vector, covariance matrix, and
phase function. Note that to accurately simulate the targebther core parameters in the SCKF model can be shifted
motion characteristicsAt;(t) and ¢;(t) must satisfy a  towards the intended deceptive direction, ultimately
certain relationship, where the delay function reflecting theachieving effective interference with radar tracking.
drag distance and the Doppler frequency function reflectingAccording to the radar signal processing results, the
the drag speed must be matched. measurement vectozx comprises two parts:
Under interference, the radar receives a mixture of the target
echo and interference signals: - -t =]
Zx = Zk + Zk (7)
r
S (B)=s (t)+5,(1) ®) where 7. is the target measurement vector ajdis the
interference measurement vector. Substituting Eq. (7) into

Radar commonly uses matched filters to enhance detectioH1e SCKF update formula, we obtain

performance. If the radar transmission signatiiét), then
its matched filter ish(t) = s¢*(t, —t), wheret, is a

constant selected to mak&t) physically realizable. Based X = ;(.k\k—l + K, '(Ek — Ek\k_l)

on engineering considerations, is typically chosen as

to = 7. In this case/(t) = 57" (z, — t). = Xuka + K, (EL + 74 —_Z.k\kfl) (8)
The output signal of the radar after passing through the

matched filter is N Lt A ~
= Xik-1 + K '(Zk - Zk\k—1)+ Ky - Zk

st (1) =(s (1) 55 (1)) *h(t) = (s, (t)+5;(t))*s7 (7, -t) @
s (O)*s7 (7, =) +5; (1) *s7" (z, 1) where K, - 7, represents the estimation error caused by
=y(t)=y (t)+y'(t) interference in the radar tracking SCKF algorithm state and
the implantation ofZ, introduces iterative errors into the
where y* (t)and yf (t) are the output signals of the target SCKF tracking algorithm. Through intelligent interference
echo and interference signals, respectively, after passingignal waveform design, effective deception of radar
through the matched filter. The radar tracking system inputsracking can be achieved.

these data into the SCKF filter to obtain the tracking filtering
results for the target at time t
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3
K, g Poier pZ;lk‘k?l,g;' 3.1.SCKF residual constraint function
2n, N A~ T . .
D w, (xk\H - xjyk‘kfl)x(zk\k_l - Zj,k‘H) , ©) As abnormal data are reflected in the residuals of the SCKF
=51 - 2 filter, interference can be identified by determining whether
2""' 7wz 7wl 4R the residuals exceed a reasonable range. This is currently the
i | ©ikf-a T 2Kkt jkjk-1 T 21 K . . . .
= main method for andinterference in radar tracking [25]. In

the case fdistance towing interference, the radar
Equation (9) shows that the estimation error introduced byprobability of identifying the towing interference is
interference can be added nonlinearly to the time and

measurement updates of the SCKF algorithm through mjcr

superposition, which is closely related to the calculation of Y Rrmax

thevolume points. It exhibits nonlinearity and nGaussian “ly (11)
rmax

characteristics, making it difficult to filter. However, to
achieve effective interference with radar tracking, the ) ) ) ) )
interference signal must undergo clutter suppressionWhereT is the distance gate widthy; is the interference
filtering and multidimensionafeaturebased interference towing speed,v,q, is the radar maximum tracking speed,
suppression during the radar data processing stage. ThiBmax iS the maximum allowable towing distance for the
involves the two constraint functions in the intelligent radar, andm; is the sequence of the current towing points
interference waveform design for radar tracking, which mustwithin the distance gate, expressed as
be studied.
_ _ m; =|r/(cz)|+1 (12)

3. Tracking Interference Waveform Design Method ! !
Based on Improved Genetic Algorithm

where 7; represents the towing distance corresponding to
The goal of the radaracking interference waveform design the towing point. Once the threshofs. for successful
is to achieve radaracking loss as fast as possible, that is, towing is determined, interference towing can be evaluated
to disengage the tracking gate from the target as rapidly asach time. Those below; are suppressed by radar anti
possible and reach the minimum towing limit. Assuming interference measures.
that the interfeznce is towing deception simultaneously in The afore discussed radar aintierference mechanism
N dimensions, typically comprising distance, velocity, and shows that when interference is induced in the radar tracking
angle, let the number of pulses required for towing deceptiorprocess, careful design of the interference signals for each
in these three dimensions bMP]-d , NP]-S , and NP]-“ , release is necessary. This design ensures that the output of
respectively. In the interference waveform design processthe SCKF does nogéxceed the residual constraint range.
the maximum value among these three numbers must pAdditionally, the increase in residuals caused by interference
minimized (min max). Additionally, during the towing Signals must be sufficiently significant to meet the
process, two constraints must be satisfied: the SCKHequirements of interference towing, thus facilitating the

residual constraint function and thewltidimensional ~ rapid loss of lock by the tracking radar e target. Based
parameter Coup"ng constraint function, which can beon the aforementioned radar amtierference identification

summarized as follows: probability, this study proposes an intelligent design for the
SCKEF residual constraint function tailored to interference
min{max{NPY ) mafNP:) ,mae? | (10) signals. This function defines the constraint rangehef

SCKEF residuals after each induction of interference. Once
the threshold for the probability of successful interference
PTj is determined, the range of filter residuals caused by the
interference can be calculated.

{ad -ty CJ e, -6 e o, -0 L]

where a;, a,, and a, are the SCKF residuals in the
distance, velocity, and angle dimensions, respectively, and
include the interference signal—{;, {41, [-{, ¢, and

1 (

[, ¢,]1 are the residual control ranges in the three N o > ij (13)
dimensions, respectively. Note thgt, {;, and {, are not Vi max

fixed values, but functions of the target distance, velocity,

etc. The above equation represents the objective function Olsting the aforementioned SCKF residual constraint
the interference  towing distance = maximization g,ction, the effective range in which the SCKF residuals
corresponding to the minimization of the number of pulses g ,seq by the interference signals can be distributed under
in the SCKF interfence algorithm (Min Max Interfere o yequired probability of interference success can be
SCKF, MMISCKEF). determined. This enables an effective design of the delay
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characteristics of the interference waveforms. Let 7,, 7, and 7, denote the widths of the rangating
pulse, target echo pulse, and gate of the tracker split gate,

3.2. Multidimensional parameter coupling constraint respectively, in practical radar systems. Typicatly,< t

function and 7, ~ 7, considering the perspective unfavorable to
interference. The evaluation metric for the distance tracking

For a multifunction radar with multidimensional error in terms of time units is

measurement capabilities, conducting-dimeensional drag T 27, +0.5r=15 (16)

interference solely ithe range or velocity dimension results

n a IOS.S of interference effectiveness. _Specmcally, n the.According to the relationship between distance and delay,

case of interference for range and velocity measurements N _n be converted into the interference effectiveness

a multifunction radar, joint rangeelocity drag interference  "95¢ " ) ) )

signals must be designed by caesing the differential evaluation index of the distantecking error, expressed in

relationship between the controlling interference delay anddIStance unit:

Doppler frequency shift. Ryt =C-7gq =1.5¢-7 17)

A (). 20 o st At At
5= (1) ®5(t At At’(t)) (14) Similarly, for the velocity tracker, the interference
dat, (t) f=1,(1) effectiveness evaluation metric for the veloditycking
dt J error caused by velocity towing, which switches the radar
from tracking tasearching mode, is

]

where @;(t) =2m-f;(t) and f, is the radar carrier

frequency. o o fo = Ty +0.5AF, = LA, ~ 1.5, (18)

In the SCKF method, the time interval for obtaining a set of

distance and velocity data through signal processing is ,

typically predetermined and is assumed tote= Ny - When the radar operates at a wavelengtthe interference

T.. After measuring the distance differendé within this effectiveness evaluation metric expressed in terms of the
T . . . .

time interval, the measured velocity of the target can befadial velocity tracking error is

obtained asv = Al/At, where the relationship between the

velocity and Doppler frequency isf, =2 -v-f,/C . Vi =0.751-Afy ~ 0.73 - f, (19)
Therefore, the relationship between the distance difference
and Doppler frequency can be expressed as Dragbased deceptive interference is typically repeated. The

greater the drag, the longer the radar takes to reacquire the
target, which is more advantageous for interference.
Therefore, the actual drag should be as large as possible,
with the minimum value given by Eq. (19).

B 2-f,
‘ C- NSCKF'T

r

Al (15)

This is thetwo-dimensional coupling constraint function for

distance and velocity. After passing through the SCKF
filtering output, the interference signals for radar tracking
must satisfy the constraint function. Otherwise, they are

suppressed by the radar aintierference measures. The genetic algorithm2p, 27] is a part of the evolutionary
computation that simulates the biological evolution process

of the Darwinian genetic selection and natural elimination.
It is a computational model that mimics the process of
Drag deception interference can cause weapons to miss thenatural _evolutlon 0 sear_ch for _opfumal_ solutlomh!ch .
targets and tracking gates to swing back and forth ake§ it one of the most influential intelligent optimization
. : algorithms of the 21st century. The proposed algorithm is
_uncontrollabl_y, _thereby disrupting weapon systems. Whensimple, versatile, and robust. As intelligent algorithms,
interference is implemented according to the optimal stepsgenetic algorithms, which possess goodvesgence and

velocity and range draggingus cause the radar to lose track dstrong capabilities for rapid random search, do not directly

gfn ttr;]ee tarr_gi_t 'Tlggfzv;/;tcr:jércoem t't(;iqﬁtr:e?fé?eii?ariglgg.' t?:sstﬁeseek the exact solution to a problem but gradually converge
princip 9 ptiont ’ Wi o the optimal solution through continuous iteration.

;a‘?';f frﬁmntr?ﬁg'nt?a::?(.seam;g]géf?:r tﬁ:gg ﬁzﬁgﬁﬁz S.SOUI nder the conditions of the objective and constraint
XISt -withi Ing 9 ! functions, the intelligent design of radar tracking

removed. Therefore, the minimum distance tracking EITON terference waveforms is a global optimization problem. In

requ!red to SW'tCh.the radar from tracking to searching Sthis study, genetic algorithms were used to optimize the core
precisely the tracking error that completely drags the targebarameters of radar trackingterference waveforms. The

echo within the tracking gate. fithess function in the genetic algorithm was designed, and

3.4. Optimal parameter design of interference waveform
using genetic algorithm

3.3.Evaluation metrics for interference effectiveness
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an interference pulse minimization genetic algorithm designing the objective function, constraint function, and
(IPMGA) was proposed to meet the requirements of theevaluation criteria. Genetic algorithms are then used within
objective function with the aim of achieving the best this framework to achieve an effective interfereniggal

interference effect on radar tracking. Figillustrates the

IPMGA.

Start

waveform design for radar tracking. In the comparative
experiments, three ietference methods were used to
deceive radar tracking with rangate towing interference.

These methods included radmsed ranggate towing
Initial IPMGA . : :
spulatio 4G” interference using the MMICKF algorithm, constant-

population
oM Ch‘ velocity falsetarggt rang@ate towing mterferencea_nd
fitness value 00s¢ constantacceleration  falstarget ranggate towing
E e interference. In the case of constanteleration ranggate
= 1A U . . . .
| A&t towing interference, the towing acceleration wgs= 3g.
End number or f Croas;gver
ireshold No | Variation ”5\ ¥ 17t4e7

Y 17 X3.616
€s v 16694.2
o X 4.928

&

B ¥ 16467
End £ ores .\.

g

3 X 3.616 \

Fig. 1 Flowchart of the IPMGA. VIS | [ aos i

4. Contrast Experiment

distance/m

In comparative experiments, various interference methods
were used to deceive radar tracking with ragge towing
interference, including constam¢locity falsetarget range-
gate towing interference, constatceleration falstarget
rangegate towing interference, and radar tracking towing
interference using the MMISCKF algorithm. The radar Rl
parameters were set as follows: carrier frequency of 3.3 uf [xron \
GHz; pulse width oft = 0.5 ps; pulse repetition frequency ‘
of f, = 1kHz; signal bandwidth of 10 MHz; radar signal

Fig.2 Radar tracking without constraints.

X 8.576
Y 15835.1
..

T

distance/m

modulation in linear frequency modulation; maximum radar B
tracking acceleration 0fa, jqx = 40 m?/s ; maximum . -
radar tracking velocity in one radar gate of 4, = >
400 m/s; coherent pulse accumulation number of 32; initial ' Cop e \
target distance of 10 km; target radial velocity of 173.2 m/s; B B e S

interferenceto-target signal amplitude ratio of 1.5; and in
the case of constamtlocity rangegate towing interference,

relative towing véocity of 50 m/s. Fig. 3 Radar tracking with constraints

4.1 Comparison experiment of radar rawy@ension  thg comparative experimentghich are shown in Fig2,
tracking interference revealed that without the SCKF residual constraint functions,
. _ _ . both constantelocity and constardcceleration towing
During the range gate towing period, to shift the range gateinterferences could effectively affect radar range tracking.

the delay of the interference control modulation varies with Starting interference at time = 0.992 s, constantelocity

the towing time. Therefore, the mathematical model of theRGPO achieved the interference effectiveness evaluation

active radar interference received by the radar can be writtefhdex Ry = 15c-7=1225m at t =3.616s, whereas

as _ constardacceleration RGPO reached the interference
sT(t)=A, s (t)-e™ ®5(t - At - AL (t)) (20) effectiveness evaluation index distancet at 4.928 s. As

shown in Fig.3, when SCKF residual constraint functions

. . exiss, the constantelocity RGPO was recognized and

wh‘_are 4 >‘.4t _an_d A440) s a delay function that WUSt countered by the radar as soon as the interference was

satisfy certain timing constraints. This enables effective a”dinitiated The constaricceleration RGPO initially had a

rapid pulling of the range gate while avoiding filtering by g4 towing distance and was not identified and countered

the SCKF. . . . . by the radar; however, as the towidigtance increased, it
In the MMISCKF intelligent interference waveform design -« recognized and filtered out by the SCKF residual
method, the focus is not on pdesigning At;(t) but on



constraint function at = 2.272 s. The MMI RGPO used a

nonlinear, irregular, and random towing distance increment
under certain towing probability conditions as the SCKF
residual after radar signal processing, which was not v
recognized by the SCKF residual constraint function. At

time t = 8.576 s, the desired interference target towing
distance Ry, = 1.5c-7=225m was achieved, thus
diverting the radar tracking away from the target.

4.2 Comparison experiment of radar rasvgdocity joint
tracking interference

During the dragging period of the rangelocity gate, the
interference control

combined rangeelocity active rdar interference received
by the radar can be written as

sP()=A-si(t)-e e @s(t-At -AL) ()

To accurately simulate the motion state of the target, the ol

delay function At; generated by interference and the
Doppler frequency shift functiom; must satisfy a certain

logical relationship. In the SCKF method, the time interval

delay and modulation Doppler
frequency change with the dragging time to drag the range
velocity gate. Therefore, the mathematical model of the

IEICE TRANS. ELECTRON., VOL.XXX, NO.X XXXX XXXX
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X 0.992
Y 17148.7

X 1.024
Y 17141.5

X 8576

Y 15835.1

-\

e

1.55 N ~| xs578

~ Y 15608.7
~

15 —— Real target N T~

Constant velocity RGPO before filter N

— = = 'Constant velocity RGPO after filter
Constant acceleration RGPO before filter N

= = = ‘Constant acceleration RGPO after filter
MMI RGPO N

distance/m

~

0 2 4 timels 6 8 10

Fig. 4 Radar tracking without rangelocity coupling constraints.

distance/m

——— Real target
1.45] — — — -Constant velocity RGPO after filter

ta ion a=3g RGPO after flter
ion a=0.43g RGPO after filter

Consta
MM RGPO

o 2 4 O 8 10
timels

Fig.5 Radartracking with rangerelocity coupling constraints and
SCKF residual constraints

for obtaining a set of range and velocity data through signal
processing is usually predetermined and is assumed to be

At = Ngckr + Tr. Uponmeasuring the distance differendé

within this time interval, the measured velocity of the target

can be determined as = 4l/At, where the relationship
between the velocity and Doppler frequencyfjs=2 - v -

fo/C. The relationship between the distance difference an

Doppler frequency can then be expressed as

B 2-f,
C'NSCKF‘T

r

Al 22)

d

In the comparative experiment, radaacking distance
towing interference and constamtceleration falséarget

The experimental resulsghownin Fig. 4 indicatethat with

a; = 0.43g, the constanacceleration falséarget distance
towing interference was not filtered out by the SCKF
esidual constraint function; however, its towing speed on
he radar tracking gate was significantly slower than that of
the MMISCKF algorithm. a; = 0.43g was selected
because it represents nearly the maximum constant
acceleration towing speed that is not filtered out by the
SCKEF residual constraint function. A comparison of the
experimental resultevhich are shown in Figure 5 reveals
that the towing speed of the MMISCKF algorithm was
higher than that of the constaatceleration towing speed.

distance towing interference were used to conduct jointThis difference enabled the radar distatreeking gate to
rangevelocity towing interference on radar tracking using rapidly separate from the real target, thus effectively

the MMISCKF algorithm. In he case of constant-

protecting the covetktarget. Under the comaints of the

acceleration distance towing interference, the towing SCKEF residual constraint function and the distanek)city

acceleration wasy; = 0.43g.

coupling function, the constarmelocity towing interference,

a; = 3g constarfacceleration towing interference, and
a; = 0.43g constaracceleration towing interference were
filtered out. Only the interference signal generated by the
MMISCKF interference algorithm successfully passed
through radar signal processing and -amerference
suppression; thereby, effective towing adar tracking was
achieved.
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