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Shield-Based Safe Control with Compensation of
Computation Delays of Nonlinear Discrete-Time Systems

SUMMARY  We consider a nonlinear discrete-time system and a control
specification including safety properties. In general, there exists a computa-
tion delay to compute a control input in a controller and the delay degrades
control performances. To compensate the computation delay, we propose
a safe controller using Mita’s method and the shield synthesis, where the
satisfaction of the safety properties is decided using a high-order control
barrier function. First, we show an effect of the computation delay on the
relative degree of the system. Next, we show the reduction of the number of
functions that specify the high-order control barrier function. Finally, we
propose a safe controller consisting of a predictor, a controller, and a shield.
Then, we illustrate the proposed method on safe control of mobile robots.
key words: Nonlinear discrete-time system, computation delay, safe con-
trol, Control barrier function.

1. Introduction

In highly automated systems such as robots, self driving cars,
and smart grid, it is an important issue to guarantee safety
properties [1]. In state-based approaches, the safety prop-
erties are formulated as a set of safe states, which is called
a safe set, and Nagumo shows that a necessary and suffi-
cient condition for the satisfaction of the safety properties in
continuous-time systems is positive invariance of the corre-
sponding safe set [2]-[4].

From the practical point of view, a Lyapunov-like func-
tion based approach is useful to prove the invariance of the
safe set [5],[6]. In this approach, we introduce a function
called a control barrier function and the safe set is described
by a set of states where the function is nonnegative. Then, the
invariance of the safe set is checked by its derivative along
the trajectory of the systems. The control barrier functions
have been applied to many control problems such as con-
trol guaranteeing input-to-state safety against input noises
[7], control under signal linear temporal logic constraints
[8], model predictive control satisfying safety properties [9],
self/event-triggered control for safety-critical systems [10],
[11], and applications to safe reinforcement learning [12]
and robotic grasping [13]. The control barrier function based
approaches to discrete-time systems have been proposed [14]
and applied to safety-critical model predictive control [15],
formal synthesis of controllers for discrete-time stochastic
systems [16], and self-driving cars [17]. Moreover, sym-
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bolic control barrier functions have been proposed and ap-
plied to safety-critical embedded control [18] and opaque
control [19]. For a system whose relative degree is mode
than 2, a safe controller cannot be synthesized using the con-
trol barrier function since the derivative of the function along
the trajectory of the system vanishes. To overcome this prob-
lem in continuous-time systems, high-order control barrier
functions have been introduced [20]-[22] and have been ex-
tended to discrete-time systems [23]-[25].

In general, for a control specification including safety
properties, it is sufficient to pay attention to the safety prop-
erties only when the state of the system is very close to the
corresponding unsafe set. Thus, from the practical point of
view, we design a controller that satisfies the control speci-
fication except the safety properties and attach a component
that modifies the control input computed by the controller
at runtime so as to keep the safety properties. Such a com-
ponent is called a shield [26] or a safety filter [6],[27]. In
other words, the shield decides if the control input keeps the
safety properties and modifies it only if it violates the safety
properties. The shield has been extended to an adaptive one
in uncertain systems [28]. It is applied to safe reinforcement
learning [29], [30], synthesis of reactive systems [31], and
path planning of mobile robots [32], [33].

On the other hand, in digital control systems, the com-
putation of the control inputs causes a delay called a compu-
tation delay, which degrades the control performances and
sometimes makes the system unstable [34]. Mita proposes
a method to compensate the computation delay using a pre-
dicted state [35]. Mita’s method has been leveraged in real-
time control systems [36], [37] and reinforcement learning
of networked control systems [38]. Recently, it has been ex-
tended to continuous-time input delay systems [39].

In this paper, we propose a safe controller with com-
pensation of computation delays of nonlinear discrete-time
systems using Mita’s method and the shield synthesis. The
proposed safe controller consists of a predictor that predicts
a future state of the systems, a controller that computes a
control input candidate based on the predicted state, and a
shield that modifies the control input candidate only if it vi-
olates the safety properties.

The rest of the paper is organized as follows. Section 2
reviews discrete-time control barrier functions briefly. Sec-
tion 3 discusses relative degree of digital control systems
with computation delays. Section 4 proposes a synthesis
method of safe digital controllers with computation delays
using Mita’s method and the shield synthesis. Section 5
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illustrates the proposed method on safe control of mobile
robots. Section 6 concludes this paper.

2. Preliminaries

We consider the following nonlinear discrete-time system.

x(t+1) = f(x(1), u(1)), ey

where x(¢) € R™ and u(z) € R™ are the state and the con-
trol input of the system at time ¢t € N, respectively, and
f :R"xR™ — R" is a continuous function that describes
the dynamics of the system.

We briefly review the high-order control barrier func-
tion. We assume that a safe set C is represented by

C={xeR"| h(x) =0}, 2)

where h : R — R is a continuous function.

For f : R* x R™ — R", denoted by f : R" — R”"
is f(x) = f(x,0,,), where 0,, is the m-dimensional zero
vector, and f_i : R" — R" for each i € N is defined as
follows [40], [41].

FO(x) =x,
) = f(fi(x)) VieN.

We assume that the function / has relative degree r with re-
spect to (1), that is, 4 satisfies the following two conditions.

1. %[hof:fg(x,u))] =0, ij €{0,....,r -2}
2. galho f7(f(x,u))] £0,,
Then, for the function %, we introduce a sequence of » func-
tions y; : R" xR™ - R (j €{0,1,...,r}) as follows.
Yo(x,u) = h(x),
il u) = Ay 1 (x,u) +a;(j-1(x,04))
Vje{l,2,...,r}, 3)

where Ay (x,u) = i (f(x,u),0,) —¥;(x,0,) and a; :
R — R is an extended class K function satisfying a; () < ¢
for all £ € R. For each function ¢; (j € {0,1,...,7 = 1}),
we define the set C; as follows.

Ci={xeR"|y;(x,0,) =0} Y

Note that Cy = C. A set C C C is defined by

¢=/A\c. )

The function £ is called a discrete-time high-order control
barrier function with relative degree r for (1) if there exists
a sequence of functions y;(j € {0, 1,...,r}) defined by (3)
such that, for each x € é’, there exists u € R satisfying

'ﬁr(xa u) > 0. (6)

The control input u satisfying (6) for each x € C is called a
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permissive control input. For each state x, a set Ky, (x) of
permissive control inputs is given by

Ky, (x) = {u € R™ | ¥, (x,u) > O}. 7)

Then, if a controller K : R" — R" satisfies K(x) € K, (x)
for each x € C and the initial state X is in the set ¢ , then the
state x(¢) of (1) controlled by a controller u(r) = K(x(t)) is
in C for each t € N, that is, ¢ is forward invariant for @))
controlled by the controller u(t) = K(x(¢)).

3. Control system with computation delay

We consider the case where it takes 7 € N time steps for a
controller to compute the control input u(#) using the state
x(t) of nonlinear discrete-time system (1). Then, the con-
trolled system is described by

x(t+1) = f(x(t),u(t —1)). 8)
We introduce the following function F; : R™*™™ x R"™ —
Rn+‘rm.
fx, )
02
FT (xT’ u) = > (9)
Ur
u
where x; = [xT,0],...,0]]T € R™™ and v; € R™

(j € {1,2,...,7}). Then, (8) is rewritten as the following
augmented nonlinear system whose state at time ¢ is denoted
by x-(t) = [x() 01 (O) T, ..., 0l (D)]T.

x7(1+1) = Fr(xc(2),u(1)). (10)
The following proposition holds.
Proposition 1: For each x; = [xT, UT, e UI]T € RtTm,
x/ e R" (j € {1,2,...,7}) is defined by
= fFC (oo, )0m0,0). (D

Assume that the function 2 : R" — R has relative degree
r with respect to (1). Then, the function A, : R™™ — R
defined by h.(x;) = h(x) foreachx, = [xT, v-lr, e, UI]T €
R™ 7™ has relative degree r + T with respect to (10).

Proof. The function F : R™™ — R™7" is defined by
F(x¢) = Fr(x,0,,). Then, foreach j € {1,2,...,1},

FJ(Fe(xe.0)) =

_f(f( . .f(.x,l)]), e 7Uj)7vj+l)- —f(xj,Uj+])_
Vjy2 Vj+2
Uy _ vy
u - u ’
0,, 0,,
0,, 0,,

(12)
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where v-,; = u, and we have

he (FL(Fr(xr,u))) = h(f (X7, 0j41)). (13)
Thus, for each j € {1,2,...,7},
0

he (FL(Fp(x2,u)) = 0,,,

Au

and, for each j > 7,

he(FL(Fe(xz,u)) = h(F7T(F(xT ). (14)

Thus, by the assumption of &, h, has relative degree 7 + r
with respect to (10). O

4. Design of shield-based safe controller

By Proposition 1, when we use an existing method for the de-
sign of a safe controller with a computation delay 7 for (1) us-
ing a high-order control barrier function, we check whether
the function i, : R™™ — R defined by h.(x;) = h(x)
is a high-order control barrier function with relative degree

r+7 for (10), where x, = [xT,v-lr, e, UI]T. Thus, we select
r + 7 extended class K functions «; (j € {1,2,...,r +7})

that is used to construct a sequence of functions given by (3).
To reduce the number of the extended class K functions, we
propose a novel safe controller for (1) where we use a high-
order control barrier function.

For the given safe set C for (1) given by (2), it is as-
sumed that & has relative degree r with respect to (1) and
is a high-order control barrier function with relative degree
r for (1). Then, we have a sequence of r functions
(j € {1,2,...,r}) defined by (3). For the set C c R" given
by (5), we induce a safe set C; for (10) as follows.

C, = [xT,vlT, . UI]T ER™™ |xeC, v € Ky, (x),
vj € KlPr (f(f( .. f(f(x’ Ul)’ 02)’ SR Uj—2)»vj—1))
Vje{2,3,...7}}. (15)
Then, the following proposition holds.
Proposition 2: For any x, = [xT, vlT, el UI]T € C‘T, con-

sider u € R™ satisfying

u€ Ky, (f(f(..f(f(x,01),02),. .. 07-1),07)).  (16)

Then,
F(x¢,u) € Cy. a7

Proof. Let x” = [x’T, v’—lr, e, U’I]T = F(xr,u). Then,
since v; € Ky, (x), we have

x’ =f(x,v1) € é

Foreach j € {1,2,...,7 — 1}, since v} = vj41, We have

Vi €Ky, (fF(f(.. f(f(x01),02),. .0 ,05-1),05))
=Ky, (f(f(..f(x 0]),... ,0}72),1)}7])).

Since v, = u, (16) implies that

3
Safe controller
, 2(t+7) Uy (£)
Predictor P Controller H Shield S
u(t)
u(-=0),u(-t+1)...,u(-1) Computation
delay
x(t u(t—1)

Nonlinear System

Fig.1  Block diagram of a controlled system by a safe controller with a
predictor and a shield.

v €Ky, (f(fC.. f(f(x,01),02), ..., 07-1),07))
=Ky, (f(f(..f(X0)), ..., 00 ), 00 ))).

Thus, x;, € C;. O

By Proposition 2, we compute a permissive control in-
put at state x using the set Ky, (x).

In the following, we assume that we have two types of
control specifications. One is called a safety specification
which is related to a safety property given by the safe set
(2) and the other is called a stability specification which is
related to the convergence to a target state. For the stabil-
ity specification, using standard control system design ap-
proaches, we design a state feedback controller H : R" —
R™ beforehand for the nonlinear discrete-time system (1)
without taking the computation time into consideration. We
assume that the priority of the safety specification is the high-
est among the control specifications. Then, we propose a
safe controller by which the controlled system never violates
the safety specification as long as a permissive control input
exists.

We consider the case where it takes 7 time steps for
the computation of the control input by the proposed safe
controller. Then, it is an important issue to avoid the viola-
tion of the control specifications by the computation delay
7. Our proposed approach is based on Mita’s method [35]
and the shield synthesis [26]. The proposed safe controller
is composed of a predesigned controller H satisfying the sta-
bility specification, a predictor P depending on the compu-
tation delay 7, and a shield S satisfying the safety specifi-
cation.Shown in Fig. 1 is its block diagram. The predictor
P predicts the state £(¢ + 7) after 7 time steps from the cur-
rent time 7. Then, the controller H computes a control input
candidate ug (¢). The shield S injects ug (¢) to the system if
ug (1) is a permissive control input, but otherwise modifies
it so as to keep the controlled trajectory of the system in the
safe set and injects the modified one to the system. In the
following, we describe the detail of the safe controller.

Step 1. Computation of the set of permissive control inputs:

Let r be the relative degree of i with respect to (1).
Then, we determine a sequence of the functions ¢ ;(j =
0,1,...r) defined by (3) and compute the safe set C given



by (5) and the set K, (x) of permissive control inputs given

by (7).

Step 2. Computation of a sequence of initial control inputs:
Since there exists a computation delay 7, before the con-

trol action starts, we determine a sequence of control inputs

u(—7), u(—-t+1), ..., u(-1) satisfying the following equa-

tions.

u(-7) €Ky, (x(0)),
u(=7+Jj) €Ky, (f(f(... f(f(x(0),u(=7)),u(-7+1)),
(=T =24 ) u(-1 = 1+ )))),
Vjie{l,2,...,t—1}.

Then, they are stored in a memory and injected to the system
from u(—7) consecutively when the control action starts.
Step 3. Computation of the predicted state:

At each time 7, the predictor P computes a predicted
state X(z + 7) at time ¢ + 7 using the control inputs u(t —

7), u(t — 7+ 1), ..., u(t — 1) injected to the system as
follows.
2e+7) =f(fC.. fOfx(0),ult —7)u(t =T +1)),
o), u(t=1)). (18)

Step 4. Computation of the control input candidate:

At each time ¢, the predesigned controller H satisfying
the stability specification computes a control input candidate
up (1) using the predicted state (¢ + 7) as follows.

upg(t) = HE(t +1)). (19)

Step 5. Determination of the control input:

The shield injects the control input candidate ug (¢) if
it is a permissive control input, but otherwise modifies it to
become a permissive control input, that is,

u(r) ={ up (1) it up (1) € Ky, ($(147)),

u*(t) otherwise, (20)

where u* (¢) is a control input such that u* (1) € Ky, (X(1+7)).
There are many ways to determine u*(¢). For example, when
u*(t) is a minimal modification of the control input candidate
u(t), it is an optimal solution of the following optimization
problem.

) lut) —up (D)]]. 2n

min
u(t)eKy, (X(t+7
5. Illustrative example
We consider the following discrete-time model of a unicycle

mobile robot that moves on the x-y plane with a constant
speed V > 0 [21].

x(t+1) = x(@)+TVcosb(1),
y(t+1) = y(t)+TVsind(1), (22)
a(t+1) = 6(t) +Tu(r),

where T > 0 is the step width of the time discretization and
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(x(2),y(1)), 6(¢), and u(¢) denote the location of the robot
on the x-y plane, the heading angle, and the forward acceler-
ation at each discrete-time ¢, respectively. Our control objec-
tive is that, by using the forward acceleration u(¢) as a control
input, the robot approaches to the x-axis without entering an
unsafe set S, on the x-y plane given by

Su={(x,y) eR* | X2 +y* <1}

Let h(x,y, 0) = x> + y*> — 1. Then the safe set C is given by
C ={(x,y,60) | h(x,y,0) = 0} and h has relative degree 2
with respect to (22).

In the following, for simplicity, we set V. = 1. Then,
the functions ¢ ; defined by (3) with r = 2 and a;(¢) = a;{,
where a; € (0, 1] is a constant, are as follows.

Yi1(x,y,0,u) = aiw(x,y) + 2T (x cos 0 + ysin 6) + T2,
(23)
Wa(x,y,0,u) = (a; +a; — Dw'(x,y,0)
+(a; - D(ar - Dw(x,y) +T?
+2Tw (x,y,0) + 1sin(Tu + 0 + ¢(x,y,0)), (24)
where w(x, y), w’(x,y, ), and ¢(x, y, 0) are defined by
wx,y) =x>+y* -1,
w' (x,y,0) =w(x +Tcosh,y+Tsinb),
x+Tcos6 )

V' (x,y,0) + 1

Note that the set K, (x, y, 6) defined by (7) is empty if and
only if the following equation holds.

#(x,y,0) =sin”! (

(a1 +az = Dw' (x,5,0) + (a1 = 1) (a2 = Dw(x,y) + 77|
> 2T\w' (x,y,0) + 1.
We use the following state feedback controller H(y, ).
H(y,0) =-25y—106.

Then, it is easily shown that, if u(t) = H(y(z),0(¢)), the
robot approaches to the x-axis if (y(0), 68(0)) is sufficiently
close to (0,0). Denoted by 7 is the computation delay and
u(t) is given by

u(t) =H(y(t-1),0(t - 1)). (25)

Let 7 = 1, (x(0),y9(0),0(0)) = (-5.5,0.5,0),
and T = 0.05. We set u(-1) = H(y(0),6(0) €
Ky, (x(0),y(0),6(0)). Then, shown in Fig. 2 is the con-
trolled trajectory of the robot on the x-y plane, where the
interior of the dotted red circle is the unsafe set. The robot
starts moving and approaches to the x-axis. But when it is
close to the unsafe set, it moves along the boundary of the
unsafe set and approaches to the x-axis again after passing
the set. We introduce the following variable SH(¢).

if ug (¢) € Ky, (x(2),y(2), 0(2)),

1
SH(z) = { —1 otherwise.
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Fig.2  Controlled trajectory on the x-y plane controlled by the proposed
safe controller, where (x(0), y(0), 8(0)) = (=5.5,0.5,0), T = 0.05,
a; =ar =0.5.
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Fig.3  Trajectories of 6 and SH controlled by the proposed safe con-
troller, where the blue and the red line represent trajectories of 6 and SH,
respectively, and (x(0), y(0), #(0)) = (-5.5,0.5,0), T = 0.05, and
a; =ap =0.5.

Shown in Fig. 3 are the trajectories of 6 and SH, respec-
tively. When the robot starts moving, the control input can-
didate is injected to the robot and 6 converges to 0. During
the avoidance of the unsafe set, the modified control input
by the shield is injected to the robot. Then, the control in-
put candidate is injected to the robot again after passing the
unsafe set. Thus, the proposed safe controller satisfies the
control objective and the compensation of the computation
delay is performed.

Shown in Fig. 4 is the trajectory of the robot with-
out the compensation of the computation delay, that is, the
control input candidate and the modified control input are
not computed based on the predicated state but the current
one. When the robot starts moving, it approaches to the
x-axis, that is, the controller can stabilizes the robot under
the existence of the computation delay. However, the robot

Fig.4  Trajectory on the x-y plane without compensation of computation
delay, where (x(0), y(0), 6(0)) = (-5.5,0.5,0), T =0.05, a; = a; =
0.5.

cannot avoid the unsafe set and, at time r+ = 210, it is at
(x,y,0) = (-0.69,0.43,0.51) and there is no permissive
control input so that the simulation quits. Thus, the safe con-
trol fails if we do not compensate the computation delay.

6. Conclusions

We proposed a safe controller with compensation of the
computation delays of nonlinear discrete-time systems using
Mita‘s method and the shield synthesis. The shield injects
the control input candidate computed by the controller if it
is a permissive control input, but otherwise replaces it by a
permissive control input.

Recently, the shield is applied to safe reinforcement
learning [29]. It is future work to extend the proposed
method to safe reinforcement learning of nonlinear systems
whose models include uncertainties.
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